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Al-native Requirem"enféj ;
for Modern Networks

Modern IT and application environments are hybrid, virtualized, ¢
containerized, and distributed, and Al technologies are . R T =
necessary to keep pace. But figuring out how and where to
apply Al isn't always straightforward, as past experiences and
uncertainties cause some teams to be cautious of full adoption.
Fortunately, as applied Al becomes more explainable and
mature, documented operational benefits indicate that itiis ready

and able to help. . e
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Network Intelligence and Automation Reaching Mainstream

While everyone sees the value of closed-loop, automated management, most are happy with better alerts
and recommendations as a valuable step forward.

» Which of the following statements aligns with your organization’s preference or
expectations in terms of leveraging network intelligence/automation capabilities? (N=339)

34% 48%
h, h’ l

We get alerts but prefer We expect the management software to We want the management

retaining full control so that provide alerts and serve as a recommendation software to automatically detect,

our staff analyzes and defines engine based on learned behavior from analyze, recommend and apply

what should be done automated real-time and/or histroical data changes as needed, with the ability
analysis, but staff should be responsible for of the staff to review outcomes
implementation of the recommendations and make changes

Barriers to Al Adoption

While the benefits of leveraging Al/ML tools are appealing, there are challenges that can arise
when creating models and achieving adoption, spanning technical, cultural, and process considerations.

» Barriers to Al adoption in networking

Data quality, quantity, Potential data Lack of effective Lack of transparency
and integration security risks automation regarding how Al conclusions
are reached
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Operational risks False negatives Depth and accuracy Skills for implementing
and false positives. across complex and tuning
environments

Key Al Criteria for Overcoming Barriers
When researching and investigating network Al operations approaches, it is important to understand

which criteria should be evaluated to determine the efficacy and value of any solution being considered.

» Criteria for considering Al-native network solutions

A & =
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Cloud-based and Platform approach Virtual assistant Use of trusted data Bi-directional
cloud-native to provide with conversational at the session and/or APl ecosystem
end-to-end context interfacing application layer

Al-native Approaches Are Surpassing Expectations

Those at the leading edge of deploying Al in network environments are experiencing upside surprises across a wide range of use
cases, bringing hope for managing network complexity.

» Networking Al deployment performance against expectations for different use cases

Expectations exceeded for action recommendations 59%
Expectations exceeded for network performance optimization 55%
Expectations exceeded for anomaly detection and alerting 55%
Expectations exceeded for documentation generation 52%
Expectations exceeded for traffic analysis and optimization 52%
Expectations exceeded for load balancing 51%
Expectations exceeded for security threat detection 50%
Expectations exceeded for self-healing 49%

Conclusion

Al-native management technologies are essential for managing today's and tomorrow’s networks. Juniper’'s Mist Cloud
solution brings Al to bear across all network types and all primary network engineering and operations tasks.
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