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1-1. Junos OS MOE—K(1/2)
SRX(Junos OS) ?) CLI E—KIZDL\T

TBREPREICL S TE—FZYIYEZTHA Junos OS @ CLI E—KFDEF
. Iz )lﬁE F CxBEXERALAELY)
R8O R T ADBAEETSE—F (Unix 3T2K) _
% cli
(. BRRT—HBADKTR b i e;(lt

* Junos OS 0)7_|"\°|/—°/E|7')|/:E—|3 * ping. traceroute. telnet
HEBREEDRT— I RMERCREE B 1

Operational mode >

— - ) J—k, pybaTo i
T5F—F - Eﬁw)ﬁg{/;” /J > configure ‘
« Junos OS 0):‘/747“!/—’/3‘/%—#“ l
— - s AT LERTE exit
PEIRDERTEXITOE AT 25
RS — g
XA TARERE

JUniper 1.
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1-1. Junos OS MOE—K(2/2)
root I —H O AU L=EE I IV E—FRHGEA
root L—H LN TAT AU LIS B IFARL—aF L E—RD SRR

SRX300 (ttyu0)
login: root
Password: password

-—-— JUNOS 15.1X49-D130.6 built 2018-03-04 17:25:09 UTC

root@SRX300% +——————— I 1)LE—K (root I—HXIDE—KIZOF (V)
root@SRX300% cli

root@SRX300> ——— FAL—33F)LE—F (root T—FLSMNEZDE—RIZOST ()
root@SRX300> configure

Entering configuration mode

root@SRX3004 —mm—————— OV TJ44L—13 E—F

root@SRX300# exit

Exiting configuration mode

root@SRX300>

root@SRX300> exit

root@SRX300%

root@SRX300% exit

logout
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1-2. SSG & SRX EARMGEOTURDEL
SSG & SRX OEARBILZOATURDELY

SSG(Screen0S) SRX(Junos OS)

RE set set

HIlBR unset delete
BEDFETE BN i * commit

*RF save commit
HRavUR get show

*commit FHE DT UREL

junper | s

NNNNNNNN



1-3. BET7AMILDOEHA (1/4)

SSG [FEZBEERT AT B
SRX [FERFE % commit ZERALTav U FE KR

« SSG
config MHER
BREIAVURIZK>TEEEZ config |2 R BR
BEFOEREITAIL
WERDERMEFICHE

SSG5-> get config

saved config MDFEER

save AXURNCE > TIREBPDEREI7MINETF VY 1 BEITRTE

HROBERIFFICEVLDTHRE

SSG5-> get config saved
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1-3. J/RTEIT7AILDEHA (2/4)
SRX SR D R EE

« SRX
- AV L—avE—RICTREDEREEEST (Candidate Config D#REE)

- commit THREF KM (Active Config DFERE)

root@SRX300# commit
commit complete

[RBRALIETR (2 H

_ . Candidate Active
JEIATUE Config Config
Q # commit
# show > show configuration
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1-3. BET7AMILDOLH A (3/4)

« SRX
Candidate Config (I&4#3%E) DFER
- REFDOHREITTAIL

- EBREAVTUFRIZ&K-TEE% Candidate Config |2/ %
root@SRX300# show
Active Config (FRE1E%E) DR

- commit CHEESN-BEBHTDETE

root@SRX300> show configuration

root@SRX300# run show configuration

© 2018 Juniper Networks JUﬂIPer ‘ 11
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1-3.

REIT7AILDOEHA (4/4)

SRX (XZEERIDAV T4 NEENT/\YI T VT
REEBOBREIZETIIT/I\VITYTINLETT S ENTHE
SRX

=
axX

root@SRX300# rollback rollback-number
root@SRX300# commit

FEDHEIT (rollback)

-

Active
Config

Candidate
Config
# commit

N

# rollback rollback-number

g

.
*

*
rollback 1 ‘

~

> show system rollback rollback-number

*

*
. NGO E
rollback 2 M Xﬁn‘l’501ﬂ‘ﬂ)
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1-4. BHFRIEOEAROTUF(1/2)

SRX SR EDEEATav
« SRX
- Active Config & Candidate Config DZ 57 DR (compare)

root@SRX300# show | compare

- Candidate Config DX T5—D#2 (check)

root@SRX300# commit check

- BREITAILE set R TR (display set)

root@SRX300# show | display set

root@SRX300> show configuration | display set

- BREIFAILOEHERT (no-more)

root@SRX300# show | no-more
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NNNNNNNN



1-4. BHFRIEOEAROTUF(2/2)

SRX &XE £DDIa<U~

« SRX

- aAVI4TL—avE—FRIZBITEARL—3F ILE—FDOITURFDZELT (run)
root@SRX300# run operational-mode-command

- EBTEDERTEDEMIL (deactivate)

root@SRX300# deactivate configuration-command

- EYIESINT-FZEDEZNE (activate)

root@SRX300# activate configuration-command

© 2018 Juniper Networks JUﬂIPer ‘ 14
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2-1. IHAE - vy T O F|E
2-2. MEDINYITYT1)ART
2-3. LAFX21—&7F

2-4. OS 7vI T L—k

2-5. INA)—F)H/\1)—F|E
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2-1. #FIHHE -y T O FE(D/3)

SSG [Far o149 #HIBRLBEENT S THHE
SRX [ZTI7A4IbDA T4 FHHAH AL T ETHIEME

« SSG

SSG5-> unset all
Erase all system config, are you sure? y/[n] y

SSG5-> reset

Configuration modified, save? [y]/n n
System reset, are you sure? y/[n] y
Tnreiseit L.

17
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2-1. #FIHHE -y b T O FE(2/3)

* SRX
AEEIZHIBRL =LV T —RIZ G C TEIRATRE (3@ Y)
- IGRAEROREER—F

root@SRX300# load factory-default
warning: activating factory configuration

[edit]

root@SRX300# set system root-authentication plain-text-password
New password: password

Retype new password: password

- A—HERT —2ZHIRR

root@SRX300> request system zeroize

warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (no) yes

XaATUREANTAEERLEA BENRIE
- USB AEYDOO /NI ISy amsI+r— vk (2T —5HIR)

18
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2-1. #FIHHE -y T O FE(3/3)

SSG X ERA I TEEVATLEZEILE (QTUREL)
SRX [Fav KR TURTLEZEL
e SSG

- (SSG5 MiF#HE)
ERRA DN O ERT —T L EHRRT HETURTLEEL

« SRX
- VATLELEIUVERAD

root@SRX300> request system power-off

Power Off the system ? [yes,no] (no) yes
Shutdown NOW!

- VATLEL
root@SRX300> request system halt
Halt the system ? [yes,no] (no) yes

=== GHilE ===
The operating system has halted.
Please press any key to reboot.

© 2018 Juniper Networks JUﬂIPer ‘ 19
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2-2. BRFEDINYIT YT 1)ART7(1/6)
SSG [FA—2FI)LICaAV T4 T #EEIE— & R—RX T HETHR—F

SRX [X load v RETRICEEIE— & R—X M HIETA—F
O—K9 5327400 DRERKIZE>TEIRMAIRE (V) —HHK . set i2HK)

e SRX
V) —R =
O—RBate D #E s

root@SRX300# load override terminal
[Type "D at a new line to end input]

a4 OA—K (Ctrl + D THEE. Ctrl + C Ty t)L)
HTEZE commit

root@SRX300# commit
commit complete

Juniper | 2o

© 2018 Juniper Networks
NNNNNNNN




2-2. BRFEDINYIT YT 1)ART7(2/6)

e SRX
set iz
- AVI749 DHIK

root@SRX300# delete

This will delete the entire configuration
Delete everything under this level? [yes,no] (no) yes

- O—FBIR D %R

root@SRX300# load set terminal
[Type "D at a new line to end input]

- aAYI45 OA—K(Ctrl + D THEE. Ctrl + C THvy>t)L)
- ERTFEZ commit

root@SRX300# commit
commit complete

Juniper

NETWORKS
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2-2. BRFEDINYIT VT 1)ART (3/6)

SRX IFEREF7AILDO—HIILREEFES LU A—KA
e SRX
- BREIFAILDRE

root@SRX300# save filename

- BREITFAILDFERE
root@SRX300# run file list detail
/cf/root/:
total blocks: 36
—rw-—r—-r—-— root 361 Mar : .cshrc
—EW=E=—E== root 1090 Mar 3 .login
- YW—r——r—— root 215 Mar : .profile
0TVt i root 6962 May 8 SRX300.cfg
total files: 4

- BEIFAILOO—K

root@SRX300# load override filename

root@SRX300# commit

22
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2-2. ETEDINVIT VT 1)RT (4/6)
SSG £ TETP H—/I\AaAV T4 H NI T T
SRX IE FTP H—/\EAaL D45 Z NI T T

« SSG

SSG5-> save config to tftp ip-address filename

« SRX
V)= DAV T4 T INVIT VT

root@SRX300# save ftp://user-name:passwordlip-address/filename

- setBKXDaALT4T N\ HTVT

root@SRX300# show | display set | save ftp://user-name:passwordl@ip-address/filename

| 23
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2-2. BEDINYITYT-1)XL7 (5/6)

SSG & TFTP H—/\Mba> I &% —BaV /NI Iov Al HIAH
B9 A5 ETYRMNT

SRX [£ FTP H—N\EMNLBEEEITUYANT AR

e SSG
TETP $—AASHaE—

SSG5-> save config from tftp ip-address filename to flash

By

SSG5-> reset
System reset, are you sure? y/[n] y
In reset ...

Juniper | 2
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2-2. BRFEDINYIT YT 1)ALT (6/6)

« SRX
- FTP Y—/\HhoDaE—

root@SRX300> ftp ip-address

220 3Com 3CDhaemon FTP Server Version 2.0
Name (10.1.1.1:root): user-name

331 User name ok, need password

Password: password

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> get filename

- AVIATDI)ARRNT
- =KD T4 D) AT

root@SRX300# load override filename
root@SRX300# commit

-setBKXDALTATD)ART
root@SRX300# load set filename
root@SRX300# commit

© 2018 Juniper Networks JUﬂ Per
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2-3. LAX 21—

SSG [FLAFa2—ar T4 DYRNTEIZHEENANE
SRX [FHZEELT) AN Al HE

- SSG

LAX21—ar 7450 DER

SSG5-> save config to last-known-good
- LRAFa—a T4 DKREN)RLT
SSG5-> exec config rollback

« SRX

LRFa—ar 745 DR

root@SRX300> request system configuration rescue save

- LRFa2—a T4 DIREANYRNT

root@SRX300# rollback rescue
root@SRX300# commit

© 2018 Juniper Networks JUﬂIPer ‘ 26
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2-4. OS 7w L—k
SSG X TFTP H—/\EHTOS #7v7JL—F
SRX [ZA—AILITF7AILL FTP H—/I\FEHTOS #7vIFIL—K

« SSG

SSG5-> save software from tftp ip-address filename to flash

e SRX
- O—AILITFALILTH OS 7vIT5L—FK

root@SRX300> request system software add directory/filename

- FTPH—N\&YEE OS 7vIIL—F

root@SRX300> request system software add ftp://user-name:passwordlip-address/filename

© 2018 Juniper Networks JUﬂIPer ‘ 27
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2-5. INAT—kA/\1)—F|E(1/3)

SSG [F/SAT—RKDHDYANY—RFaI D= T4 HEAIE AN E
SRX [L root A—H M/ \RJ—K#)EA{L A A BE

e SSG
UTWEFhhDOAETIVT4T 9EE
AN )—EVR—ILEBLENSEBREAND
- A—HR IR T—RHRI[ZV)TILEESEATD

Juniper | e
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2-5. INATT—KRJA/\1)—F|E(2/3)

« SRX
- REBEBPICLITEELT
=== @ndlp ===
/kernel data=0xba0974+0x152bad4 syms=[0x4+0xa0810+0x4+0xf0441]

Hit [Enter] to boot immediately, or space bar for command prompt.

Booting [/kernel] in 1 second... .
—————————— ZR—RX—E@[T

Type '?' for a list of commands, 'help' for more detailed help.

loader> boot -s — oG NN A—HE—KRTIT—F
Kernel entry at 0x801000cO
=== ghilp ===
System watchdog timer disabled
Enter full pathname of shell or ‘recovery’ for root password recovery or RETURN for /bin/sh:

recovery — N\RJ—KYH/\)—Z%FHR

Performing system setup

© 2018 Juniper Networks JUﬂ Per
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2-5. INAJ—K1)H/\1)—FIE (3/3)

SRX (#rE)

Snile ===
Starting CLI
root@SRX300> configure
Entering configuration mode

Configuration E—kF~

[edit]
root@SRX300> set system root-authentication plain-text-password

New password:

Retype new password: %‘EL,L\/\"ZU—HAE Zﬁlj\j]

[edit]
root# commit
commit complete

R TEZ commit

[edit]
root# exit
Exiting configuration mode

root> exit

Reboot the system? [y/n] y
Terminated

<
<

Juniper

NETWORKS .
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3-3. IP PRLRERFE
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3-1. BEE7HOUDETE (1/2)

SSG & SRX [FHICBEEBETHOUNLTT I4ILED A—NNEFE

« SSG
-  A—H4%:netscreen /\ATJ—F:netscreen
- UTF@Oav b Tca—H & RV FOEEI A HE

SSG5-> set admin name user-name
SSG5-> set admin password password

« SRX
- a—Y4%&:root INAT—FK:%HL
- UTOaATURTINRT—FREERTE

root@SRX300# set system root-authentication plain-text-password

New password: password
Retype new password: password

© 2018 Juniper Networks JUﬂIPer ‘ 33
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3-1. BEE7HOUDETE (2/2)

SSG (& 2D DHEMRAER E Bl 6E
SRX ¥V RZELMERDEY H TH A AE
« SSG

SSG5-> set admin user user-name password password privilege [all | read-only]

e SRX
- T I#ILET 4DM%IS X (operator, read-only. super-user, unauthorized)

root@SRX300# set system login user user-name class class-name authentication plain-text-

password
New password: password
Retype new password: password

34
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3-2. #FHEARTE (1/2)

SSG [FTRAME . BA LY —2 Y T—3( L EBRIZERTE
SRX [ZTRARE . BAM LY —>  BREIZETE

« SSG

SSG5-> set hostname host-name

SSG5-> set clock timezone 9

SSG5-> set clock dst-off

SSG5-> set clock mm/dd/yyyy hh:mm:ss

« SRX

root@SRX300# set system host-name host-name
root@SRX300# set system time-zone Asia/Tokyo
root@SRX300# run set date YYYYMMDDhhmm.ss

© 2018 Juniper Networks JUﬂIPer ‘ 35
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3-2. #FHARTE (2/2)

FiF ] 5% 7€ D 22
- SSG

SSG5-> get clock

Date 11/21/2013 11:27:15, Daylight Saving Time disabled |
The Network Time Protocol 1s Disabled

Up 14 hours 24 minutes 8 seconds Since 20Nov2013:21:03:07
1385033235.948425 seconds since 1/1/1970 0:0:0 GMT

GMT time zone area 9:00]

GMT time zone offset -9:00

e SRX

root@SRX300> show system uptime

Current time: 2018-05-25 09:06:36 UTC

Time Source: LOCAL CLOCK

System booted: 2018-05-17 15:19:33 UTC (lwOd 17:47 ago)

Protocols started: 2018-05-17 15:19:33 UTC (1lwOd 17:47 ago)
Last configured: 2018-05-21 17:24:04 UTC (3d 15:42 ago) by root
9:06AM up 7 days, 17:47, 1 user, load averages: 0.12, 0.11, 0.08

© 2018 Juniper Networks JUﬂIPer
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3-3. IP ZPRLAERE (1/3)

SRX MOAR—KIE L2 & L3 D 27&%E
IP PRLRZHRTET AHR—KMZ L2 AERESN TSRS S THIBEADLE
(SSG M)y T I —T(Z58)

« SRX
- R—rDKEDRER L2 ER7E

root@SRX300> show interfaces terse
Interface Admin Link Proto Local

ge-0/0/1 up up

ge-0/0/1.0 up up eth-switch
ge-0/0/2 up up
ge-0/0/2.0 up up inet 10.1.1.254/24

L3 % E

- L2 BXEDHIBR

root@SRX300# delete interfaces ge-0/0/1 unit 0 family ethernet-switching

© 2018 Juniper Networks JUﬂIPer ‘ 37

NNNNNNNN



3-3. IP 7PRLAERTE (2/3)

SSG [FA A Tz—REIP PRLAREETFE
SRX [FA37x—ReEOADHIL A=Y, TRLRT7I)—_ IP PRL A%

« SSG

=JL ==

ax ;e

SSG5-> set interface interface-name ip ip-address

e SRX

root@SRX300# set interfaces interface-name unit number family inet address ip-address

<FRE I >
ge-0/0/1 @ unit 0 [Z IPv4 M 7KL X 10.1.1.1/24 %X 5E

root@SRX300# set interfaces ge-0/0/1 unit 0 family inet address 10.1.1.1/24

© 2018 Juniper Networks
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3-3. IP 7L RERTE (3/3)

IP Tszwﬁﬁﬂlb\
.+ SSG

SSG5-> get interface
A - Active, I - Inactive, U - Up, D - Down, R - Ready
Interfaces in vsys Root:

Name IP Address Zone MAC VLAN State VSD
bri0/0 0.0.0.0/0 Untrust N/A - D -
eth0/0 10.1.8.254/24 ] Trust 001b.c035.c980 = U =

« SRX

root@SRX300> show interfaces terse
Interface Admin Link Proto Local Remote
ge-0/0/0 up up

ge-0/0/0.0 up up
~ RPAER
ae-0/0/1
ge-0/0/1.0 i 10.1.1.1/24

dA=yhE S

© 2018 Juniper Networks JUﬂIPer
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3-4. AT % 5F (1/3)
SSG [FA R AT STy 005 153 12{RTEL get log THEERRIRE

SRX [ZEREDOT % Ivar/llog BB FTDI774ILEL TR FEL show log THEERRTRE

« SSG
SSG5-> get log event
Total event entries = 56
Date Time Module Level Type Description

2013-11-22 10:44:30 system warn 00515 Admin user netscreen has logged on via
the console

« SRX

root@SRX300> show log messages
Nov 21 11:39:31 SRX300 login[3055]: LOGIN INFORMATION: User root logged in from host

[unknown] on device ttyul
Nov 21 11:39:41 SRX300 login: Login attempt for user root from host [unknown]

© 2018 Juniper Networks
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3-4. O %7€ (2/3)

SSG [FRJ D REFLIZEE
SRX XAV DREXRZIT7AINE . T7) T4, LNV TERTE A HE

e SRX
==
- EJ{7DX;E
root@SRX300# set system syslog file file-name facility level

- XFIHERETHETIAILA—HARE

root@SRX300# set system syslog file file-name match regular-expression

41
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3-4. O %% (3/3)

SSG (XA MEHIT syslog Y —/ANERIET EMEFERTE
SRX [XT77V)T4&ETEE A0 %EE

« SSG

SSG5-> set syslog config server-address log ( event | traffic | event )
SSG5-> set syslog enable

e SRX

root@SRX300# set system syslog host server-address facility level

>'<SRX DrS7vo05(ZELTIE. O DUIREE—FRIZE>TEHRENELD
FOEEX TR —] THIZREEFM

42
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3-5. NTP

SSG & NTP OEF#IEE NTP Y —/\%3i5F
SRX [ NTP H—/\%&35E

« SSG

SSG5-> set clock ntp
SSG5-> set ntp server server-address

e SRX

root@SRX300# set system ntp server server-address

43
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3-6. SNMP

SSG [ SNMP 232 =5 & SNMP RRMEERTE
SRX I SNMP O2a2=54¢& SNMP b7 5 )L—T %R E

e SSG
SNMP v1. v2c #HHR—k

SSG5-> set snmp community community-name ( Read-Write | Read-Only ) trap-off version v2c
SSG5-> set snmp host community-name manager-address trap v2

e SRX
- SNMP vl.v2c.Vv3 #HHR—k

root@SRX300# community community-name authorization ( read-write | read-only )
root@SRX300# trap-group group-name version v2

root@SRX3004# trap-group group-name targets manager-address
root@SRX300# trap-group group-name categories category

© 2018 Juniper Networks JUﬂIPer ‘ 44

NETWORKS



\ij/f
yu

7 JuniPer

NETWORKS

Engineering
Simplicity




