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OFFICE365-CREATE-CONVERSATION

# of 123456 Bandwidth: 12.3GB
Sessions:

Category: Infrastructure Risk Level: s

Characierisiics: Capable of Tunneling

OFFICE365-CREATE-CONVERSATIO [l [¢] SR VAT 6

User Name Bandwidth # of Sessions

Takezawa 12.3GB 123456
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FEFCIP” R L X Eporth'ProxysBICEERI BSNTLVD
+ APBRIIIL—F« > Dnext-hopzt) DEZ B1Z TR TURIETERL)

Configure Proxies to Access the Internet

) No proxy

(©) Auto-detect proxy settings for this network
() Use system proxy settings

© Manual proxy configuration:

................................................................................................................................................................................................

HTTP Proxy: 192.168.1.100 Port:

Use this proxy server for all protocols

http://www.yahoo.co.jp/IC 770t X

Source Destination Protocol Length

10.1.1.3 192.168.1.100 TCP 54 568633128 [ACK] Seq=1 Ack=1 Win=6570@0 Len=0
10.1.3153 192.168.1.100 HTTP 509 GET http://www.yahoo.co.jp/ HTTP/1.1

1409% 169 1 100 1172 1 1 2 Tro

GO MIEERER AV Can-1 AFL-AGE LIS A-2022L | an-0
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Office 365

IP-VPN

D5AFT2RPCIZEST A3 =2k
Office365M FE 5L [ Proxy H—/\ - .
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JL—9779 eEET SRDENE

——— e e
95472 kPC SRX ) DNS External prox Office 365
* S1 (Client session) .97 —ZIEIPheader®ESH]AT ¢ proxy .
SYN Packet ‘ x§1t520)ﬁ5ﬁ§'} L—9%
SRC IP = Client IP “‘
DST IP = External Proxy s
SYN-ACK '-_-

SRC IP = External Proxy
DST IP = Client IP

“Host"#8 LT
HTTP Connect TL—HORET TV hE$1 5]

SRC IP = Client IP

DST IP = External Proxy HRF T DHE

CONNECT office365.com:443 DNSTHATRRERHEL T

HTTP/1.1 Y—REaRy2avERITS

Host: office365.com . L

e 52 (Proxy session)

SYN Packet
SRC IP = Client IP
DST IP = 0365

SYN-ACK
SRC IP = 0365
DST IP = Client IP

‘ CONNECT OK
Client Hello »
LY Client Hello » ®
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SYN Packet
SRC IP i

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect

SRC IP = Client IP

DST IP = External Proxy
CONNECT juniper.net:443
HTTP/1.1

Host: juniper.net

CONNECT OK

Client Hello

“Host"Z8 ML T
TL—HORET T hE+I5I
HEFTITHENEE
Pass through mode&L TEI¥ES %

SYN Packet
SRC IP = Client IP
DST IP = External proxy

SYN-ACK
SRC IP = External proxy
DST IP = Client IP

HTTP Connect SRC IP = Client IP DST IP = External Proxy
CONNECT juniper.net:443 HTTP/1.1 Host: juniper.net

DNS External proxy
®
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HTTPS(SSL) MBIETHT7/tEA%LE (URL) EA—HFLEOFT H AT HEMTTRE,

Web Filtering Events @

Summary View Detail View

wrce Port Destination Country Destination |P
370 = Singapore 111.221.25.254
368 = Singapore 111.221.25.238
367 EE United States 40.96.3.210
364 EE United States 40.77.228.92
363 ™= Singapore 111.221.20.254

Destination Port

443

443

443

443

443

1—H4%

User Name

katagiri
katagiri
katagiri
katagiri
katagiri

TIOER%

URL

v10.vortex-win.data. microsoft.com
array305-prod.do.dsp.mp.microsoft.com
ouflook.office.com

watson.telemetry. microsoft.com

v10.vortex-win.data.microsoft.com
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EiE Priority
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# of Sessions: 1372

# of blocks: D
Categery: Web

Top & Users

D I susan 1
-y
Misgana

o
1 Tina I
| W——-

D Frank

Characteristics: unknown

User Name: Bandwidth # of Sessions

Bandwidth: 2592.50 MB
Risk Level: [

) Q0S T/

73.13 MB 243
) L — 7 ™ TR
7313 MB 343
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<— g &

signature s1 member m01 context ssl-server-name
signature s1 member m01 patterr{ ".*\juniper.net*"l
signature s1 member m01 direction client-to-server

HTTP-PROXY
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- f§5SD-WAN by Sky Enterprise, Full SD-WAN by CSO
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T A A— (SKY ENTERPRISE)

BEOEERKIESGHLE THEI MO AR,

JUﬂIPer Home Services Users Configuration Settings Support
Sites Tenants || T To ams @@
7ZhUDA CenteLMap Total Devices (Online/Offline): 3
bt
<, 7w= Re.Ra.Ku RRANS
ARZT LR SR S5 2)
Q@ o )
WRANS VT 1 (<) °
(i) %
= ke N X
S @ Total Alarms: 1
Le Pain m.mdil’ 1 <
e e \ +
¥
td <, @ »1zis masE =
0 ° L
Google N ,3,79 ) — @ 195 — % ©2019 Google | FIRIAAT
+ NewsSite | @ Search
e L L L L L L L L L e L T T
m 5 —_ Eﬁ,’: r Name Devices (Connected/Offline) Address ‘
mn

: == v| Secure-web-proxy Demof B, T163-1445 RREAEREHE3 TH2 0-2 POClab :
I = v Mistpemom B, 71631445 SURMHHIEEARE 3 TH 2 0- 2 Training Room |
U o o o o i o e e e e e e e B e B e B B e B B e e e e e e

JNPR hiromit
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EIEA A—2 (SKY ENTERPRISE)

FHARDRINT =L AT I EBHIRT

Sites || Devices | Tenants | Tools | Topology | Alarms@@l) | Mist WiFi APs

se_room-1/5c:5b:35:1e:68:ba

Connections (] Information

EX2300_Mist-demo-jnprhiromit: ge-0/0/1
se_room-1/5c:5b:35:1e:68:ba:

@ trainingroom-1/ 5¢:5b:35:1e:6d:c4 (Hover/Click on a node or link to display

detailed information)
[B] s Firzwal Link
[ Switch Link

[0 e NFXLinke
[Z] s Unmanaged Host

W206 / 00:21:59:c7:6f.c0

340_Mist-demo-jnprhiromit se_foom-2/5

300_Mist-demo-jnprhiromit

-
Filter data on sites

I |
Mist DemofR v I
! J

. EX2300_Mist-demo-jnprhiromit
® trainingroom-2 / 5¢:5b

Type: switch
IP Address: 122.208.14.162
Alarms: o

se_room-3 / 5c:5b:35:1e:69:9b

HP ProCurve Switch 2650 / 00:11:85:31:d7-:00

LLDP Connections:
meQ v
ge-0/0/0 v

ge-0/0/1 v

WA EDLANKE R
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X TE EBEAEEDERESARIR

A—R7T—A#1
£ M S ZSecure-web-proxyDHEEEZFBIL TO365D 57490 EO—HILTL—IFT I hEE S
E7) 9 —bDIER

WEEE (A1) WEER (HLA2)

BEOTOXSH—/1DT7FLR 192.168.1.100 BEOTOXH—/DTFFLR 192.168.2.100

BEOTOX Y —n\OR—+ES 8080 BEOTOXH—N\OR—+ES 8080
ITL—ITF7 I DR ELZTT)r—3> office365-grp IL—I7 0 DOREERDT T ) r—a> office365-grp

A=Y NEEED T IAILNT— oA 122 . XXX.XXX.32 A=Y NEED T IAILNT —ho A 122 .XXX.XXX.59
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RRICHEGHREEE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE
set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT
set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES

set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE
set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETP
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip ProxyServerlPadd
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port ProxyPort

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group Application

set security address-book global address PROXY-SERVER ProxyServerlPaddress
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group Application
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER
set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop GWIPaddress

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0
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TUIL—MERICLARELEEEDTO—

1: 77— ERASEHRREER HRIET/NA R HLm | TagH i TEIRFATEE,

2: WA AT IL—MEER

AT av) BREERMEIELLHEEIETE
4: TINARZEIZRIGAEHEAT

5: BREEEZRDLKR—PEIER
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1: TUTL—rEBRASE DR REE R, MRIET/NA R B, Tag8 L T:ERATEE

New Bulk Update

Schedule update? Yes m /Select Devices ¥

4] September 2019 0 Devﬁ:e. Exzaw_Mist_demo N unos Conﬁguration

S50 Mo Tu We Th  Fr 5a Devioe.SR)(MO_Mist-demo +

n oA et A L Device: SRX345_SWP +

5 16 v 2 1 2 Site: Mist DemoFt + £ CPE FWIZ[E"DeviceA’ W\ o= 25 E 4D 1TTLVS
2 23 2 2 27 25 | I3 ¢ Slte: Secure-web-proxy Demoll .+ ZDHE. ZEWRDCPE FWEERL TSI LLRIE
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New Bulk Update

Schedule update?

o September 2019

Select Devices

Please select a time:

v

00:00

L2

ﬁput type:

o

-

Select a template:

Branch template v

Branch template

Google-Suite

PoxyEIECHSITBEO—HILT L —20 T FOFGE

Secure-web-proxy

%
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3(ATav): &

New Bulk Update

-

Schedule update?

RS HARZEREE

Select Devices ¥

Time Zone

GMT+0900 (B4 EER)

Please selact a time: 0000 v 2]
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\]

4: TINARZEICERIGDEREAND

o September 2019 (]

Selectatemplate: | poEimCHI A0 NILIL v ]

Su Mo Tu We Th Fr Sa

@ [

Please select a time: 00:00 v 0

Update input:

[v SRX340_Mist-demo-jnprhiromit variables: ]

192.168.1.100

ProxyServer|Paddress ProxyPort

Application Ofﬁce365'g rp GWIPaddress

[v SRX345_SWP-jnprhiromit variables: ]

192.168.2.100

ProxyServer|Paddress ProxyPort

Application GWIPaddress

Tag: DeviceAlIZ#t DL =T/ 1 R

@
EREN =T TL—h

8080

122 .XXX.XxX.163

E7)T—bDRBEEANT BT
FTINFvILEE

Input format: m Table

-
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set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPLACE
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip 192.168.1.100/32

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port 8080

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group office365-grp

set security address-book global address PROXY-SERVER 192.168.1.100/32
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group office365-grp
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 122.xxx.xxx.32

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

KRICEIBERGHENRASNTLEA, ERENRELTLDDIE DEHDH
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Bulk Update Report

RRICRBMEN-BREAREOTE
PDFTLR—Fk

Bulk Update Report for JNPR hiromit OneConf (o]
Summq ry Report Generated on 30/08/2019 16:01
1 device success updates
0 device errors Summary
1 device success updates
device errors
@ 1 Device e
Device
Input v SRX340-jnprhiromit
Input
Log v SRX340-jnprhiromit
set groups TEST system host-name TESTset groups TEST system time-zone Asia/Tokyoset groups TEST system dump-on-panicset groups TEST system root-authentication encrypted-
password "$18YrXW4H1t$0RyOFagiB/wMKbVM1izGf/"set groups TEST system name-server 208.67.222.222set groups TEST system name-server 208.67.220.220set groups TEST
system login user lab uid 2000set groups TEST system login user lab class super-userset groups TEST system login user lab authentication encrypted-password lab123set groups TEST
system services ftpset groups TEST system services ssh root-login allowset groups TEST system services ssh protocol-version v2set groups TEST system services telnetset groups TEST
Downlcad PDF Close system services netconf sshset groups TEST system services web-management http interface allset groups TEST system syslog archive size 100kset groups TEST system syslog archive
files 10set groups TEST system syslog user * any emergencyset groups TEST system syslog file messages any noticeset groups TEST system syslog file messages authorization infoset
groups TEST system syslog file interactive-commands interactive-commands anyset groups TEST system syslog file all.log any anyset groups TEST system syslog file sessions user

infoset groups TEST system syslog fle sessions match RT_FLOWSset groups TEST system max-configurations-on-flash Sset groups TEST system max-configuration-rollbacks Sset groups
TEST system license autoupdate url https://ael juniper.net/junos/key_retrievalset groups TEST system ntp boot-server 172.27.112.1set groups TEST system ntp server 172.27.112.1set
£r0ups TEST ehassis dump-on-anicset groups TEST interfaces fxp0 unit  family inet adress 172.27.113.104/22set groups TEST snmp community publicset groups TEST snmp trap-
options source-address 172.27.113.104set groups TEST snmp trap-group POC targets 172.27.112.1set groups TEST static route 0, hop 172.27.112.1set
groups TEST routing-options static route 0.0.0.0/0 no-readvertise

Log

2019-06-26 18:15 All Devices: started update
2019-06-26 18:15 SRX340-jnprhiromit: executing update
2019-06-26 18:16 SRX340-jnprhiromit: committed changes
2019-06-26 18:16 SRX340-jnprhiromit: completed update
2019-06-26 18:16: update complete
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set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip {{ ProxyServerlPaddress }}
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port {{ ProxyPort }}
set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group {{Application }}

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop {{GWIPaddress}} "‘
Set XXXXXXXX

T, BEEIEZDEEAA A—HER D INGA—2ETHESFZ(T
4
{} CB>71=18 B A'Sky EnterpriseDGUIIZ R %

4 N

ProxyServerlPaddress ProxyPort Application

GWIPaddress

- )
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dA—RA5—RA#2
A—AILTL—I7 7D RIZG-SuiteZF M Z =L\
7T —RDIEE

WEEE (A1) WEER (HLA2)

ITIL—I97 I DRRERDT T ) r—ay Gsuite ITL—I97 I DRZEERDT T ) r—ay Gsuite
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New Bulk Update

Remove all

S - B ‘G Suiter EHEL1=TFLTL—t

Addall | 1itemsselected
mplate: Googl Suite

X2 EDCPE FW

Device: EX2300_Mist-demo +
oM e Device: SRX340_Mist-demo +
2 Bl - s s 7 Device: SRX345_SWP +

g s W o1 121w Site: Mist DemoF8 +

- il M Site: Secure-web-proxy DemoFl +

Update input: Input format:

‘ WA EICEABRTEFFELAL=H"No input required” &R REN b

1= 8 Table

services application-identification application-group Gsuite applications junos:GMAIL
set services application-identification application-group Gsuite applications junos:GMAIL-BASIC
set services application-identification application-group Gsuite applications junos:GMATIL-DRIVE
set services application-identification application-group Gsuite applications junos:GMAIL-MOBILE
set services application-identification application-group Gsuite applications junos:GOOGLE
set services application-identification application-group Gsuite applications junos:GOOGLE-ACCOUNTS
set services application-identification application-group Gsuite applications junos:GOOGLE-ADSERVICES-SSL
set services application-identification application-group Gsuite applications junos:GOOGLE-ANALYTICS-TRACKING
set services application-identification application-group Gsuite applications junos:GOOGLE-APPENMGINE
set services application-identification application-group Gsuite applications junos:GOOGLE-CACHE

set services application-identification spplication-group Gsuite spplications junos:GOOGLE-CALENDAR

%I?!:
ik

% Bk
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SD-WANZO Y FA—5—DLEER
| skeEnteprise | Contrail Service Orchestration |

Zete PRI

SSLTHTYRIHE BGP/MPLS/GRE/IPsec T

HIRAL Hub-Spoke S S AL

FW, SW, WIF] FW, SW, WIFI, VNF
RELHE 95k D5IR I AVTLIR

2P o o

0 0

: s

0 0

; s

e :

: s
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Juniper Networks D\ 29 %5SD-WANVY) 12— 3>

A[fR1t LN
- ~  Zam
. WiFi OBERREECEERE QTR Juniper
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FIE— 3 AR ERS T4 DS A= @
N

\_ Enterprise cso J
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=JUL ==

Event optionMD % 7€

e A—RAH—XR:
A3 =23y MIDOEBRERICEENFRLE L-RIFIEEDproxyZ=FEH L TEE I -0
RPM & Event-option policyD % &

‘ FDMDTT)DIL—k

m) 03651+

~did

Office 365

Proxyt—/\

Il

n

v

=]

Internet )
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Event optionMD % 7€

« 1—RT—R

A3 =23y MIDOEBRERICEENFRLE L-RIFIEEDproxyZ=FEH L TEE I -0

RPM®DEEE

set services rpm probe RPM test RPM-PING probe-type icmp-ping

set services rpm probe RPM test RPM-PING target address 122.XXX.XX.XXX
set services rpm probe RPM test RPM-PING test-interval 10

set services rpm probe RPM test RPM-PING thresholds successive-loss 3
set services rpm probe RPM test RPM-PING destination-interface ge-0/0/1.0
set services rpm probe RPM test RPM-PING next-hop 122.XXX.XX.XXX

=JL =

IP monitoringM % 7€

set services ip-monitoring policy RPM-MONITOR match rpm-probe RPM

10#EIfR TICMPD T A 4
122.208.14.1611=%#
HiEL CIEIKL R ZERRIEICERE

BEIZZEL-5E
APBR (A2 RA2R)D
TI4ILNIL—bE
192.168.10.254IZ% &

set services ip-monitoring policy RPM-MONITOR then preferred-route routing-instances APBR route 0.0.0.0/0 next-hop

192.168.10.254
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A—XR5—R
A3 =23y MIDOEBRERICEENFRE L-RIFIEEDproxyZ=FH L TEE I

Event-option policy M &% & -
set event-options policy DISABLE-PROXY-ON-PING-FAILURE events ping_test_failed dé@ﬂ] L1545,
set event-options policy DISABLE-PROXY-ON-PING-FAILURE within 60 trigger on = -

ptions policy 99 R EEREET

set event-options policy DISABLE-PROXY-ON-PING-FAILURE within 60 trigger 3

set event-options policy DISABLE-PROXY-ON-PING-FAILURE within 120 trigger until
set event-options policy DISABLE-PROXY-ON-PING-FAILURE within 120 trigger 11
set event-options policy DISABLE-PROXY-ON-PING-FAILURE attributes-match ping_test_failed.test-owner matches RPM

set event-options policy DISABLE-PROXY-ON-PING-FAILURE attributes-match ping_test failed.test-name matches RPM-PING

set event-options policy DISABLE-PROXY-ON-PING-FAILURE then change-configuration commands "delete security policies from-zone
Trust to-zone Untrust policy Tr-to-Untr then permit application-services web-proxy"

set event-options policy DISABLE-PROXY-ON-PING-FAILURE then change-configuration commands "deactivate event-options policy
DISABLE-PROXY-ON-PING-FAILURE"

set event-options policy DISABLE-PROXY-ON-PING-FAILURE then change-configuration commands "activate event-options policy
ENABLE-PROXY-ON-PING_COMPLETED"

set event-options policy DISABLE-PROXY-ON-PING-FAILURE then change-configuration commit-options log "updating configuration from

event policy DISABLE-PROXY-ON-PING-FAILURE" o . _
4B ezEors LR
fxSh bevent policy4
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A—R7T7—R
A 32—y MIDOEHRIZEFTNFELE L-ERIXBIF Dproxy = #£ 1F
Event-option policy D % 7E 60F0 R IZ3[E
set event-options policy ENABLE-PROXY-ON-PING_COMPLETED events ping_test_completed
set event-options policy ENABLE-PROXY-ON-PING_COMPLETED within 60 trigger on BEaL-545.

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED within 60 trigger 3

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED within 120 trigger until
set event-options policy ENABLE-PROXY-ON-PING_COMPLETED within 120 trigger 11
set event-options policy ENABLE-PROXY-ON-PING_COMPLETED attributes-match ping_test_completed.test-owner matches RPM

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED attributes-match ping_test_completed.test-name matches RPM-PING
set event-options policy ENABLE-PROXY-ON-PING_COMPLETED then change-configuration commands "set security policies from-zone
Trust to-zone Untrust policy Tr-to-Untr then permit application-services web-proxy profile-name office365-proxy"

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED then change-configuration commands "deactivate event-options policy
ENABLE-PROXY-ON-PING_COMPLETED"

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED then change-configuration commands "activate event-options policy
DISABLE-PROXY-ON-PING-FAILURE"

set event-options policy ENABLE-PROXY-ON-PING_COMPLETED then change-configuration commit-options log "updating configuration

from event policy ENABLE-PROXY-ON-PING-COMPLETED" I . _
f REEZBEDM)FT—ELTERE
gkt Bevent policy%

© 2019 Juniper Networks Juniper Business Use Only Juniper | o«

NETWORKS




\Y

- s
e : / 4
- ‘ “)/
LTI
: .

A
5
.; 1.




