Encrypted Traffic Insights A

nX AE 7 S

Juniper Networks .K.K
20204£98 108

_JUﬂ IPE[L | Engineering

NETWORKS Simplicity




5B T B HE

1.0 2020/9/10  #DhRZ>FA

Juniper Business Use Only JUﬂ!«E)wer | 2



[FCHIZ

FREMICHAIARE, BHERBRIZETS2LDTHY .. FRDFELLICHNRZEZEET 2BEN/HY FT,

AEMINBOEES ZRODEDICEOHTHERLTEY FIN. KEMEZIRAI D LICE>TELEEEFICOVWT, &
AF—UEEZEDETVIDELFT,

-, REHOABRELARFEREDHEICERLHHEE. ARBHRZEEE L TEMYFELEEELY,
AEHITROY I b z7/H—EXRZRHWVWTETnDEY 7w TE2To>TULET,

* SRX1500 (OS Version 20.2R1)
» Sky ATP ¢x2

%1 ETA(Encrypted Traffic Analyze)(XETI(Encrypted Traffic Insights) (£ ZZEE I TIEEE L1,
X2 REM S Sky ATPIZATP Cloud~N i xEH B TCEETE L=,

GUEDSE FFaA AV FEDRTICODEZELTIE, ATPCloud ICHBZEERESIETCELFETCIINET,
AI_aT7IE, EEFIORAEDGUI LD REIZEHLE TSkYyATP OEZFFTHERLTE Y 9,

Juniper |

© 2020 Juniper Networks Juniper Business Use Only



Encrypted Traffic Insight(ETI) & (X ?

ETIHEEE(E. SSLEEZHIH T DRICHELIIEEE T,

ETIH#EEZ R U C. lES{E SN X TDIEHED T DEIDSNID|EER. SSLEBEDIRFEZ Sky
ATPANEHULE T,

Sky ATPN CENMET DHEMF B L O NETHEEE TEMI LIZIBHkEZEBIE L. Secintel(BE-T 27U
DI AMEEZEANA U CHEGERAZSFEROEBEDRZESMICEIY ., BEEDHDSY A b EDSSL
BiEZ7AYIL. 75— hOJTOENELFY,

M. ETIHEREER IR TIESSLBEDIESILICFAENH LGS Alert)E. TOBRIEZ IOV I LET,

Juniper Business Use Only JUﬂ!JB\/er | 4



ETIOEIEIZDULNT

ERESNE-BRERETH-HD2DODFH LY =
AN XLEEBALET:

-EEOHLIBRHMDRAEIR DT 41— F [ \ Sky Advanced Threat
-5 FTOMBFELL D UICL 5 , Prevention Cloud %{?@
1L.954T Y hIA V8 —%y FAOREELEh A O_
FaxoavEERLET, (@) o &o
2.Sky ATPMLSRXIZT 4 — R EN-BEED HHEE Internet
HOMHAZT VR FERAWVT., BHZEHAFT,

SRX Series TLS
3.SRXIZT RS &3 >D A 2 T—4 %Sky ATPIZi% /‘\ NGFw  ©)
ELET. i e {@*

10110 *

AMBEE I OO VIECANBEDOHS 1Y @

DAVTHINEIIZHILET,

S5EEDHDY T30 THDESky ATPHFIER
L=m&IE. SRXICERIFERZ 74— kL. &3
BIEZIOVILET,

g300985

2020 Juniper Networks Juniper Business Use Only JUHLENQI | 5



WA A —D

2020 Juniper Networks

Sky ATP

Interface : ge-0/0/1
IP address : XXX.XXX.XXX.XXX
Zone : Global
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services {
security-metadata-streaming ({
policy [security-metadata-streaming-policy-name] ({
http {
action permit;
notification {
log;

set services security-metadata-streaming policy ETI Policy http action permit
Set services security-metadata-streaming policy ETI Policy http notification log
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security {
policies {
from-zone [from-zone-name] to-zone [to-zone-name] {

application-services {
security-metadata-streaming-policy [security-metadata-streaming-policy-name];

set security policies from-zone trust to-zone Global application-services security-metadata-
streaming-policy ETI Policy
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services {
security-intelligence {
profile [profile-name] {
category [secintel-category-name];

set services security-intelligence profile Secintel-profile category CC
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services {
security-intelligence {
profile [profile-name] {
rule [profile-rule-name] {
match {
threat-level [threat-level]; #Threat levellZ D HIRIR EEGERIIEE X

}
then {

action {

[permit/block close/block drop/recommended] ;
}
log;
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security-intelligence

security-intelligence
security-intelligence
security-intelligence

security—-intelligence
security-intelligence

Secintel-profile
Secintel-profile
Secintel-profile

Secintel-profile

Secintel-profile
Secintel-profile
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CC rule-1

CC_rule—l
CC_rule—l
CC_rule—2

CC_rule—2
CC_rule—Z

match threat-level [1 2

then log
then action permit
match threat-level [8 9

then log
then action block drop
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3. Secintel?dRY) —Z4ERH L. Secintel 7O 7 7AILETARAVFT 3

services {
security-intelligence {
policy [secintel-policy-name] {
[secintel-category-name] {
[profile-name];

set services security-intelligence policy Secintel-policy CC Secintel-profile
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security {
policies {
from-zone [from-zone-name] to-zone [to-zone-name] {
policy [security-policy-name] {

match {
source-address local;
destination-address any;
application any;

}

then {
permit {

application-services {
security-intelligence-policy [secintel-policy-name];

set security policies from-zone trust to-zone Global policy trust-to-Global then permit application-
services security-intelligence-policy Secintel-policy
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Sky ATPE SRXD BB TEE T 51=OSkyATPIC7 VX LET
JuniPer . URL : https:/skyjunipersecurity.net/

Sky ATP

Version 3.0 | Login

OSky ATPD 7 7172 > b /RealmZ A 73

test@juniper.net

test-realm

Remember me

) .
K Realm (RN E EOBBIE 0o

Create a Security Realm Supported JUNOS Software
Forgot Password and Documentation

Forgot Realm

Copyright © 2015-2020, Juniper Networks, Inc_ All Rights Reserved | Trademark Notice | Privacy Policy
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What'snew shirata ) s 7

Devices /7 All Devices

@u vy

Enrolled Devices @

All Devices

| Enro | | Disenro | | Device Lookup | q V"

O Host Serial Number Model Number Tier Last Activity License Expires

Mo data available

OrDPY

Mo data available
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Enroll

Copy and run this command on eligible S
This command will work for 7 days.

JE—LTSRXDCLINT VX

For Junos 18.2 or later software versions:

request services advanced-ant-malware enroll https://apa junipersecurity.netfiv2/skyatp/ui_ap

For Junos 18.1 or earlier software versions or other versions:

op url https://apac.sky junipersecurity.netv2iskyatp/ui_api/bootstrap/enroll/Sdvaoneam T by09wwt/tL

Please Note: Running this command will commit any uncommitted
configuration changes. It will also cause any previously generated enroll
commands to stop working.
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FIFEOAE—LEETIA—)LaT Y RESRXDCLITR—X M LTESfT

> request services advanced-anti-malware enroll
https://apac.sky.junipersecurity.net/v2/skyatp/ui api/bootstrap/enroll/XXXXXXXXXXKXXXKXXX/XXXKXXXXKXXXXXXXXX.slax

Platform is supported by Sky ATP: SRX1500.
Version 20.2R1.10 is valid for bootstrapping.
Going to enroll single device for SRX1500: DBxxxxxxxxxx with hostname SRX1500-2.

Configure security-intelligence service...

Configuration added successfully for security-intelligence service.
Check configuration on device...
SSL profile:

SecIntel CA:

Cloud CA:

Client cert found:

SSL profile action:

O O
N N

T T TN (S B R S

URL for advanced-anti-malware:
Profile for advanced-anti-malware:
URL for security-intelligence:
Profile for security-intelligence: [OK]

All configurations are correct for enrollment.
Communicate with cloud...

Wait for aamw connection status...

Device enrolled successfully!

— o/ o/ o/ /o,

O O O O O O
NIRRT N R
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Whatsnew [§] shirata-eta 'S 7

Devices /7 All Devices

Enrolled Devices @

All Devices

Enro | | Disenro | | Device Lookup | q V"
O Host Serial Number Model Number Tier Last Activity License Expires
(0 sexisoo-2 ] SRX1500 premiurn 2020598 11 BFAI B 65T 2021E8E7H

SRXHN B R S 1= D EHERR
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Sky ATP & O #3514 D fEEE

> show services advanced-anti-malware status

Server connection status:
Server hostname: srxapi.ap-northeast-1.sky.junipersecurity.net #Sky ATPOEHET 77U RICL - TEDLY 91
Server realm: test-realm

Server port: 443 x1 25 NRURL
Proxy hostname: None

Proxy port: None
Control Plane: APRC:
Connection time: 2020-10-05 08:18:35 JST srxapi.ap-northeast-1.sky.junipersecurity.net
Connection status: Connected
Service Plane: Us:
fpcO srxapl.us-west-2.sky.junipersecurity.net
Connection active number: 16
Connection retry statistics: 4261 EU:
srxapi.eu-west-1.sky.junipersecurity.net

Canada:
srxapi.ca-central-1l.sky.junipersecurity.net
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> request services advanced-anti-malware diagnostics srxapi.ap-northeast-1.sky.junipersecurity.net+ detail
*1 Sky ATPOEENEZ 77 FIZL > TURLIIZE DV £ (Ri~X—TVSMH)

[INFO] Try to get IP address for hostname srxapi.ap-northeast-1.sky.Jjunipersecurity.net
DNS check : [OK]
[INFO] Try to test Juniper ATP server connectivity
[INFO] Successfully connected to srxapi.ap-northeast-1.sky.junipersecurity.net:443
[INFO] Successfully connected to ca.junipersecurity.net:8080
[INFO] Successfully connected to va.junipersecurity.net:80
Juniper ATP reachability check : [OK]
[INFO] Time difference between ATP server and this device: 0 second(s)
Time check : [OK]
Configuration checking passed: PKI
Configuration checking passed: SSL
Configuration checking passed: AAMW Connection
Configuration checking passed: SecIntel URL
[INFO] Configuration checking passed: SecIntel Authentication
Configuration activation check : [OK]
[INFO] Try ICMP service in Juniper ATP
Juniper ATP ICMP service check : [OK]
[INFO] To-ATP connection is using ge-0/0/1.0, according to route
Interface configuration check : [OK]
Outgoing interface MTU is default wvalue
[INFO] Check IP MTU with length 1472
IP Path MTU is 1472
SSL configuration consistent check
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> show services security-metadata-streaming statistics

Security Metadata Streaming session statistics: #&EFXF2VUT 4 AXT—H AN —I 78y a Ot
Session inspected: 252 #EIhicty a0k
Session whitelisted: 0 #WSbSNTZNT 74y 7 9 DOIZDIZHRTA ) X MIREESINTE Y a O
Session detected: 0 #EEOHDAREMLRHD LIty a 0¥

Security Metadata Streaming submission statistics: #EFX=2UT 4 AXT—HZ AN —3 7 OEEHER
Records submission success: 141 #Sky ATPIZIEFIZEESNTZL a2 — RO
Records submission failure: 0 #Sky ATP~EEHIZIM LT 22— RO
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Appendix

AIZaTZIVZETHa2T 4T %=k

# show
services {
application-identification;
ssl {
initiation {
profile aamw-ssl ({
trusted-ca [ aamw-secintel-ca aamw-cloud-ca ]; XEnroll A~ > F(:J:DE@JAj]
client-certificate aamw-srx-cert;
actions {
crl |
disable;

advanced-anti-malware {
connection {
url https://srxapi.ap-northeast-1.sky.junipersecurity.net; MEnroll N> RICKD g@]ljj
authentication {
tls-profile aamw-ssl;

© 2020 Juniper Networks Juniper Business Use Only JUﬂ”:)er



security-metadata-streaming {
policy ETA Policy {
http {
action permit;
notification {
log;

security-intelligence {

url https://cloudfeeds-tokyo.sky.junipersecurity.net/api/manifest.xml; KX Enroll AN RICEOHBEE AT
authentication {

tls-profile aamw-ssl;

}
profile Secintel-profile {
category CC;
rule CC rule-1 {
match {
threat-level [ 1 2 345 6 7 ];
}
then {
action {
permit;
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log;

}
rule CC rule-2 {
match {
threat-level [ 8 9 10 ];
}
then {
action {
block {
drop;

}
policy Secintel-policy {
CC {
Secintel-profile;
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security {
pki {
ca-profile aamw-ca {

ca-identity deviceCA;
enrollment {

url http://ca.junipersecurity.net:8080/ejbca/publicweb/apply/scep/SRX/pkiclient.exe;
}
revocation-check {

disable;

crl {

url http://va.junipersecurity.net/ca/deviceCA.crl;

KEnroll AN RICKDBEEALN

}

ca-profile aamw-secintel-ca {
ca-identity JUNIPER;
revocation-check {
crl {
url http://va.junipersecurity.net/ca/current.crl;

}

ca-profile aamw-cloud-ca {
ca-identity JUNIPER;CLOUD;
revocation-check {

Juniper | s
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crl {
url http://va.junipersecurity.net/ca/cloudCA.crl;

KEnroll N> RICKDBEEALN

policies {
from-zone trust to-zone Global ({
policy trust-to-Global {
match {
source-address local;
destination-address any;
application any;
}
then {
permit {
application-services {
security-intelligence-policy Secintel-policy;

}
application-services {
security-metadata-streaming-policy ETA Policy;
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}
from-zone Global to-zone trust ({
policy Global-to-trust {
match {
source-address any;
destination-address any;
application any;
}
then {
deny;

}
zones {
security-zone Global {
interfaces {
ge-0/0/1.0;
}
application-tracking;
}
security-zone trust ({
host-inbound-traffic {
system-services {
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all;

}

protocols {
all;

}

interfaces {
ge-0/0/2.0;
}

application-tracking;

interfaces {
ge-0/0/1 {
description Global;
unit 0 {
family inet {
address XXX .XXX.XXX.XxXx/28;

}

}

ge-0/0/2 {
description Local-Network For ETA;

unit 0 {

JuniPer
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family inet {
address 192.168.0.254/24;

fxp0 {
description Management;
unit 0 {
family inet {
address 172.27.114.60/22;

SAMPLEa > 744

ETI_config.txt
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