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£%#) SD-WANDOEE

. ONUG (open network user group) = & 3 SD-WAND#FHTAIEH 10 (B32) SD-WAN WG Use Case -

Top Ten High Level Requirements

1 ACtIVE/ACtIVG*ﬁﬁE—Cﬁ& t;@ﬁ . WAN@*U&Hﬁ‘mﬁE aR:trir:’(;t_ZStiitveet&I:g:rage public/private WANSs in an

2 AETFA4T4 HW_E T, {R#EBICCPE%#iR2{H CPE in a p or v form factors on commodity h/w

3. TTUS-vavEORYS—RESE, LA Ty SREATR  Lan i s

4 EROTZYICHLT, AR - ERIBAMT. XTT U SR Ly prertaation & stering o iz citice & AT spos
5 TAAY - ZHREOFTV NS T Y v FEWANDOESEA IEE A highly available and resilient hybrid WAN

6 L2/L3 Iz j‘]’ﬂt_\ I;%I/_(?;ril:(t)i;?:erability w/ directly connected switch

7 mm“ i U ey . VPNnnE%%Q waR—KFTLf—F4v 4 I‘Sei'::-z-),l:;\i[r)‘;g)lication and VPN performance level dashboard
B A—FYh = RAYY KAPIERDIY FA—T—AOTLRDEE Qo et conollrscess g me:
9 ¥nxyFIAEY 3=V IIHIS e

10 FlPS 140 2( %ﬂ:)ij’ﬁt\ FIPS-140-2 validation certification for cryptography

¥ https://www.onug.net/community/working-groups/open-sd-wan-exchange/ & ¥ 5| F
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£%#) SD-WANDOEE

- SD-WAN 2.0 @2019

Branch office direct access to SaaS and laaS
Multi-cloud attachment to the SD-WAN fabric
Security for branch offices and the cloud
Integrated cloud APIs via SDWAN controllers
SDWAN client for end users

o1 B W N =

¥ https://www.onug.net/community/working-groups/open-sd-wan-exchange/ & ¥ 5| F
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SD-WANZ&HTWBELGARD

| SD-WANAR ¥ &
- ZREZETCRIFTDOSD-WANEIE 41244
| ADC/NGFWA ¥ 4

3R ETHR Y F7— 7 HIEICSD-WAND EER & Z (ThNffifE & L TiRH

| EmELEE, Y—c270AM4

- [EfRE—RICYH—ERE LTSD-WANY Y 2 — 3 ziRH
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9 EHZSD-WAND HIRH THTIE

JuniperV Y 2 —> 3T IFEAEDSD-WANKEEEIZFERL TWS
LW VTIWIZAE =T 4 ICRERRTBES T T L4977 Fbo

| o-mr7vqo79:
| o
| 77vs—vavnm
| mowem I Sky Enterprise
| emroevaz>y > o
— Contrail Service
| ~47Y v FWAN Orchestration
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Secure Web Proxy #&gEIC & - THER

O-)l TU7 9 h7-7 (LAN) DETE

B

SENERIT DL, FRICLIBETEE LSETIESNEYET. FEILLD
LEREZ(CERT N0, BBERESEHILTIRL.

LIEEEaBIELTIA
BEMERIIVUTHEERET S
FELAR): | httpsdifaood proxy. pac|

FoF #-(-
[JLAN 702 4 -/(-EBRAF3 (ZNOBERS (P TYTEIE VPN 2
HRICFEREhEEAN
TELAIE: |10.3.208.11 fi-FI:  |3128 ZEBTID
O-hl FRLACRFOF . #-1-EEALENE)

| oK | Fostll

F—RtEVR—
Zaxo | | ... >
Y—/N @
A
*v U7
Fﬂ'ﬁ iﬁ -v- - t‘\ z ‘e .
: A

/ AV2=3y b
B
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Secure Web Proxy ¥&gEZEH

CONNECT methodIcEFXFNB KA AV T L4277 FKRDIGEIT
DNSZ T VU #ICEEWebY —/N\BIEEZIT

@ @  onsEE
CONNECT jscom.jp:443 e
IIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'>

DNSH—/

Connection established

A

Proxyt —/

®
stIP:163.44,73_10 10 3.208.11

77477
10.10.39.75

© 2019 J's Communication Co., Ltd. All rights reserved.

3 2018-12-10 02:53:53.132644 10.10.39.75 54299 10.3.208.11 3128 TCP mqﬂ Ack=1 Win=1
4 2018-12-10 ©2:53:53.135571 10.10.39.75 54299 10.3.208.11 3128 HTTP 293 CONNECT jscom.jp:443 ’-I'ITP/l.l
5 2018-12-10 02:53:53.136942 10.3.208.11 3128 10.10.39.75 54299 TCP q=1 Ack=200 Win|
6 2018-12-10 ©2:53:53.138381 10.3.208.11 3128 10.10.39.75 54299 HTTP 93 HTTP/1.1 200 Connection established
7 2018-12-10 02:53:53.141040 10.10.39.75 54299 10.3.208.11 3128 TLSv1.2 571 Client Hello
8 2018-12-10 ©2:53:53.150751 10.3.208.11 3128 10.10.39.75 54299 TLSv1.2 1358 Server Hello
> Internet Protocol Version 4, Src: 10.10.39.75, Dst: 10.3.208.11
> g e contnol=lnotocody=bne=Ront : 54299, Dst Port: 3128, Seq: 1, Ack: 1, Len: 199
, jp:aa ; WebH—
User-Agent: Mozilla/5.0 (Windows NT°10.8; Win64; x64; rv:63.8) Gecko/20100101 Firefox/63.0\r\n 1634473101
i Pravv-Cannertinn: keen-alive\rin
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Secure Web Proxy ¥&gEZEH

CONNECT methodICEEFN3 F XA DT L M4 I RRADIZEIE
Z D X £ProxyY —/"AERXT B,
DNS'U'_/\° @
@ @
CONNECT segue-g.jp:443 CONNECT segue-g.jp:443

>

Connection established o Connection established
747 ProxyH —/»
v/
17071339 75I~ 10.3.208.11

A
y

143 2018-12-14 10 ; 10.10.39.75 56571  10.3.208.11 3128 TCP 5456571 > : Ack=1 Wi @
144 2018-12-14 10:48:59.357336 10.10.39.75 56571  10.3.208.11 3128 HTTP 25 CONNECT segue-g.jp:443 |iTTP/1.1

145 2018-12-14 10:48:59.358192 10.3.208.11 3128 10.10.39.75 56571 TCP 6 Ack=204 |
147 2018-12-14 10:48:59.401292 10.3.208.11 3128 10.10.39.75 56571 HTTP 93 HTTP/1.1 200 Connection establishg
148 2018-12-14 10:48:59.403550 10.10.39.75 56571 10.3.208.11 3128 TLSv1.2 571 Client Hello

149 2018-12-14 10:48:59.404563 10.3.208.11 3128 10.10.39.75 56571 TCP 60 3128 » 56571 [ACK] Seq=48 Ack=721
i o Src Port: 56571, Dst Port: 3128, Seq: 1, Ack: Len: 203

Xpe afo 3 eguence QUNECT segue-g.jp:443 HTTP/1.1\r\n] Web-lj-—l\
Request Method: CONNECT % 1634473101
Reauest URI: secue-g.ip:443
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