r rooe voese vrew
R

B . 58
B\MU./O - o

¢

Driven by
Experience*

17
Juniper |

NETWORKS

y

J
!

&Y

A

W

- -

E 7L T ' .-‘1 =
Z 'y

\.b. . "

=
i~
’,
Ji

£

\

'y 4

)

.




(FUSIC

® ARYZ17)E. Secure Web Proxy @ CLI 3% EICDVWTERBELET

¢ FIEARZE(L SRX300 . Junos 21.2R3-S2 ([CTHEERZEML THNET

¢ EBROFEARABTPLNIA-ATEAN T IRIELEKICSOTERDET
BB TEARNBTOFFMIE T 2V IDTHERRTTE L)

https://www.juniper.net/documentation/

¢ MRICEZED SRX HARGEYZ1 7)) 1—23> TV ZHIVIEERY A MISHEEHLU THENET

https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

2022 £ 8 H

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs


https://www.juniper.net/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

AppSecure ORARICLD0%E

SRX (@RI TUT —2a>(CU T, alfRb, REgHIE, RUS—. QoS Z@EAIE LN EIRET T

SRR
—

BFEDTITUT—23 DR ZE UL
4,000 FEXRLL LD ) Lol SACTIE

IV —3 3% . \
BFEOY TVr—23>%T0vI0U1I

ATETETS T e App Firewall

BEEDT7 VT —232(C QoS ZEAURL

App Track FL—_‘ f ]

Jjuniper | s

NNNNNNNN

© 2022 Juniper Networks Juniper Business Use Only



AppRoute ( APBR )
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Secure Web Proxy
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Secure Web Proxy

Secure Web Proxy #EEZMA I B(CIHERRICTA AN ZAR-ILENTVBRBLHDET
LEHEREZ IDP RUTERHEINTWSI5EI(E application-identification ( ApplD S %&Fv) A 00— RIBZUNENHDET

1. FEaYURTAI>OO-RUEFET

0N w AN =

2. HU20-MRARZHEERLET
user@srx> request services application-identification download status
Downloading application package 3505 succeeded.

3. COMEE% IDP LEE(IERATRIHE. SR FrIE TEEIN RTHIU>OO-RUFT

user@srx> request security idp security-package download

4. A9>0-RMRRZHEEELFT

user@srx> request security idp security-package download status

Done; Successfully downloaded from(https://signatures.juniper.net/cgi-bin/index.cgi) .
Version info:3505 (Thu Jun 30 14:30:52 2022 UTC, Detector=12.6.160200828)
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Secure Web Proxy

5. BEEHRZATS1-U2JF3(CE ROFEZEIMULET
B: 36 KFREIE(CEF

user@srx# set security idp security-package automatic interval 36 start-time 2022-05-15.13:00:00

6. AppID ST XFvZETFEINRTAOAMN=IUET

userl@srx> request services application-identification install

7. ADAM=IVIRSTEERLE T

user@srx> request services application-identification install status
Installed
Application package (3505) and Protocol bundle successfully

userl@srx> show services application-identification version
Application package version: 3505
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Secure Web Proxy

8. APBR ZEXTELFT
L e = WEIE e SRl

9. MWHREFTDVTIT—232%2FEELET

user@srx# set services application-identification application-group BREAKOUT GRP applications Jjunos:WEBEX
user@srx# set services application-identification application-group BREAKOUT GRP applications junos:ZOOM

10. APBR FHDIL—T1> A > A5 > ZADVERLL . APBR #RIEFDT AL ML — NesgELES

user@SRX# set routing-instances APBR instance-type forwarding
user@SRX# set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 192.168.91.99

11, RIEHREEELET ‘
TIAWNL=b I =TA2 T ATV ADE#HRE APBR DI —FA2 I AV ZI VA CA >R —b

user@srx# routing-options static route 0.0.0.0/0 next-hop 192.168.26.99
user@srx# routing-options interface-routes rib-group inet APBR-Group

user@srx# routing-options rib-groups APBR-Group import-rib APBR.inet.0
user@srx# routing-options rib-groups APBR-Group import-rib inet.O

Juniper

NETWORKS

| e
© 2022 Juniper Networks Juniper Business Use Only



Secure Web Proxy

12. APBR JOJ71 )V ZERLES

user@srx# set security advance-policy-based-routing tunables max-route-change 0

user@srx# set security advance-policy-based-routing profile APBR profile rule ROl match dynamic-application-group BREAKOUT GRP
user@srx# set security advance-policy-based-routing profile APBR profile rule ROl then routing-instance APBR

13. APBR MU —DERL L. TOJ7A N 2 EDTEFT

user@srx# set security advance-policy-based-routing from-zone trust policy APBR policy match source-address any

user@srx# set security advance-policy-based-routing from-zone trust policy APBR policy match destination-address any

user@srx# set security advance-policy-based-routing from-zone trust policy APBR policy match application any

user@srx# set security advance-policy-based-routing from-zone trust policy APBR policy then application-services advance-policy-
based-routing-profile APBR profile

14. Secure Web Proxy % ELFT
Proxy H—/\ETLAOT7I NI R TV RIETE

user@srx# set services web-proxy secure-proxy profile LBO-profile proxy-address external proxy ip 192.168.26.226/32
user@srx# set services web-proxy secure-proxy profile LBO-profile proxy-address external proxy port 8080
user@srx# set services web-proxy secure-proxy profile LBO-profile dynamic-web-application-group BREAKOUT GRP

15. Secure Web Proxy JOJ74 )V &R —(CFRD1FET

user@srx# set security policies from-zone to-zone untrust policy match source-address any
user@srx# set security policies from-zone to-zone untrust policy match destination-address any

user@srx# set security policies from-zone to-zone untrust policy match application any
user@srx# set security policies from-zone to-zone untrust policy then permit application-services web-proxy profile-name
LBO-profile
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Secure Web Proxy

EYTEDRESS 1

user@srx# show
services {
application-identification {
application-group BREAKOUT GRP {
applications {
junos :WEBEX;
junos: ZO0M;

web-proxy {
secure-proxy {
profile LBO-profile {

proxy-address external proxy {
ip 192.168.26.226/32;
port 8080;

}
dynamic-web-application-group BREAKOUT GRP;
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Secure Web Proxy

S TEDHESR 2

security {
idp {
security-package {
automatic {
start-time "2022-5-15.13:00:00 +0900";
interval 36;

policies {
from-zone trust to-zone untrust {
policy T2U {
match {
source-address any;
destination-address any;
application any;
}
then {
permit {
application-services
web-proxy {
profile-name LBO-profile;
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Secure Web Proxy

ETEDIER 3

zones {
security-zone trust {
application-tracking;
}
advance-policy-based-routing {
tunables {
max-route-change 0;
}
profile APBR profile {
rule RO1 {
match {
dynamic-application-group BREAKOUT GRP;
}
then {
routing-instance APBR;

}
from-zone trust {
policy APBR policy {
match {
source—-address any;
destination-address any;
application any;
}
then {
application-services {
advance-policy-based-routing-profile APBR profile;
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Secure Web Proxy

ETEDHEER 4

routing-instances {
APBR {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 next-hop 192.168.91.99;

routing-options
static {
route 0.0.0.0/0 next-hop 192.168.26.99;

}
interface-routes {
rib-group inet APBR-Group;

}
rib-groups {
APBR-Group {
import-rib [ inet.0 APBR.inet.0 ];
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Secure Web Proxy

Secure Web Proxy OFEI{EFEES ( Transparent Proxy / Passthrough )

user@srx> show services web-proxy statistics
Active Transparent proxy sessions
Active Passthrough sessions
Active HTTP passthrough sessions
Active HTTPS passthrough sessions

Total Transparent proxy sessions
Total Passthrough sessions

Total HTTP Passthrough sessions
Total HTTPS Passthrough sessions

Transparent Proxy EUCEIHER DY 3> DOESR
3 SRX H' Proxy EUTEIMET BIcs) 2 Ty awBEUET

user@srx> show services web-proxy session summary

Web Proxy sessions:

Client Session Proxy Session

[2455] 10.91.0.99/62869 —-—-> 192.168.26.226/8080 [2456] 10.91.0.99/62869 182.22.28.252/443

[2437] 10.91.0.99/62859 192.168.26.226/8080 [2438] 10.91.0.99/62859 182.22.24.252/443

[2426] 10.91.0.99/62852 192.168.26.226/8080 [2429] 10.91.0.99/62852 183.79.217.124/443

[2440] 10.91.0.99/62861 192.168.26.226/8080 [2443] 10.91.0.99/62861 54.65.24.54/443

[2457] 10.91.0.99/62870 192.168.26.226/8080 [2458] 10.91.0.99/62870 183.79.217.124/443
(%)
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