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Enhanced Web Filter
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Enhanced Web Filter

1. A2AR=IENTVBIA DR 2R LET

user@srx> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
dynamic-vpn 0 2 0 permanent

Licenses installed: none

2. FACIRZAVANILET
XM A% - &R-X b (F|A&IC Ctrl + D ZASI)

userl@srx> request system license add terminal
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Enhanced Web Filter

3. AVAN=IUIIA T AZMHEZBLE T ( Web Filtering EWF)

user@srx> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
dynamic-vpn 0 2 0 permanent
wf key websense ewf 0 1

Licenses installed:
License identifier: JUNOSXXXXXXXX
License version: 4
Valid for device: XXXXXXXXXXXX
Customer ID: Juniper Internal
Features:
wf key websense ewf - Web Filtering EWF
date-based, 2022-05-31 09:00:00 JST - 2022-07-31 09:00:00 JST
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Enhanced Web Filter

4. Web Filtering D91 %% ELET

user@srx# set security utm feature-profile web-filtering type juniper-enhanced

5. Profile Z3%ELFY

user@srx# security feature-profile web-filtering juniper-enhanced cache timeout 1800

user@srx# security feature-profile web-filtering juniper-enhanced cache size 500

user@srx# security feature-profile web-filtering juniper-enhanced profile PROFILE category Enhanced Gambling action block
user@srxi security feature-profile web-filtering juniper-enhanced profile PROFILE site-reputation-action very-safe permit
user@srxi security feature-profile web-filtering juniper-enhanced profile PROFILE default log-and-permit

6. UTM Policy Z/ERKULET

user@srx# set security utm utm-policy WEF-POLICY web-filtering http-profile PROFILE

7. UTM Policy Z@AUFI

user@srx# set security policies from-zone untrust policy match source-address any
user@srx# set security policies from-zone untrust policy match destination-address any

user@srx# set security policies from-zone untrust policy match application any
user@srx# set security policies from-zone untrust policy then permit application-services utm-policy WEF-POLICY
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Enhanced Web Filter

EYTEDRESS 1

user@host# show
security {
utm {
feature-profile {
web-filtering {
type Jjuniper-enhanced;
Jjuniper-enhanced {
cache {
timeout 1800;
size 500;
}
profile PROFILE ({
category {
Enhanced Gambling {
action block;
}
}
site-reputation-action {
very-safe permit;
}
default log-and-permit;
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Enhanced Web Filter

S TEDHESR 2

utm-policy WE-POLICY ({
web-filtering {
http-profile PROFILE;

policies {
from-zone trust to-zone untrust {
policy T2U {

match {
source-address any;
destination-address any;
application any;

}

then {
permit {

application-services {
utm-policy WF-POLICY;
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Enhanced Web Filter

AT —HADHEER

user@srx> show security utm web-filtering status

UTM web-filtering status:

Server status: Juniper Enhanced using Websense server UP

N5 —DhEER

user@srx> show security utm web-filtering statistics

UTM web-filtering statistics:
Total requests:
white list hit:
Black list hit:
No license permit:
Queries to server:
Server reply permit:
Server reply block:
Server reply quarantine:
Server reply quarantine block:
Server reply quarantine permit:
Custom category permit:
Custom category block:
Custom category quarantine:
Custom category qurantine block:

Custom category quarantine permit:
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