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Local Web Filter

£TO URL ZEF8]920—-h1)LD Web Filter s3%Ex2tF1V74RS —(fERAIIEICEOT,
HTTPS Web 1@{E® SNI ( Server Name Indication ) |&#k% Web Filter DOV (CHE SB35 FEZLET

HTTPS @ Web B{E(J@8E SSL BES{EENTHN. SSL Proxy REDIES{LILEEZERURVSE(E
POLZFD URL [BIRNMER TERUVMARREERDET

BIEAND SNI [5#k%Z Web Filter ¥4EE TERER I DLICEO T, WEFED HTTPS Y4 M) RAA > & |5iR%
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Local Web Filter

UTM JOJ74)b. Local Web Filter ., UTM /RUS—%E&KTELET

1. UTM O feature-profile ( web-filtering ) (CHUL\T Web Filter @ type % juniper-local E3I8TEUET

user@srx# set security utm feature-profile web-filtering type juniper-local

2. juniper-local @JOI74/)UC, TIA)RDFFEIEDY ( log-and-permit ). JOVIREDRFRAY LS
(2T OREDHERR(CEIFABEINLW). J1—-IL\wIBEDFFe]E0Y ( log-and-permit ) ZiXELEYT

user@srx# set security utm feature-profile web-filtering juniper-local profile SNI-Profile default log-and-permit
user@srx# set security utm feature-profile web-filtering juniper-local profile SNI-Profile custom-block-message "Blocked Site"

user@srx# set security utm feature-profile web-filtering juniper-local profile SNI-Profile fallback-settings default log-and-permit

3. E%EUJE feature-profile # UTM /RUS— ( Web-Filter ) (C3EEULET

user@srx# set security utm utm-policy Web-Filter web-filtering http-profile SNI-Profile
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Local Web Filter

4. X)) —%=ZELET

user@srx# security policies from-zone trust to-zone untrust policy WEB match source-address any
user@srx# security policies from-zone trust to-zone untrust policy WEB match destination-address any

user@srxi security policies from-zone trust to-zone untrust policy WEB match application junos-https
user@srxi security policies from-zone trust to-zone untrust policy WEB then permit application-services utm-policy Web-Filter

5. Syslog Z:HELEY
( Web Filter 07 %528%9 212D Syslog XEZIETE)

user@srx# system any info
user@srx# system match WEBFILTER

user@srx# system archive size 1m
user@srx# system archive files 3

6. System Log ZiSEULFT

user@arx# set security log mode event
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Local Web Filter

EYTEDRESS 1

user@srx# show
system {
syslog {
file WF-log {
any info;

match WEBFILTER_;
archive size 1m files 3;
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Local Web Filter

S TEDHESR 2

security {

log {
mode event;
}
utm {
feature-profile {
web-filtering {
type juniper-local;
Juniper-local {
profile SNI-Profile ({
default log-and-permit;
custom-block-message "Blocked Site";
fallback-settings {
default log-and-permit;

}
utm-policy Web-Filter ({
web-filtering {
http-profile SNI-Profile;
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Local Web Filter

ETEDIER 3

policies {
from-zone trust to-zone untrust ({
policy WEB {

match {
source-address any;
destination-address any;
application junos-https;

}

then {
permit {

application-services {
utm-policy Web-Filter;
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Local Web Filter

- Operational E—R®) show log ¥ RED, FERRLIZEF1)TARUS —%TUIZ HTTPS B4~
7Ot XEH ( Web Filter O07) NHEERTEEY

% Web Filter 07 ® URL IBRICECERSNIZYA PO SNI BIERIMEDENET
SNI MBS ER>TITRED 1P 7RLABIRNHAENET

user@srx> show log WF-log

May 13 18:49:44 srx RT UTM: WEBFILTER URL PERMITTED: WebFilter: ACTION="URL Permitted" source-zone="trust" destination-

zone="untrust" 10.91.0.99(50129)->142.250.199.99(443) SESSION ID=1130 APPLICATION="UNKNOWN" NESTED-APPLICATION="UNKNOWN"
CATEGORY="N/A" REASON="BY LOCAL DEFAULT" PROFILE="SNI-Profile" URL=www.gstatic.com OBJ=/ username N/A roles N/A application-sub-
category N/A urlcategory-risk 0
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