S Sese Sess Sees
uu - e -
= 0

»

¢

—

Driven by
Experience®

Juniper |

3 iE

-

x - -

o 7 Fepya—
. -
e

-

=
T

5

»

W



(FUSIC

® KRYZ17)UE. Hub-and-Spoke VPN O CLI 3% E(CDVWTEHBBLET

¢ FIEARZE(L SRX300 . Junos 21.2R3-S2 ([CTHEERZEML THNET

¢ EBROFEARABTPLNIA-ATEAN T IRIELEKICSOTERDET
BB TEARNBTOFFMIE T 2V IDTHERRTTE L)

https://www.juniper.net/documentation/

¢ MRICEZED SRX HARGEYZ1 7)) 1—23> TV ZHIVIEERY A MISHEEHLU THENET

https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

2022 £ 8 H

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs


https://www.juniper.net/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

Hub-and-Spoke VPN

e E
S$t0.0 VPN zone
10.11.11.11
Trust -0/0/0 Untrust
=r—] ©o°F St0.0 VPN zone
‘ ——\ 222.2/30 10.11.11.10
' Corporate Office
192.168.168.0/24 Trust
S$t0.0 VPN zone Internet
10.11.11.12 ge-0/0/3 |F=—==H 1
Ll d2iso 10.10.10.0/24
Trust [
ge-0/0/0
—r— A 3.3.3.2/30
192.168.178.0/24
© 2022 Juniper Networks JUﬂ”Der | 3

Juniper Business UseOnly T NETWORKS



Hub-and-Spoke VPN ( Corporate office )

1. 4121 A%KTEUEFT

user@SRX-Corporate# set interfaces ge-0/0/0 unit 0 family inet address 10.10.10.1/24

user@SRX-Corporate# set interfaces ge-0/0/3 unit 0 family inet address 1.1.1.2/30
user@SRX-Corporate# set interfaces st0 unit 0 family inet address 10.11.11.10/24

2. A2HI1-2%ZEF21)74YV-INIAVRUET

user@SRX-Corporate# security zones security-zone untrust interfaces ge-0/0/3.0
user@SRX-Corporate# security zones security-zone untrust host-inbound-traffic system-services ike
user@SRX-Corporate# security zones security-zone trust interfaces ge-0/0/0.0

user@SRX-Corporate# security zones security-zone trust host-inbound-traffic system-services all
user@SRX-Corporate# security zones security-zone vpn interfaces st0.0

— A\ E I_._l
3. W—T420%RELET
user@SRX-Corporate# set routing-options static route 0.0.0.0/0 next-hop 1.1.1.1

user@SRX-Corporate# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.11
user@SRX-Corporate# set routing-options static route 192.168.178.0/24 next-hop 10.11.11.12

4. PRLATY)ZEELET

user@SRX-Corporate# security address-book bookl address local-net 10.10.10.0/24
user@SRX-Corporate# security address-book bookl attach zone trust

user@SRX-Corporate# security address-book book2 address sunnyvale-net 192.168.168.0/24
user@SRX-Corporate# security address-book book2 address westford-net 192.168.178.0/24
user@SRX-Corporate# security address-book book2 attach zone vpn
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Hub-and-Spoke VPN ( Corporate office )

5. IKE ( Phasel #&ft JOJ7A) RS — 5=~ J1A) 2R ELET

user@SRX-Corporate# security proposal ike-phasel-proposal authentication-method pre-shared-keys
user@SRX-Corporate# security proposal ike-phasel-proposal dh-group group?2
user@SRX-Corporate# security i proposal ike-phasel-proposal authentication-algorithm shal
user@SRX-Corporate# security proposal ike-phasel-proposal encryption-algorithm aes-128-cbc
user@SRX-Corporate# security policy ike-phasel-policy mode main

user@SRX-Corporate# security i policy ike-phasel-policy proposals ike-phasel-proposal
user@SRX-Corporate# security policy ike-phasel-policy pre-shared-key ascii-text “$ABC123”
user@SRX-Corporate# security gateway gw-westford external-interface ge-0/0/3.0
user@SRX-Corporate# security i gateway gw-westford ike-policy ike-phasel-policy
user@SRX-Corporate# security gateway gw-westford address 3.3.3.2

user@SRX-Corporate# security gateway gw-sunnyvale external-interface ge-0/0/3.0
user@SRX-Corporate# security i gateway gw-sunnyvale ike-policy ike-phasel-policy
user@SRX-Corporate# security gateway gw-sunnyvale address 2.2.2.2

IPsec ( Phase2 #&ft JOMR—HIL-/RUS —-VPN )ZRELET

user@SRX-Corporate# security ipsec proposal ipsec-phase2-proposal protocol esp

user@SRX-Corporate# security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
user@SRX-Corporate# security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc
user@SRX-Corporate# security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal
user@SRX-Corporate# security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group?2
user@SRX-Corporate# security ipsec vpn vpn-westford ike gateway gw-westford

user@SRX-Corporate# security ipsec vpn vpn-westford ike ipsec-policy ipsec-phase2-policy
user@SRX-Corporate# security ipsec vpn vpn-westford bind-interface st0.0

user@SRX-Corporate# security ipsec vpn vpn-sunnyvale ike gateway gw-sunnyvale

user@SRX-Corporate# security ipsec vpn vpn-sunnyvale ike ipsec-policy ipsec-phase2-policy
user@SRX-Corporate# security ipsec vpn vpn-sunnyvale bind-interface st0.0

user@SRX-Corporate# interfaces st0 unit 0 multipoint

user@SRX-Corporate# interfaces st0 unit 0 family inet next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-sunnyvale
user@SRX-Corporate# interfaces st0 unit 0 family inet next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-westford
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Hub-and-Spoke VPN ( Corporate office )

7. TCP MSS sREZHHELET

KA RRB(ICENDE TR I 2 EHD

8. tFIUTAMNUS—ZERELFT
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from-zone
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from-zone
from-zone
from-zone
from-zone
from-zone
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trust to-zone

trust to-zone
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vpn
vpn
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vpn
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vpn
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vpn
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spoke-to-spoke
spoke-to-spoke
spoke-to-spoke
spoke-to-spoke

local-to-spokes
local-to-spokes
local-to-spokes
local-to-spokes
local-to-spokes
spokes-to-local
spokes-to-local
spokes-to-local
spokes-to-local
spokes-to-local

match source-address local-net

match destination-address sunnyvale-net
match destination-address westford-net
match application any

then permit

match source-address sunnyvale-net
match source-address westford-net

match destination-address local-net
match application any

then permit

match source-address any
match destination-address any
match application any

then permit

Juniper

NETWORKS



Hub-and-Spoke VPN ( Westford )

1. 4121 A%KTEUEFT

user@SRX-Westford# set interfaces ge-0/0/0 unit 0 family inet address 3.3.3.2/30
user@SRX-Westford# set interfaces ge-0/0/3 unit 0 family inet address 192.168.178.1/24

user@SRX-Westford# set interfaces st0 unit 0 family inet address 10.11.11.12/24

2. A2HI1-2%ZEF21)74YV-INIAVRUET

user@SRX-Westford# security security-zone untrust interfaces ge-0/0/0.0

user@SRX-Westford# security security-zone untrust host-inbound-traffic system-services ike
user@SRX-Westford# security security-zone trust interfaces ge-0/0/3.0

user@SRX-Westford# security security-zone trust host-inbound-traffic system-services all
user@SRX-Westford# security security-zone vpn interfaces st0.0

— A\ E '_|_|
3. W—T420%RELET
user@SRX-Westford# set routing-options static route 0.0.0.0/0 next-hop 3.3.3.1

user@SRX-Westford# set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10
user@SRX-Westford# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.10

4. PRLATY)ZEELET

user@SRX-Westford# security address-book address local-net 192.168.178.0/24
user@SRX-Westford# security address-book attach zone trust
user@SRX-Westford# security address-book address corp-net 10.10.10.0/24

user@SRX-Westford# security address-book address sunnyvale-net 192.168.168.0/24
user@SRX-Westford# security address-book attach zone vpn
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Hub-and-Spoke VPN ( Westford )

5. IKE ( Phasel #&ft JOJ7A RS — =11 ) 2R TELET

user@SRX-Westford# security proposal ike-phasel-proposal authentication-method pre-shared-keys
user@SRX-Westford# security proposal ike-phasel-proposal dh-group group?2

user@SRX-Westford# security i proposal ike-phasel-proposal authentication-algorithm shal
user@SRX-Westford# security proposal ike-phasel-proposal encryption-algorithm aes-128-cbc
user@SRX-Westford# security policy ike-phasel-policy mode main

user@SRX-Westford# security policy ike-phasel-policy proposals ike-phasel-proposal
user@SRX-Westford# security policy ike-phasel-policy pre-shared-key ascii-text “SABC123”
user@SRX-Westford# security gateway gw-corporate external-interface ge-0/0/0.0
user@SRX-Westford# security gateway gw-corporate ike-policy ike-phasel-policy
user@SRX-Westford# security gateway gw-corporate address 1.1.1.2

6. IPsec ( Phase2 &t JOMR—HIL-7RUS—- VPN )Z5RELET

user@SRX-Westford# security proposal ipsec-phase2-proposal protocol esp

user@SRX-Westford# security proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
user@SRX-Westford# security proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc
user@SRX-Westford# security policy ipsec-phase2-policy proposals ipsec-phase2-proposal

user@SRX-Westford# security policy ipsec-phase2-policy perfect-forward-secrecy keys group2
user@SRX-Westford# security vpn vpn-corporate ike gateway gw-corporate

user@SRX-Westford# security vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy
user@SRX-Westford# security vpn vpn-corporate bind-interface st0.0
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Hub-and-Spoke VPN ( Westford )

7. TCP MSS XEZFHELEYT

8. tFIUTAMNUS—ZEHRELFT
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user@SRX-Westford# set security flow tcp-mss ipsec-vpn mss 1350

to-corporate match source-address local-net
to-corporate match destination-address corp-net
to-corporate match destination-address sunnyvale-net
to-corporate match application any

to-corporate then permit

from-corporate
from-corporate
from-corporate
from-corporate
from-corporate

match source-address corp-net

match source-address sunnyvale-net
match destination-address local-net
match application any

then permit

Juniper
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Hub-and-Spoke VPN ( Sunnyvale )

1. 121 A%RTELET

user@SRX-Sunnyvale# set interfaces ge-0/0/0 unit 0 family inet address 2.2.2.2/30

user@SRX-Sunnyvale# set interfaces ge-0/0/3 unit 0 family inet address 192.168.168.1/24
user@SRX-Sunnyvale# set interfaces st0 unit 0 family inet address 10.11.11.11/24

2. A2HI1-2%ZEF21)74YV-INIAVRUET

user@SRX-Sunnyvale# security zones security-zone untrust interfaces ge-0/0/0.0
user@SRX-Sunnyvale# security zones security-zone untrust host-inbound-traffic system-services ike
user@SRX-Sunnyvale# security zones security-zone trust interfaces ge-0/0/3.0

user@SRX-Sunnyvale# security zones security-zone trust host-inbound-traffic system-services all
user@SRX-Sunnyvale# security zones security-zone vpn interfaces st0.0

— AL
3. W—TFT10%"ELET
user@SRX-Sunnyvale# set routing-options static route 0.0.0.0/0 next-hop 2.2.2.1

user@SRX-Sunnyvale# set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10
user@SRX-Sunnyvale# set routing-options static route 192.168.178.0/24 next-hop 10.11.11.10

4. PRLATY)ZEELET

user@SRX-Sunnyvale# security address-book address local-net 192.168.168.0/24
user@SRX-Sunnyvale# security address-book attach zone trust

user@SRX-Sunnyvale# security address-book address corp-net 10.10.10.0/24
user@SRX-Sunnyvale# security address-book address westford-net 192.168.178.0/24
user@SRX-Sunnyvale# security address-book attach zone vpn

Juniper
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Hub-and-Spoke VPN ( Sunnyvale )

5. IKE ( Phasel #&ft JOJ7A RS — =11 ) 2R TELET

user@SRX-Sunnyvale# security proposal ike-phasel-proposal authentication-method pre-shared-keys
user@SRX-Sunnyvale# security proposal ike-phasel-proposal dh-group group?2

user@SRX-Sunnyvale# security proposal ike-phasel-proposal authentication-algorithm shal
user@SRX-Sunnyvale# security proposal ike-phasel-proposal encryption-algorithm aes-128-cbc
user@SRX-Sunnyvale# security policy ike-phasel-policy mode main

user@SRX-Sunnyvale# security policy ike-phasel-policy proposals ike-phasel-proposal
user@SRX-Sunnyvale# security policy ike-phasel-policy pre-shared-key ascii-text “SABC123”
user@SRX-Sunnyvale# security gateway gw-corporate external-interface ge-0/0/0.0
user@SRX-Sunnyvale# security gateway gw-corporate ike-policy ike-phasel-policy
user@SRX-Sunnyvale# security gateway gw-corporate address 1.1.1.2

6. IPsec ( Phase2 &t JOMR—HIL-7RUS—- VPN )Z5RELET

user@SRX-Sunnyvale# security proposal ipsec-phase2-proposal protocol esp

user@SRX-Sunnyvale# security proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
user@SRX-Sunnyvale# security proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc
user@SRX-Sunnyvale# security policy ipsec-phase2-policy proposals ipsec-phase2-proposal

user@SRX-Sunnyvale# security policy ipsec-phase2-policy perfect-forward-secrecy keys group2
user@SRX-Sunnyvale# security vpn vpn-corporate ike gateway gw-corporate

user@SRX-Sunnyvale# security vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy
user@SRX-Sunnyvale# security vpn vpn-corporate bind-interface st0.0

Juniper
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Hub-and-Spoke VPN ( Sunnyvale )

7. TCP MSS FSEZHHEELET

user@SRX-Sunnyvale# set security flow tcp-mss ipsec-vpn mss 1350

8. tFIUTAMNUS—ZERELFT

user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#

user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#
user@SRX-Sunnyvale#

© 2022 Juniper Networks

security
security
security
security
security
security
security
security
security
security

policies
policies
policies
policies
policies
policies
policies
policies
policies
policies

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

Juniper Business Use Only

to-corporate match source-address local-net
to-corporate match destination-address corp-net
to-corporate match destination-address westford-net
to-corporate match application any

to-corporate then permit

from-corporate
from-corporate
from-corporate
from-corporate
from-corporate

match source-address corp-net

match source-address westford-net
match destination-address local-net
match application any

then permit

Juniper
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Hub-and-Spoke VPN ( Corporate office )

EYTEDRESS 1

user@SRX-Corporate# show
security {
ike {

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;

}

policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$9$jzik.PfQ3n9p08XN-wsfTQ"; ## SECRET-DATA

}

gateway gw-westford {
ike-policy ike-phasel-policy;
address 3.3.3.2;
external-interface ge-0/0/3.0;

}

gateway gw-sunnyvale {
ike-policy ike-phasel-policy;
address 2.2.2.2;
external-interface ge-0/0/3.0;

Juniper

NETWORKS
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Hub-and-Spoke VPN ( Corporate office )

S TEDHESR 2

ipsec {

proposal ipsec-phase2-proposal
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;

}

policy ipsec-phase2-policy {
perfect-forward-secrecy {

keys group2;

}

proposals ipsec-phase2-proposal;

vpn-westford {
bind-interface st0.0;
ike {
gateway gw-westford;
ipsec-policy ipsec-phaseZ2-policy;

vpn-sunnyvale {

bind-interface st0.0;

ike {
gateway gw-sunnyvale;
ipsec-policy ipsec-phase2-policy;

Juniper
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Hub-and-Spoke VPN ( Corporate office )

ETEDIER 3

address-book {
bookl {
address local-net 10.10.10.0/24;
attach {
zone trust;

}
book2 {
address sunnyvale-net 192.168.168.0/24;
address westford-net 192.168.178.0/24;
attach {
zone vpn;

flow {
tcp-mss {
ipsec-vpn {
mss 1350;

Juniper
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Hub-and-Spoke VPN ( Corporate office )

ETEDHEER 4

policies {
from-zone trust to-zone vpn {
policy local-to-spokes {
match {
source-address local-net;
destination-address [ sunnyvale-net westford-net ];

application any;
}
then {
permit;
}
from-zone vpn to-zone trust {
policy spokes-to-local {

match {
source—-address [ sunnyvale-net westford-net ];

destination-address local-net;
application any;
}

then {
permit;

Jjuniper |
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Hub-and-Spoke VPN ( Corporate office )

EYEDHESR 5

from-zone vpn to-zone vpn {
policy spoke-to-spoke ({
match {
source-address any;
destination-address any;
application any;
}
then {
permit;

zones {

security-zone untrust {
host-inbound-traffic ({
system-services {
ike;

}

interfaces {
ge-0/0/3.0;

Juniper

NETWORKS
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Hub-and-Spoke VPN ( Corporate office )

STEDHESR 6

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
}
interfaces {
ge-0/0/0.0;
}
}
security-zone vpn {
interfaces {
st0.0;
}

}
}
interfaces {
ge-0/0/0 {
unit 0 {
family inet ({
address 10.10.10.1/24;

Juniper
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Hub-and-Spoke VPN ( Corporate office )

S TEDHERR 7

ge-0/0/3 {
unit 0 {
family inet ({
address 1.1.1.2/30;

st0 {
unit 0 {
multipoint;
family inet {
next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-sunnyvale;

next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-westford;
address 10.11.11.10/24;

routing-options {
static {
route 0.0.0.0/0 next-hop 1.1.1.1;
route 192.168.168.0/24 next-hop 10.11.11.11;
route 192.168.178.0/24 next-hop 10.11.11.12;

© 2022 Juniper Networks JU
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Hub-and-Spoke VPN ( Westford )

EYTEDRESS 1

user@SRX-Westford# show
security {
ike {
proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;
}
policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$9S$piWhuOlRES1eMX7Dig ; ## SECRET-DATA

}

gateway gw-corporate {
ike-policy ike-phasel-policy;
address 1.1.1.2;
external-interface ge-0/0/0.0;

}
ipsec {
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;

Jjuniper |
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Hub-and-Spoke VPN ( Westford )

S TEDHESR 2

policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn vpn-corporate {
bind-interface st0.0;
ike {
gateway gw-corporate;
ipsec-policy ipsec-phaseZ2-policy;

address-book {
bookl {
address local-net 192.168.178.0/24;
attach {
zone trust;

}
book2 {
address corp-net 10.10.10.0/24;
address sunnyvale-net 192.168.168.0/24;
attach {
zone vpn;

Juniper
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Hub-and-Spoke VPN ( Westford )

ETEDIER 3

flow {
tcp-mss {
ipsec-vpn {
mss 1350;
}

}
policies {
from-zone trust to-zone vpn {
policy to-corporate {

match {
source-address local-net;
destination-address [ corp-net sunnyvale-net ];
application any;
}
then {
permit;

Juniper
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Hub-and-Spoke VPN ( Westford )

ETEDHEER 4

from-zone vpn to-zone trust {
policy from-corporate {

match {
source-address [ corp-net sunnyvale-net ];
destination-address local-net;
application any;

}

then {
permit;

zones {

security-zone untrust {
host-inbound-traffic {
system-services
ike;

}

interfaces {
ge-0/0/0.0;
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Hub-and-Spoke VPN ( Westford )

EYEDHESR 5

security-zone trust ({
host-inbound-traffic {
system-services
all;

}

interfaces {
ge-0/0/3.0;

}
security-zone vpn {
interfaces {
st0.0;

interfaces {
ge-0/0/0 {
unit 0 {
family inet ({
address 3.3.3.2/30;
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Hub-and-Spoke VPN ( Westford )

STEDHESR 6

ge-0/0/3 {
unit 0 {
family inet ({
address 192.168.178.1/24;

st0 {
unit 0 {
family inet {
address 10.11.11.12/24;
}

routing-options {
static {
route 0.0.0.0/0 next-hop 3.3.3.1;
route 10.10.10.0/24 next-hop 10.11.11.10;
route 192.168.168.0/24 next-hop 10.11.11.10;
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Hub-and-Spoke VPN ( Sunnyvale)

EYTEDRESS 1

user@SRX-Sunnyvale# show
security {
ike {
proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;
}
policy ike-phasel-policy {
mode main;

proposals ike-phasel-proposal;
pre-shared-key ascii-text "$9$eEPKM8Xx-bw2aZ36CA00xN-"; ## SECRET-DATA

}

gateway gw-corporate {
ike-policy ike-phasel-policy;
address 1.1.1.2;
external-interface ge-0/0/0.0;

}
ipsec {
proposal ipsec-phaseZ2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;
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Hub-and-Spoke VPN ( Sunnyvale)

S TEDHESR 2

policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}

proposals ipsec-phase2-proposal;

vpn-corporate {

bind-interface st0.0;

ike {
gateway gw-corporate;
ipsec-policy ipsec-phase2-policy;

address-book {
bookl {
address local-net 192.168.168.0/24;
attach {
zone trust;

}
book2 {
address corp-net 10.10.10.0/24;
address westford-net 192.168.178.0/24;
attach {
zone vpn;
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Hub-and-Spoke VPN ( Sunnyvale)

ETEDIER 3

flow {
tcp-mss {
ipsec-vpn {
mss 1350;
}

}
policies {
from-zone trust to-zone vpn {
policy to-corporate ({

match {
source-address local-net;
destination-address [ corp-net westford-net ];
application any;
}
then {
permit;
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Hub-and-Spoke VPN ( Sunnyvale)

ETEDHEER 4

from-zone vpn to-zone trust {
policy from-corporate {

match {
source-address [ corp-net westford-net ];
destination-address local-net;
application any;

}

then {
permit;

zones {

security-zone untrust {
host-inbound-traffic {
system-services {
ike;

}

interfaces {
ge-0/0/0.0;
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Hub-and-Spoke VPN ( Sunnyvale)

EYEDHESR 5

security-zone trust ({
host-inbound-traffic {
system-services
all;

}

interfaces {
ge-0/0/3.0;

}
security-zone vpn {
interfaces {
st0.0;

interfaces {
ge-0/0/0 {
unit 0 {
family inet ({
address 2.2.2.2/30;
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Hub-and-Spoke VPN ( Sunnyvale)

STEDHESR 6

ge-0/0/3 {
unit 0 {
family inet ({
address 192.168.168.1/24;

st0 {
unit 0 {
family inet {
address 10.11.11.11/24;
}

routing-options {
static {
route 0.0.0.0/0 next-hop 2.2.2.1;
route 10.10.10.0/24 next-hop 10.11.11.10;
route 192.168.178.0/24 next-hop 10.11.11.10;
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Hub-and-Spoke VPN

VPN XT7—HADMESR ( Corporate office )

« Phasel

user@SRX-Corporate> show security ike security-associations
Index State

3899021 UP
3899022 UP

Initiator cookie
bbdelbed9797023f
b003df2c9ebfllbe

Responder cookie
abee77e510e4d0df Main
fld7ba2fadldec63

Mode

Main

Remote Address

2020202
3.3.3.2

« Phase2

user@SRX-Corporate> show security ipsec security-associations
Total active tunnels: 2

ID Algorithm SPI

<131074 ESP
>131074 ESP
<131073 ESP
>131073 ESP

© 2022 Juniper Networks

:aes-cbc-128/shal
:aes-cbc-128/shal
:aes-cbc-128/shal
:aes-cbc-128/shal

Total Ipsec sas:

Life:sec/kb

94565f5a
cf53d3dd
3eafcdad
776f£ffb5

3575/
3575/
3575/
3575/

2

Mon lsys Port
root
root
root
root

unlim
unlim
unlim
unlim

Gateway

202020

02020
23030
I
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