7|~
g

-~
e

g

er SRX BASEYZ 17l

2 IPsec’YPN 0/ C

A T i ol =

=
W
¢ i
| Tl

JUﬂ”:)er | Driven by

NETWORKS Experience®

0




(FUSIC

& RIZa7)F I—IR=ZD IPsec VPN O CLI HE(CDWVWTEEBALE T

¢ FEARZE(E SRX300 . Junos 21.2R3-S2 (CTHEERHEEML THNET

¢ EBROFEARABTPLNIA-ATEAN T IRIELEKICSOTERDET
BB TEARNBTOFFMIE T 2V IDTHERRTTE L)

https://www.juniper.net/documentation/

¢ MRICEZED SRX HARGEYZ1 7)) 1—23> TV ZHIVIEERY A MISHEEHLU THENET

https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

2022 £ 8 H

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs


https://www.juniper.net/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

JL—bMX—X IPsec VPN
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JL—bMX—X IPsec VPN

o SRTEYIHME. root NXT—ROEE. RAMEZHTELET

XHESR A | 3% B TNENO configuration E— RICTEIT

user@srx# delete

This will delete the entire configuration

Delete everything under this level? [yes,no] (no) yes

user@srx# set system root-authentication plain-text-password
New password: Juniperl23
Retype new password: Juniperl23

XHEZR A (CTERTE
user@srx# set system host-name SRX300-A

XHE2R B (CTERTE
user@srx# set system host-name SRX300-B

XHE: A | BB B TNENICET
user@srx# commit
commit completed

Juniper
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JL—bMX—X IPsec VPN

o« 12HITI-A%ETEUVET

XHEER A (CTHRTE
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#

interfaces
interfaces
interfaces

X K2R B (CTERTE

root@SRX300-B#
root@SRX300-B#
root@SRX300-B#

interfaces
interfaces
interfaces

o TIANNL—NEERTELET

XABRBIT(E 10.1.1.254 & 10.1.2.254 % Internet IOFT AN —hD1A&

XHEER A [CTERIE

ge-0/0/0
ge-0/0/2
st0 unit

ge-0/0/0
ge-0/0/2
st0 unit

unit 0 family
unit 0 family
0 family inet

unit 0 family
unit 0 family
0 family inet

inet address 10.1.1.100/24
inet address 192.168.1.254/24
address 10.10.10.1/24

inet address 10.1.2.100/24
inet address 192.168.2.254/24
address 10.10.10.2/24

root@SRX300-A# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.254

XHEER B [CTERIE

48

U

[AY

N

E

root@SRX300-B# set routing-options static route 0.0.0.0/0 next-hop 10.1.2.254

© 2022 Juniper Networks
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JL—bMX—X IPsec VPN

« TFIVTHY-DEETELEFT

XHER A [CTGRE

root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#

X128 B (CTEHTE

root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#

© 2022 Juniper Networks

security
security
security
security
security

security
security
security
security
security

security-zone
security-zone
security-zone
security-zone
security-zone

security-zone
security-zone
security-zone
security-zone
security-zone

Trust interfaces ge-0/0/2.0

Trust address-book address 192.168.1.0 192.168.1.0/24

VPN interfaces st0.0

VPN address-book address 192.168.2.0 192.168.2.0/24

Untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services ike

Trust interfaces ge-0/0/2.0

Trust address-book address 192.168.2.0 192.168.2.0/24

VPN interfaces st0.0

VPN address-book address 192.168.1.0 192.168.1.0/24

Untrust interfaces ge-0/0/0.0 host-inbound-traffic system-services ike

Juniper Business Use Only
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JL—bMX—X IPsec VPN

« TFIUFTARIS—ZHELET

XHEER A (CTERTE
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#
root@SRX300-A#

X2 B (CTERTE

root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#
root@SRX300-B#

© 2022 Juniper Networks

security
security
security
security
security
security
security
security

security
security
security
security
security
security
security
security

policies
policies
policies
policies
policies
policies
policies
policies

policies
policies
policies
policies
policies
policies
policies
policies

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

Trust to-zone
Trust to-zone
Trust to-zone
Trust to-zone

VPN policy
VPN policy
VPN policy
VPN policy

VPN to-zone Trust policy
VPN to-zone Trust policy
VPN to-zone Trust policy
VPN to-zone Trust policy

policy
policy
policy
policy
policy
policy
policy
policy

Juniper Business Use Only

match source-address 192.168.1.0

match destination-address 192.168.

match application any
then permit
match source-address 192.168.2.0

match destination-address 192.168.

match application any
then permit

match source-address 192.168.2.0

match destination-address 192.168.

match application any
then permit
match source-address 192.168.1.0

match destination-address 192.168.

match application any
then permit
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o IKE ( Phasel #&ft JOJ74 RS — - —~J1A) 2R ELET

XHE2R A (CTRTE

root@SRX300-A# security proposal Pl authentication-method pre-shared-keys
root@SRX300-A# security proposal Pl dh-group group2

root@SRX300-A# security proposal Pl authentication-algorithm shal
root@SRX300-A# security proposal Pl encryption-algorithm aes-128-cbc
root@SRX300-A# security policy IKE-Policy mode main

root@SRX300-A# security policy IKE-Policy proposals Pl

root@SRX300-A# security policy IKE-Policy pre-shared-key ascii-text “Junosl23”
root@SRX300-A# security gateway Gateway-A external-interface ge-0/0/0.0
root@SRX300-A# security gateway Gateway-A ike-policy IKE-Policy
root@SRX300-A# security gateway Gateway-A address 10.1.2.100

X PSR B (CTERTE

root@SRX300-B# security proposal Pl authentication-method pre-shared-keys
root@SRX300-B# security proposal Pl dh-group group2

root@SRX300-B# security proposal Pl authentication-algorithm shal
root@SRX300-B# security proposal Pl encryption-algorithm aes-128-cbc
root@SRX300-B# security policy IKE-Policy mode main

root@SRX300-B# security policy IKE-Policy proposals Pl

root@SRX300-B# security policy IKE-Policy pre-shared-key ascii-text “Junosl23”
root@SRX300-B# security gateway Gateway-B external-interface ge-0/0/0.0
root@SRX300-B# security gateway Gateway-B ike-policy IKE-Policy
root@SRX300-B# security gateway Gateway-B address 10.1.1.100

Juniper
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JL—bMX—X IPsec VPN

« IPsec ( Phase2 &t JON—HIL-RUS—- VPN ZRTELET

XHERR A ([CTRTE

root@SRX300-A# security proposal P2 protocol esp

root@SRX300-A# security proposal P2 authentication-algorithm hmac-shal-96
root@SRX300-A# security proposal P2 encryption-algorithm aes-128-cbc
root@SRX300-A# security policy IPsec-Policy proposals P2

root@SRX300-A# security policy IPsec-Policy perfect-forward-secrecy keys group2
root@SRX300-A# security vpn VPN-A ike gateway Gateway-A

root@SRX300-A# security vpn VPN-A ike ipsec-policy IPsec-Policy

root@SRX300-A# security vpn VPN-A bind-interface st0.0

X A28 B (CTERTE

root@SRX300-B# security proposal P2 protocol esp

root@SRX300-B# security proposal P2 authentication-algorithm hmac-shal-96
root@SRX300-B# security proposal P2 encryption-algorithm aes-128-cbc
root@SRX300-B# security policy IPsec-Policy proposals P2

root@SRX300-B# security policy IPsec-Policy perfect-forward-secrecy keys group2
root@SRX300-B# security vpn VPN-B ike gateway Gateway-B

root@SRX300-B# security vpn VPN-B ike ipsec-policy IPsec-Policy

root@SRX300-B# security vpn VPN-B bind-interface st0.0

. JU Sl
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JL—bMX—X IPsec VPN

R o ) )
o T4 ELET
XHER2R A (CTERTE
root@SRX300-A# set routing-options static route 192.168.2.0/24 next-hop st0.0

X 2R B (CTERTE
root@SRX300-B# set routing-options static route 192.168.1.0/24 next-hop st0.0

» TCP MSS s TEZRELFT
XA RRIBICEDE GAR I 2 EHD

Xikas A | Hds B (CTRRE

root@SRX300# set security flow tcp-mss ipsec-vpn mss 1350

© 2022 Juniper Networks Juniper Business Use Only JUﬂ per
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JL—bMX—X IPsec VPN

SEDORER 1 (security ike)

XHER A
[edit]
root@SRX300-A# show security ike
proposal Pl {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;
}
policy IKE-Policy {
mode main;
proposals Pl;
pre-shared-key ascii-text
"$S9$4GJU1PSFAPBS5QhreK8LGDjg5Q"; ## SECRET-DATA
}
gateway Gateway-A {
ike-policy IKE-Policy;
address 10.1.2.100;
external-interface ge-0/0/0.0;

© 2022 Juniper Networks

Xteas B

[edit]

root@SRX300-B# show security ike

proposal Pl {
authentication-method pre-shared-keys;
dh-group group?2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;

}
policy IKE-Policy {

mode main;
proposals Pl;

pre-shared-key ascii-text "$9SwE20ZHgfn/tgmBEcSeK4aJDgm";

## SECRET-DATA

}

gateway Gateway-B {
ike-policy IKE-Policy;
address 10.1.1.100;
external-interface ge-0/0/0.0;

Juniper
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JL—bMX—X IPsec VPN

SYTEDHEER 2 ( security ipsec)

XHds B

[edit]

root@SRX300-B# show security ipsec
proposal P2 {

protocol esp;
authentication-algorithm hmac-shal-96;

XHER A

[edit]

root@SRX300-A# show security ipsec
proposal P2 {

protocol esp;
authentication-algorithm hmac-shal-96;

encryption-algorithm aes-128-cbc;

encryption-algorithm aes-128-cbc;

}
policy IPsec-Policy {

perfect-forward-secrecy {
keys group2;

}
policy IPsec-Policy f{
perfect-forward-secrecy {
keys group2;
} }
proposals P2; proposals P2;
}
vpn VPN-B {
bind-interface st0.0;
ike {
gateway Gateway-B;
ipsec-policy IPsec-Policy;

}
vpn VPN-A ({
bind-interface st0.0;
ike {
gateway Gateway-A;
ipsec-policy IPsec-Policy;

Jjuniper | o«
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JL—bMX—X IPsec VPN

SRIEDHETR 3 (security flow )

XEs A XHgs B

[edit] [edit]

root@SRX300-A# show security flow root@SRX300-B# show security flow
tcp-mss {

tcp-mss {
ipsec-vpn { ipsec-vpn {
mss 1350; mss 1350;
}

}

Jjuniper | s
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JL—bMX—X IPsec VPN

EXTEDIEER 4 ( security policies )

Xhkds A Xikas B

[edit] [edit]

root@SRX300-A# show security policies root@SRX300-B# show security policies
from-zone Trust to-zone VPN {

from-zone Trust to-zone VPN {
policy TtoV { policy TtoV {
match { match {
source-address 192.168.1.0; source-address 192.168.2.0;
destination-address 192.168.2.0; destination-address 192.168.1.0;
application any; application any;

} }
then {

then {
permit; permit;

from-zone VPN to-zone Trust ({ from-zone VPN to-zone Trust {
policy VtoT ({

policy VtoT ({
match {

match {
source-address 192.168.2.0; source-address 192.168.1.0;
destination-address 192.168.1.0; destination-address 192.168.2.0;
application any;

application any;

} }
then {

then {
permit; permit;

Juniper
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JL—bMX—X IPsec VPN

SHTEDHER 5 ( security zones )

Xikas A Xtds B
[edit] [edit]
root@SRX300-A# show security zones root@SRX300-B# show security zones
security-zone Trust ({ security-zone Trust ({
address-book { address-book {
address 192.168.1.0 192.168.1.0/24; address 192.168.2.0 192.168.2.0/24;
} }
interfaces { interfaces {
ge-0/0/2.0; ge-0/0/2.0;

} }
security-zone VPN ({ security-zone VPN {
address-book { address-book {

address 192.168.2.0 192.168.2.0/24; address 192.168.1.0 192.168.1.0/24;
} }
interfaces { interfaces {

st0.0; st0.0;

} }
security-zone Untrust { security-zone Untrust
interfaces { interfaces {
ge-0/0/0.0 { ge-0/0/0.0 {
host-inbound-traffic { host-inbound-traffic {
system-services {
ike;

system-services
ike;

Jjuniper |
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JL—bMX—X IPsec VPN

FYTEDHERD 6 (interfaces )

Xikas A
[edit]
root@SRX300-A# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 10.1.1.100/24;
}
}
}
ge-0/0/2 {
unit 0 {

family inet {
address 192.168.1.254/24;

}

}
st0 {
unit 0 {
family inet
address 10.10.10.1/24;

© 2022 Juniper Networks

Xtds B
[edit]
root@SRX300-B# show
ge-0/0/0 {
unit 0 {
family inet
address
}
}
}
ge-0/0/2 {
unit 0 {

family inet
address

}

}
st0 {
unit 0 {
family inet
address

Juniper Business Use Only

interfaces

{
10.1.2.100/24;

{

192.168.2.254/24;

{
10.10.10.2/24;
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JL—bMX—X IPsec VPN

SRTEDMESR 7 ( routing-options )

XEs A Xtkas B

[edit] [edit]

root@SRX300-A# show routing-options root@SRX300-B# show routing-options
static {

static {
route 0.0.0.0/0 next-hop 10.1.1.254; route 0.0.0.0/0 next-hop 10.1.2.254;
route 192.168.2.0/24 next-hop st0.0; route 192.168.1.0/24 next-hop st0.0;
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JL—bMX—X IPsec VPN

BIFOREER

Xhkds A
root@SRX300-A> show security ike security-associations

Index State 1Initiator cookie Responder cookie Mode Remote Address

3899019 UP a902482689ddf832 981e51f9%4d2ebacb Main 10.1.2.100

root@SRX300-A> show security ipsec security-associations
Total active tunnels: 1 Total Ipsec sas: 1
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<131073 ESP:aes-cbc-128/shal 4dffda97 3564/ unlim - root 500 10.1.2.100
>131073 ESP:aes-cbc-128/shal 72a3bl9f 3564/ unlim - root 500 10.1.2.100

XHds B

root@SRX300-B> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
5550467 UP a902482689ddf832 981le51f94d2ebac5 Main 10.1.1.100

root@SRX300-B> show security ipsec security-associations
Total active tunnels: 1 Total Ipsec sas: 1
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<131073 ESP:aes-cbc-128/shal 72a3bl9f 3581/ unlim - root 500 10.1.1.100
>131073 ESP:aes-cbc-128/shal 4dffda97 3581/ unlim - root 500 10.1.1.100

© 2022 Juniper Networks Juniper Business Use Only
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