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Wired - Switch

Switch Configuration #1=

A
-1

Switch Configuration(Site). & SW THERET
EFIH. Switch Templates TOEEIHELETT

[Authentication Servers] T [Mist Auth] (CE%TE. [Port Profiles] T IEEE802.1X ZRiEBEEDETEZITL\.
[Port Configuration] ® [Port IDs] T/h—MEBE. [Configuration Profile] (CYERKLIZTOJ7A I Z2IEELE T

Switch Templates(Organization) Switch Configuration(site)

Authentication Servers

Mist Auth
Timeout
Enhanced Timers
Interim Interval
Source Address

Port Profiles

« Use dot1x authentication
» Allow Multiple Supplicants
+ Dynamic VLAN

» Networks

« Mac authentication

» Mac authentication only
» Authentication Protocol

« Use Guest Network

» Guest Network

« Bypass authentication when server is down

Port Configuration

Select Switches Configuration
Info

Name

Applies to switch name

Applies to switch role

Applies to switch model
Port Config

Port IDs

Configuration Profile

‘ Site Assign

Authentication Servers

Mist Auth
- Aig

Port Profiles

+ Use dotlx authentication

Port Configuration

Port IDs
Configuration Profile

Switches > {Switch}

© 2025 Juniper Networks
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Wired - Switch S%7E

1. [Organization] 5. [Switch Templates] ZJUyJLE T
2. [Create Template] =2Uv%. [Template Name] (7> —h&%E%TE. [Create] ZIUwILET

QO mist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles

'ﬁ? Location

Audit Logs Auth Policy Labels Applications Labels

uﬂ[] Analytics Inventory Certificates Hub Profiles Pre-Shared Keys

Mobile SDK Client Onboarding Metwork Topology RF Templates

Sl-'-,u,r|t{:h Temp ares [ Import Template ]

@ Organization a  TEMPLATE SITES SWITCHES

o Site

Agl AsB Testing
0 Templates

NEW TEMPLATE bt

| Template Name

st

© 2025 Juniper Networks JUﬂlper | 7

Juniper Business Use Only NETWORKS



Wired - Switch S%7E

Switch Templates: Authentication Servers / Port Profiles

3. [Authentication Servers] T [Mist Auth] Z:%EiR, 4. [Port Profiles] T [Add Profile] ZJUvyJUE9
FDMATS A ZEETEUET

PORT PROFILES

AUTHENTICATIOMN SERVERS Port configuration for a set of related ports
% System defined
Authentication Servers €@ * default default(1), access 3
Mist Auth W
2 Unused Profiles @
Timeout | 5 | (0 - 1000 seconds) « Timeout *ap default(1), trunk, edge >
* Retries .
* disabled portdisabled »
Retries | 3 | (0-100) « Enhanced TImers
° Interim Interval * jot default{1), access, edge »
Enhanced Timers €9
[ )
(C) Enabled @) Disabled Source AddreSS * uplink default{1), trunk >
Interim Interval | 0 (0 - 86400 seconds)
Source Address €
Mone W
Search ><I| Add Profile

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



Wired - Switch S%7E

Switch Templates: Port Profiles

5. [Name] Zi%EU. [Use dotlx authentication] ZF1v). HNERIEEZSTELET

Mew Port Profile

Mame

dot1x-mab

Port Enabled
(® Enabled () Disabled

Description

Maode

() Trunk (@ Access

Port Metwork (Untagged/Mative VLAM)

BXIELET

Network ZIBEUFT
Dynamic VLAN Z8%7EJ S
maE. RERY NI ER
BELET

isolated

990 v

VolIP Network

‘ Mane

[Name] (CJOJ71) &%

A A

[ ] Use dot1x authentication

© 2025 Juniper Networks
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Use dot1x authentication
[ ] Allow Multiple Supplicants
Dynamic VLAN @

Networks

+

Mac authentication

[ ] Mac authentication only

Authentication Protocol

| Maone e

[ ] Use Guest Network

[ | Bypass authentication when server is down

[Use dotlx authentication]
ZFIVITHE BIEDOATSIVH
RRSNFT

5% TE s ¥
(a) IEEES02.1X 23
(b) MAB:®:
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Wired - Switch S%7E

Switch Templates: Port Profiles 802.1X

5.(a) 802.1X 52:E: [Use dotlx authentication] ZFIvI(WB)LET
TOMMATS A #ERTEUET

[ Use dot1x authentication [Use dotlx authentication] #F1v/JUF9

D Allow Multiple Supplicants

[] Dynamic VLAN
[] Mac authentication
[] Use Guest Metwork

[ ] Bypass authentication when server is down

Reauthentication Interval €9

| 85000 |

(10 - 65535 seconds)

Server Reject Metwork

| Maone W |

Server Fail Metwork

| Mone W |

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



Wired - Switch

=JL r==1
aZ AE

Switch Templates: Port Profiles 802.1X

%@'fﬂlﬂj/ﬂ/ﬁ’u fELJgEg—

[+ Use dot1x authentication
D Allow Multiple Supplicants
[w] Dynamic VLAN @
Metworks

L

D Mac authentication

E] Lze Guest Metwork

Guest Metwork

|’ default 1% |
[] Bypass authentication when server is down

Reauthentication Interval €

|' 65000 |
\ (10 - 65535 seconds) ?
Server Reject Network

|’ Mane W |
Server Fail Metwork

|‘ Mane W |

© 2025 Juniper Networks

Allow Multiple Supplicants
Dynamic VLAN

Use Guest Network

Bypass authentication when server is down

Reauthentication Interval

Server Reject Network

Server Fail Network

F1vI93L. [B—IR—hTEHESTUAY MFFRIENES

FH(C VLAN ZZIDHTRHS. [Dynamic VLAN] ZFIvIULET
[+] M5 Networks ZENUEY
% Network (FBIRERTELET

[Use Guest Network] ZF1vJ 93¢, Guest Network AD
PR ZITVES ‘
[Guest Network] ZROVIAISUR MSEIRLE TS

FIvI32E B—)\PFTIILTWBIHE. I317> MIFREERL TRY ~
D=ICTF7ICATEELT

BERIORIRZEEELEI (10-65535 default:65000)

T — )W 1 —TEREE DI TZIEBUEBS(C. 1-YZIEESINC
VLAN (UARRYRD—IRE) (3EHIB(CIE. [Server Reject
Network]T [Network] Z#ERUZ I

SRR —/VCELERT ., F(EREVRBWMES(C. 1-UZEIEESINL
VLAN (FRRRYRD—=D12E) (HEHi I BIC(E. [Server Fail
Network] T [Network] Zi&IRUET

REF: Switch Configuration Options > Table 4: Port Profile Configuration Options

Juniper Business Use Only

NNNNNN


https://www.juniper.net/documentation/us/en/software/mist/mist-wired/topics/reference/switch-config-options.html

= 3 SFur=2=
Wired - Switch 27
Switch Templates: Port Profiles MAB
5.(b) MAB ZZ5E: [Use dotlx authentication]. [Mac authentication] ZFIvJI(WZB)LET
FOMATS A %R TEUET
[ Use dot1x authentication [Use dotlx authentication] ZF1yIUF9

D Allow Multiple Supplicants

[] Dynamic VLAM

[ Mac authentication [Mac authentication] ZFIvJUF 9
[ Wac authentication ony | dotlx FR5FZITURENT L. MAB ThiEkizstiT(O7—IL)\w)) LT
Authentication Protocol [Mac authentication only] ZF1w/ 9%, dotlx itz T (C,
None v E5(CMAB TOEHRZRITUE T

[] Use Guest Metwork

e [Authentication Protocol] Z:##RUZE 9 (None/pap/eap-peap/eap-md5)
| B e e e s BIUH> NIEESNERIE IO NI TEISIEREIRRUES

Reauthentication Interval €9

| 65000 |

{10 - 65535 seconds)

Server Reject Metwork

| Mone W |

Server Fail Metwork

| Mone W |

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



Wired - Switch S%7E

Switch Templates: Port Profiles MAB
%@'fﬂlﬂj/ﬂ/ﬁ’u fELJgEg—

g ________ Options Descriptions

D Allow Multiple Supplicants

[w] Dynamic VLAN gk

Networks Dynamic VLAN
+
[l Mac authentication Authentication Protocol
D Mac authentication only
Authentication Protocol
| None v Use Guest Network

[w] Use Guest Network

Guest Network

|’ default 1w

[] Bypass authentication when server is down

Reauthentication Interval €

|J £5000 ] Server Reject Network

(10 - 65535 seconds)

Server Reject Network

| None v | Server Fail Network

Server Fail Network

| Mone ' |

Allow Multiple Supplicants

Bypass authentication when server is down

Reauthentication Interval

© 2025 Juniper Networks
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F1vI3 3L [A—R—-NTHEEHTUA MEFEIENE S

FHY(C VLAN ZEIDZHT3HS. [Dynamic VLAN] ZF1vIUES
[+] H"5 Networks ZEHNUET
% Network (FBlFRRELET

[Authentication Protocol] Z:#iRU% 9 (None/pap/eap-
peap/eap-md>5)
BIUNY MEIEESNERAE O NI TERIBIRZIRRUET

[Use Guest Network] ZF1w/J 93¢, Guest Network AdD
nquE%i’ﬁL\i?' )
[Guest Network] ZROYIFIUIZMSEIRLET

FIvI 2L =)\ ISLTWBIHE. 317> MIFREERL TRY ~
D=DICFICATEET

ﬁnunE@FﬁﬁBl"]% ﬁbi@’ (10 -65535 default: 65000)

uL.nIE-U- }\b\l -U:nunIEo)uit ’Z?Eﬁb’:‘.iﬁﬁ’(c_\ J—U"&Taiéﬂt
VLAN (UARRYRD=T1RE) (3EHT I BI(C(&. [Server Reject
Network]T [Network] #i2RUEYT

Rl —/N(CEBERT], £ERELRWES(C. I-YZIEEINE
VLAN (FARRYRND=IRE) (3EHEI B, [Server Fail
Network] T [Network] ZiEIRUF 9

REF: Switch Configuration Options > Table 4: Port Profile Configuration Options JUNIPES | 15
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https://www.juniper.net/documentation/us/en/software/mist/mist-wired/topics/reference/switch-config-options.html

Wired - Switch S%7E

Switch Templates: Select Switches Configuration > Port Configuration

6. [Select Switches Configuration] T [Add Rule] 22Uw%. [Info] 47T [Name] #E&ELFT
XgRikEs %z [Applies to name]. [Applies to switch role]. [Applies to switch model] DWINHT
EBELET

‘ Select Switches Configuration | ‘

default Port Config ‘ IP Config | IP Config (O0B) | Port Mirroring

CLl Config

L >
all remaining switches
Mame
port-config

[ Applies to switch name Offset

Applies to switches if the provided text can be found at the selected

character offset (0 = first character) within the switch name

[ ] Applies to switch role Applies to switch model
| exa100-48p v

letters, numbers, _or -

© 2025 Juniper Networks Junlper | 14
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Wired - Switch 27
Switch Templates: Select Switches Configuration > Port Configuration

7. [Port Config] #7%%Uv%. [Add Port Configuration] Z7UvysJUF9
[Port IDs] CilEFI31>49J1—A%187E. [Configuration Profile] (CYERULIZTOT71/ )V % &RUE T
[v] Z9UyJUT. Port Configuration §%E%5¢c I« [V ] T Rule % E%Z5 T UEXT

|M IP Canfig | IP Canfig (OOB) | Port Mirraring | CLI Config | v o |m IP Config | IP Config (Q0E) | Port Mirroring | CLI Config |

Apply port profiles to port ranges on matching switches Apply port profiles to port ranges on matching switches

Unassigned ports Default

New Port Configuration v =
Port IDs
I ge-0/0/0 I
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Configuration Profile

ad )
I Add Port Configuration I I secureport-dotix default({1), access v I

[] Enable Dynamic Port Configuration

Description

Up / Down Port Alerts (1]
(0 Enabled @ Disabled
Manage Alert Types in Alerts Page

Port Aggregation

() Enabled (@) Disabled

Allow switch port operator to modify port profile

O Yes (@ No

© 2025 Juniper Networks Juniper Business Use Only
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Wired - Switch &xE

Switch Templates: Assign to Sites / Save
8. [Applies to Sites] T [Assign to Sites] Z2Uvy/.

[+] 5T T —MERY 241 MiBIR (18 £6EIRT])
L. [Add] Z0Uv%. [Apply] Z0UvILETS

APPLIES TO SITES

0 . 0 . Assign to Sites
sites switches

© 2025 Juniper Networks

9. [Assign to Sites]T Switch Template DF%E%

5t rLET

Change language (en) = | SuN417PM 2 O (3)

Delete Template

Switch Templates #. Y1 Mc7Y1>
CCHALET '
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u ] =rl‘l-hl - - .
ered - SWltCh = AE Organization > Switch Template.
Per Switch Configuration BIIC. AIYFBTHREIFLETEFT

Site > Switch Configuration %{£H

1. [Switches] N5, ERTEI D AMVFEIRLFT

Juniper Mist

@ Monitor

E| Marvis™
23 ciients
E] Access Points

Switches

(+) waN Edges

Q} s
= Mist Edges

"C.':.? Location

© 2025 Juniper Networks

o ORGANIZATION Change language (en) = | sune3spm 2 Q (@

SW|tChE‘S main_site List = Topology  Location | 8:38:00 PM (updates every 3 minutes) & Inventory Claim Switches

2 0 oW

Cloud Connected Discovered Wired Clients Total Allocated

Switches Switches AP Power

m Switch-AP Affinity 'l:::::l PoE Compliance VLANS m Version Compliance 'l:l::l Switch Uptime 'l::::l Config Success

| Fite |
O Status Mame & IP Address Model Mist APs Wireless Clients Wired Clients Insights
OJ Connected ex4300  100.123.105.1 EX4300-48T 1 2 2 switch Insights
OJ Connected VEX 100.123.251.0  VEX9214 0 0 1 switch Insights

Juniper

17
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- . =FUr=as Template MMERENTVSIES, Override
Wl I‘ed - SWltCh nXAE Site/Template Settings b“i\%\z_-\éh&"?
Per Switch Configuration FIYOUT, HEDEM - LESHTEET

2. [Authentication Servers] T [Mist Auth] Z:%EiR, 3. [Port Profiles] T [Add Profile] Z20UvIULEd
FDMATS A ZEETEUET

PORT PROFILES

AUTHENTICATIOMN SERVERS Port configuration for a set of related ports
% Site, Template, Campus Fabric or System Define

[v| Override Site/Template Settings

* default default{1), access »

Authentication Servers €

2 Unused Profiles @

Mist Auth W
* ap default(1), runk, edge >
Timeout | 5 | (0 - 1000 seconds) ¢ TimeOUt * disabled port disabled »
» Retries
Retries | 3 | (0-100 - Enhanced TImers e R e e
« Interim Interval  uplink defaul(1), runk >

Enhanced Timers €Y
(O Enabled (@ Disabled

Source Address

Interim Interval | ] (0 - 86400 seconds)

Source Address €

Mone W

><I| Add Profile

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



Wired - Switch %7€ [E‘aﬁﬂﬂ@%’z"ﬁ?? L

Per Switch Configuration TDATSIVE, p.11, p.13 S8

4.(a) Port Profile: 802.1X 5851k 4.(b) Port Profile: MAB 33

Mew Port Profile v X New Port Profile v o
Name Mame
I secureport-dot1x I [Na me] (:ij}_//{}L%% I Secureportdotix I [Name] (:ij?’()b%%
=u== Port Enabled gnﬂ_‘_‘bia_
= o AE
Port Enabled ubeaEg— @ Enabled () Disabled
@ Enabled () Disabled
Description
Description
A
A
Mode
Mode ) Trunk @ Access
(O Trunk @ Access Port Network (Untagged/Native VLAN)
| default 1w |
Port Network (Untagged/Native VLAN)
| default 1V | VoIP Network
| Mone v |
VolP Network
| Mone hd | Use dot1x authentication I [Use doth authentlcatlon] %
[ Allow Multiple Supplicants }I\ygbasg_
Use dot1x authentication I [Use dotlx authent|cat|on] % [ ] Dynamic VLAN @ ) )
[] Allow Multiple Supplicants }I\yabasa' Mac authentication I [MaC authentlcatlon] %}I‘yq
[] Mac authentication anly L/ia_
[] Dynamic VLAN @
Authentication Protocol
[] Mac authentication |
Mone v
[ Use Guest Network :
[] Use Guest Network
[] Bypass authentication when server is down
[] Bypass authentication when server is down

JUNIPET | 15
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Wired - Switch

Per Switch Configuration

A
-1

5. [Port Configuration] T [Add Port Configuration] Z2UvJULEd

[Port IDs] CilEFI31>49J1—A%187E. [Configuration Profile] (CYERULIZTOT71/ )V % &RUE T

[V] &7 ILET

© 2025 Juniper Networks

PORT CONFIGURATION

Port Profile Assignment
# Site, Template, or System Defined

Unassigned ports Default

I Add Port Configuration I

New Port Configuration W I ¥
Port IDs
ge-0/0/0 =] |
/041, ge-0/0/4, ge-0/1/1-23, etr)
Interface
@ L2interface () L3interface () L3 sub-interfaces

Configuration Profile

secureport-dotix default(1), access v

[] Enable Dynamic Port Configuration

Description

Up / Down Port Alerts €

O Enabled @ Disabled
Manage Alert Types in Alerts Page
Port Aggregation

() Enabled @ Disabled

Allow switch port operator to modify port profile
) Yes (@ Mo

Juniper Business Use Only

[Port IDs] CEAHI%1>7J1—R%

BELFY

[Configuration Profile] (CYERLUTE

JOI7AIVeERUET
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Wired - Switch S%7E

Per Switch Configuration

6. [Save] CEXEZTT F LET

Change language (en) = | SUNg27PM 2 Q  (3)

Utilities » 3

el FTROWTNTETEET )
« Organization > Switch Templates > {Template}
- Site > Switch Configuration > {Site}
« Switches > {Switch}

EHMHDIREOE DS, Switch Templates TORENHEIETT
Switch Template T Network. Port Profile Z5%3E. EBIAIYFT
\Port Configuration ZEEI I REHASDOETERETSIILETEET

© 2025 Juniper Networks Juniper Business Use Only
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Wired - Switch 527

Port Profile/Client Info

Switches &0,

Front Panel Port List
EX4300-48T
I
Port Profile —=
Client Info —_—

© 2025 Juniper Networks

SZHDRAYFEER, R—

NIAA-N-TER=R

——
o

363840 42 44 4

Untagged VLAN
Dynamic Port

Configuration -

Authentication

Mame
MAC Address
IP Address

121416 18 20 20 242628 3032 34
ge-0/0/0 —
Speed 1G
PoE Admin Status Enabled
PoE Operation Status Off
Power Draw --
Duplex Full Duplex
STP Forwarding, as designate
BPS 2 KkIN /536 0UT
Profile secureport-doti®
Port Mode access

Mist AP

= 1

Profile £

soalk /3 I\

o Dotlx

B a5:f7:d9:34:df:82
a8:f7:d9:34:df:82
10.0.0.3

WiFi Clients 1

Junip

Port Profile

Client Info

er Business Use Only

NeXIAA—)\N—F BT,

s

—

———
o

ge-0/0/3

Speed 1G

PoE Admin Status Enabled

PoE Operation Status Off

n:unIEjj__tj(i = G%‘ |ﬁ *E;EEE me‘%ig_

T Uplink

Power Draw --
Duplex Full Duplex
STP Forwarding, as designated
BPS OIN /344 OUT -
Profile secureport-mac PrOfIIe g

Port Mode access
Untagged VLAN 1

Dynamic Port
Configuration -

Authentication Dot1x/MAB
Hostname --
Username 005056befbdc

MAC Address 00
IPvd Address 10.0.0.3
IPv6 Address -

Manufacturer ViMware

FosE TN
Dotlx/MAB

JUDIP el | 22
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