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Mist Auth Proxy

Mist Edge Auth Proxy

Access Assurance (3. Mist Edge £ T&1HF93 Mist Auth Proxy Z/&EHIAET. H—RIN-F74F7)\( X
(3F Mist BIEMRT /A )L TIVRI-T - BRI - OB 2 R— UET

- Mist Edge Appliance(£E7)) #Fizld VM(ME-VM-OC-PROXY) T Auth Proxy U TCHEBELE T
« Mist Auth Proxy R TOFANHERETI (Tunterm/OC Proxy #EEEE DEIIFFIF (FIEHELR)

« HB—R/N\N—-747/\1 X% Radius Client LU TGENIUVEY

« Organization LNVDFREETOF ¢ U THEBELE T (1 MBDSRBEARE)

- 519 OOBM IP iXE#HEETI (OOBM IP % Radius H—/NeULTER)

 Auth Label TH—RN\=F74R25 -5 )\AX%Z3ETEUIc Auth Policy (CLBEREENEIEETT

UDP:1812 radsec.nac.mist.com
% UDP:1813 TCP:2083
O = iR G
0 : S —¢)— & m
/Q\ Mist Edge Mist Cloud
Access Assurance
3rd Party Infrastructure Radius Proxy

® Enabled O Disabled

Type
Mist Auth Proxy =

RADIUS Clients Add Client
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Mist Auth Proxy 0)%9;"@ Mist Edge Cluster ICT Mist

Auth P ERIEZITL
Mist Edges > {Mist Edge Clusters} ! roxy BEZ{TNET
1. [Mist Edges] Z#2Jw/JU. Mist Auth Proxy Z:%TE9 % [Mist Edge Clusters] ZJUyIULET

@ monitor Mist Edge Invento ry Entire Org ~ Claim Mist Edge | | Create MistEdge | =

E| Marvis™ | @, Filter ‘ 1-1of 1

Q)
~—n Clients (] status Name R Registration Cluster Tunnel1Pv4  TunnelIPvé  OOBM IPv4 Address  OOBM MAC Address  Site Model Uptime  LastSeen  Version

O e cConnected MistEdge Registered ME-AuthProxy -- - 10.0.110.100 - Unassigned WM ]
B Access Points

Switches

(+) waN Edges

S wist Ecges SMEITIETAIAODEDDET

4 —— L4
<7 Location : Radius Proxy
* Mist Edge Clusters Create Cluster
|:|EI|:| Analytics | o Filter ‘ 1-1 of 1
|:|Dl:| Site Name A Mist Edges Mist Tunnels Connections Tunnel IPs Tunnel Host Selection Radius Proxy
ME-AuthProxy MistEdge 0 Shuffle )
[Ag AsB Testing &

@ Organization

Juniper | 5
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Mist Auth Proxy %7€ [ﬂ—wt—;ﬁ-‘i\“—rza Radius L’

Clients (CEM
Mist Edges > {Mist Edge Clusters} > Radius Proxy lents [GEILET

2. [Radius Proxy] T [Enabled] (&R, [Type] (. [Mist Auth Proxy] Zi#iRU. [Add Client] h*5.
[Radius Client] Z:%EUEY

Radius Proxy Radius Proxy
O Enabled ® Disabled ® Enabled O Disabled . i
T Radius Client
T =Srur=aay
Pe E’R"IE&\ aU“Ja
' Mist Auth Proxy -
New Client v X
Radius Proxy
@® Enabled |C' Disabled IF Address I
Type it EI;@A_\ddress] ZESIE
Mist Auth Proxy - Brocade
Shared Secret . .
Cisco Wireless
RADIUS Clients AddClient | | e | | |77 L-Sb,ll.ared Secret] (a Cisco DMAC
Revea ER}:EL/&? Gi Wi I:I
Ip Vendor Site - isco Wire
Mo clients defined Vendor Cisco Meraki
Cisco Wired - [Vendor] ZIEIRLET HPE/Aruba
Generic IETF
Site :
. . Juniper
Select a site - [S|te_] %‘:@}Rbi@“ Palo Alto
(Optional)
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Mist Edges > {Mist Edge Clusters} > Radius Proxy

3. Radius Client 721825 E I 1%L, [Add Client] &DENRELET
[Save] 27Uv-JULT. Mist Edge Clusters O EZFZ TUEY

Radius Proxy
® Enabled O Disabled
Type

| Mist Auth Proxy - |

RADIUS Clients
P

172.16.128.2
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| Upgrade Service | Delete Save | Cancel |
. H.A,
Anfid Client ;3\.;%615 = (i
‘u’fndur | Site ﬁu Bﬁ?éigé(i
Cisco Wired HQ j‘E'fﬁT’f:l\J’i
RETIRAR 2Uv9
V99
w Edit Client
IP Address
172.16.128.2
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H—R)N\—=717/)\1 X%, Auth Policy T{ERTZ3)Y-RELTHBITAIZHD Auth Policy Label ZENLET

1. [Organization] »5. [Auth Policy Label] Z2Uvw2. [Add Label] Z2UvJUE S

2. [Label Type] T [AAA Attribute] Z:1%E1R. [Label Values] T[Custom Vender Specific Attribute] %z
EIRU. [Name] & [Value] Zs&ELET

) Mist Edges

Administrators Auth Policies Application Policy

4 Location ) e
Audit Logs Applications
nﬂ[] Analytics Inventory Certificates Hub Profiles
Mobile SDK Client Onboarding Network Topology
oy, site
Settings Endpoints Networks

Ag asB Testing &

Sy = Auth Policy Labels

@ Organization

Name Type
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Site Configuration Identity Providers WAN Edge Templates

Campus Fabric Device Profiles

Switch Templates Labels
Pre-Shared Keys
RF Templates

WLAN Templates

Add Label

Juniper Business Use Only

Label Name

I Cisco I

Label Type

I AAM Attribute v I

Label Values

I Custom Vendor Specific Attribute 'I
Add Attribute 0]
Name Value
Cisco-Av-pair shell:priv-IvI=15
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Organization > Auth Policy

Auth Policy Zs*TEUZEY

1. [Organization] »5. [Auth Policy] Z#2Uv%. [Add Rule] 20Uy ULET

2. [Name](Optional) %#:&7E. [Match Criteria] (&R —%ZIBTE. TOMMNEREEZBENIU.
[Assigned Policies] (CH—R/{—F4A_S—F )L ZRIAERRUIEINILZEIRL, [Save] UEXY

% Mist Edges

Administrators Application Policy Campus Fabric Device Profiles

4 Location
Audit Logs Auth Policy Labels Applications Switch Templates Labels

Pre-Shared Keys

unU Analytics Inventory Certificates Hub Profiles

N A\ Lth Policies

Settings

B asB Testing & SieYa Wl Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

@ Organization Add Rule Create Label w“) CiSCO Wi red Show MAC Events Tﬂda}' - f:l
O No. MName Match Criteria (match on location, 5510, User Group, etc) Policy Assigned Policies (VLAN, Roles, Session Timeouts, etc) Hit Count
| 1 Cisco 4= ‘ ElIl EAP-TLS ‘ o Metwork Access Allowed +

O 2 auneoigy + [ COOEICEE) v e + 3rd J{—FAFIN1 A
Metwork Access Denied m 0) La bel

Last Last Rule All Users ) 4
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3rd Party Device Configuration

H—R){—F4RIH—F XA ZT. Radius H—/{ELT. Mist Edge ® OOBM IP 7RLZEIEFELES
EED Mist Edge 2B AL TWBIZE. JI/IA—-/\— Feld. O-RNNS23 P& FEZLET(H—-RIN-F74F7 /{01 X
DEETE(ARTFULED)

5. Cisco I0S FXTE *Ir%

aaa group server radius Mist-Access-Assurance
server name MistEdge

deadtime 2
|

aaa authentication login default group Mist-Access-Assurance
aaa authorization exec default group Mist-Access-Assurance

e :
—> radius server MistEdge
address ipv4 <mist edge OOBM IP Address> auth-port 1812 acct-port 1813

KQ\ key <shared secret>
!
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