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[FUSHIC

% AN_Z17)UE. [Client Onboarding %7€ - PSK Portalll (CDOWCEREALE T

% FIBEARZSE 2025F9AH BFmd Mist Cloud (CTHESRZZERLTHNET
EIROBEHEFRANERRDBEEUATO7YI7— NEHRZ TR T &0
https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html

& SREARSP/NIA-AFEAN T IIRIBEKICLOTERDET
BB TEANBTOFEHIE T L) IDTHEERTTE L
Mist Documentation
Juniper Mist Access Assurance Guide

S MBICHEZED Mist BAREYZ17)%Z [Y)1—232 &FIZHIVIBERYA N (CIBELUTHEDNET
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

<+ FENOAZRERMERRRICBITSEDTHDERIDESHRUICABTZEEIINESHHDIT
FEAERUCRRBSNIABRPHREZIRBIILEFMAFLLTIBATILETEIEA

<+ REN(CERHIN VDS, RS L0003 BHOBRELEEREIRCT
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EBREONMEARET, I531/7>bDENITOETIZIIC LD

i i TBERYNI=IANDAYR-FT1 IR EBICRRALET
CI Ient_ On boa rd Ing NAC Portal Tl&. 951472 MIEBHEDFHIT - BEEBETEET
Client-driven self provisioning

o 347> ME. PSK Portal (C7UtX

MPSK . SSO(SAML) Z25F (password + MFA etc..)

« QR IJ—R. SSID/passphrase M1E’~ X% passphrase OEF1T. email :@X08](Optional)
«  MPSK 5%TED SSID (CHEf

o 347> N&. PSK Portal [C79tX

« SSO(SAML) &85 (password + MFA etc..)

« SSID/passphrase Mg~ % passphrase F17. email &%
«  MPSK 5%TED SSID (CHEft

NAC Portal VERVENOITN M Marvis Client(i0S/iPad0S/Android) - a Jumper

o 347> M. NAC Portal [C79EX

EAP-TLS « SSO(SAML) F85IE (password + MFA etc..)
« Marvis Client ®97>0—-R & profile/certificate 1> A=)
«  WPA3/WPA2 802.1X(Mist Auth)s%TE®D SSID (&t

© 2025 Juniper Networks Juniper Business Use Only
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PSK Portal - BYOD

BYOD

[Organization] &0 [Client Onboarding] ZiEIRULE Y
[PSK] #J%%5w4. [Add PSK Portal] =2y UES

Juniper Mist ° ORGANIZATION n Client Onboa rdmg ﬂ 4AC

@ Monitor Monitor | Wireess | Wired | WAN | Location WECTACH Primary Site ¥ Today v O Name ssiD Portal Type Authorization URL Created

Marvis™

There are no PSK Portals in this org

o)
= Clients

[3 Access Points s .
Primary Site

Access Points Associated Clients

- Switches

(&) WAN Edges

% Mist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles
<7 Location

Audit Logs Auth Policy Labels Applications Switch Templates Labels
nﬂﬂ Analytics Inventory Certificates Hub Profiles Pre-Shared Keys

Mobile SDK Network Topology RF Templates
oy Site

Settings Endpoints Networks WLAN Templates

) AsB Testing & Site Configuration Identity Providers WAN Edge Templates

@ Organization Subscriptions WAN Topology

JUNIPEr | s
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PSK Portal - BYOD

Name / Portal Settings
[Name] Z5%7E. [Portal Type] T BYOD(SSO) %#3&EiRU. [Create] Z7UvILET

Add PSK Portal 5 Edit PSK Portal %

L s RSl Portal Authorization 1 | PSK Parameters 1

Mame

= - S | PSK Portal URL
rors o — P54 7Y NIRRT BURL

BYOD (S50) -

PSK Portal URL

https://pskportal.mist.com/#|byod/7b099109- 18b7e9 0

Layout Customization
Create Cancel

Alignment (@ left O center () right

Logo Primary Color  Background PSK Portal URL w
" Juniger Mist - e l/47Ij FO)EQE

Use Default Use Default Use Default

I

[ Hide 'Powered by juniper Mist'

m Save Cancel

JUNIPET | 10
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PSK Portal - BYOD

Portal Authorization

[Portal Authorization] T SSO O&EZITVEY
- [O44> URL] % [SSO URL] (C#xEE
« [Microsoft Entra i#pl+]%. [Issuer] (C#REC

Mist SAML Oty b FyT

Microsoft Entra ID EUSIF 3P T —Sa 28T 30BN BNET .

Entra ID - Mist €D 1

Edit PSK Portal X

Portal Settings W TGl LF-L GG PSK Parameters

Entra #&Bl+F%Z
¥REC

Issuer

pihitps:/sts.windows.net/d1db1 fde-fo bbs4/ I

0442 URL https: //login.microsoftonline.com/didbifd--- 1 |
Microsoft Entra &5IF I httEs:f/sts.windows.net/d1db1fde—f083-4f--- & :

oY 77k URL https://login.microsoftonline.com/d1db1fd--- [

© 2025 Juniper Networks

Mame ID Format

® email O Unspecified Name ID Format EE;R

Signing Algorithm

Juniper Business Use Only

BE7NIUZLEER
Certificate
a
--—--BEGIN CERTIFICATE--—
MIIC8DCCAdigAwIBAgIQMu/CKj6dsrpAg+EUVMRNCDANBgkghkiGIWOBAQSFAD '
AOMTIWMAYDVQQD
EyINaWNyb2NvZnQgQXp1cmUgRmVKZX hd GVKIFNTTyBD ZX|0aWZpY2FOZTACF
WOYNTAAMCWNTIT
MzMaPwOyODAAMjowNTIT MzNaMDQxMjAWBZNVBAMTKU1 pY3)vc29mdCEBen
VyZSBGZWRIcmFOZWQg v
MPIENIrn R n? miliy Y RIMIIBILA N Bk nb ki 0 =) oy ANRAMIRCoKICA 4 !
S50 URL Dd’f) URL E
:Ihttps:.n‘flogin.microsoftonline.comfmdb1fd 3375bb5d/sagsa=" ﬁga
Portal S50 URL B
https://api.mist.com/api/vi/pskpertal/4162ce ) ) 21e446 || 1D

m Save Cancel

NETWORKS



PSK Portal - BYOD

Portal Authorization

[Portal Authorization] T SSO DEETEZAT
- FBAZE(Base64) %[4F7>0—RU]. [Certificate] (COE—
. [MREE] &0, BEATI 3% [SAML IGEADEE BEIRL T1RF]

Entra ID — Mist €D 2

Edit PSK Portal X

Portal Settings G Le ELghyrci GG PSK Parameters

G &% |+ swovaess T @msocd-b | & -mosrhies SAM L rfx/\wgz Provide your Identity Provider information to authenticate end-users

- - BRIRLTRE

FhFed 2028/8/27 14:25:33 3F2DDCFC044D6A3CS Toesos https://sts.windows.net/d 1db1fde-f083 54/
EgiSiay I SAML [EEADEL ™ | Mame ID Eormat
EETFILIUZL | sma-2s6 v ® email O Unspecified

EHOBF X)L PRLA

Signing Algorithm

kaz-zak@viskaz.com f SHA256 ~
| SEEEIE—
SAML SERAEZS Certificate IIE = j
h‘-’bli-EBHI B O EE ~+---BEGIN CERTIFICATE-—-
HeE P47 MIICBDCCAdigAwWIBAZIQMU/CKjEdsrpAg+EUVMRNCDANBgkghkiGIWOBAQSFAD '
80 3F2DDCFC044D6A3C515C3937E287 1 AECBF960979 AOMTIWMAYDVQQD
HENFAR 2028/8/27 14:25:33 i EyiNaWnNyb3NvZnQgQ¥p1 cmUgRmMVKZX|hdGVKIFNTTYBDZX|0aWZ pY2ZFOZTARF
iﬁﬁﬂﬁﬁ){—_{b X 3 kaz-zak @viskaz.com WOyNTASMCWNTI1
FOTTT 23 A597—5 URL | https://login.microsoftenline.com/d1dbifde---- [ | MzMNaFwOyODAAMjcwNTI MzNaMDQxMjAwBgNYEAMTKU1 pY3Jvc29mdCBEBen
SHE (Bases4) oot 1 VyZSBGZWRIcmFDZWQg _ _ 5
EHE (FMI) G sl el e e
J17l—2AY AT —H XML do20-k
S50 URL

REEEAE (A723) 0 as https://login.microsoftonline.com/d1db1fde-f0 1bb54/sami2
A RIRY4 ' Portal SSO URL
7o747 1 o )

https://api.mist.com/api/v1/pskpertal/4162cef Medds || 1O
EHEEIN 0 G pITREE®

© 2025 Juniper Networks

m Save Cancel
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PSK Portal - BYOD Mist — Entra ID

Portal Authorization

[Portal SSO URL] Z Entra ID @ [BIF] & [[5& URL] (CEREELET
Edit PSK Portal X | BAR89% SAML 18R

= Sy PO YOV,
Portal Settings PSK Parameters wiF A -RnseEs

L ;T (17470 D)= ©
I S R Microsoft Entra ID [Z33L TP — 23 8ERITE—50 ID, ZD{B/F. Microsoft Entra ID 74> MADFATOF I Wr—23

Issuer T—ETHILENDIFT . BEDHRTFI4. IDP TEHEENT 550 @ SAML [EEDIIRI-H—ICRNFT,
https:/sts.windows.net/d1db1fde-fo8 154/ BUE
Name ID Format PIEEDS /&0 MISL.COM/ 80 /¥ 1/ DEKDOT I AL BECRIT O & 102/5 ¥ | 0] ]

® email O Unspecified =Rl FoEl
Signing Algorithm
J5Z URL (Assertion Consumer Service URL) * @

JEE URL (#. PV — 23 558 — 5 8 F RS 1SAT TF . Ol SAML Tl ¥"Assertion Consumer Service¥" (ACS) &
BIFFNET,

SHA256 =

Certificate
A BE

]| | ©

Y
--—BEGIN CERTIFICATE-— '

MIICSDCCAdIgAWIBAZIQMU/CKj6dsrpAq+ELVMRNCDANBgkghKiGOWOBAQSFAD
ADMTIWMAY[;EVQQDAg e g FEE URL 0EHl
EyINaWNyb2NVZnQgQXp 1 cmUgRMVKZXIhd GVKIFNTTYBDZX|0aWZ Y 2FOZTAEF
WOYNTASMCWINTI
MzNaFw0yODAAMICWNTI MzNaMDOxM
VyZSBGZWRIcMFOZWOg

https://api.mist.com/api/vl/pskportal /4162

JUyHTIE- |

https:/flogin.microsoftonline.com/d1db1fde-f083-4f59-b3db-e5133a /5 mi2
Portal SSO URL

550 URL

I https:/fapi.mist.com/api/fv/pskportal/id162cef edda I 0
|

Portal SSO URL
= T

© 2025 Juniper Networks Junlper | 13
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PSK Portal - BYOD

PSK Parameters

[PSK Parameters] Zi&EUL. [Save] LET

Edit PSK Portal

Portal Settings Portal Authorization

551D
MPSK

VLAN 1D

(1 - 4094)
Passphrase Settings
Characters: | 8
Includes

Letters
Mumbers

Special Characters
O0{_%h@#&s

PSK Validity

PSK would remain valid for | 6 Manths

[J send reminder Days | before key expiration

Max Usage

Unlimited Devices Set number of devices

Role

[ Enable Role

© 2025 Juniper Networks

WLAN Template [3FEaIICERELFT

Parameters

SSID

VLAN

Passphrase Settings

- Characters

Includes

[] Letters

[1] Numbers

[1 Special Characters

PSK Validity

- PSK would remain valid for X
days/months/years

[ 1Send reminder X days before key expiration

Max Usage
O Unlimited Devices
O Set number of devices

Role
[ ] Enable Role

Juniper Business Use Only

Description

WLAN Template TEEEUE SSID Z&EiR
— Multiple passphrases %%

VLAN Z487%E

N2 —RERTE

« JIRTD=RICHBRXFE(TIAILE: 8)

NRD—-RICEDDINEDHDFIE

%R

&=

4T (74N O[{F_%@#&$)

PSK OBZhHAfE (days/months/years)

- X days(1-1825H), X months(1-60~8),
X years(1-5%F)

L1310 X days/weeks BilCUNA >4 -840

XFI1wJ9I3BE. Key Expiration Renewal URL
HNERENET

FRRERIRERR 51 77> N &R
O HEHIR
O T)\ARE=IETE

Role MZEINHT XEnable Role FIVITU TR
Static Role
Assign Dynamically via SSO

% SAML #2HT Role ZEUSU. EIDHETFT
JUHIPGF | 14

NETWORKS



- YA U4 HIFEINTVS1EE,
PSK Portal - BYOD s | 0
Onboarding Process

BIRE (L. V547> M [PSK Portal URL] Z@AILFE T
547> M. [PSK Portal URL] (C7UtAU. Client Onboarding(t)LJJ0OE23=>4 ) &FiaLES

SSO (CLBEREENRINT DL, QR J—R, SSID. Passphrase h@imenEd
{_.,?3 IdP(Entra ID etc) (..?5 A

PSK Portal URL 04> URL N Portal SSO URL Dl_—z?ﬂ
Y~ ] SSO(SAML) [ e

[ < Spark wl
D ) B8 Microsoft B¥ Microsoft

Fhovh28IRT3 « com
=0 TR aomrvay
............... QR J—R

@ com NAT—FEBhIBE

+ soravvrEERETE
SSID
Passphrase
Email Passphrase — email i&X

Valid for X days (B%hEAIR)

. - . Create New Passphrase
THYS NE — : . X

+ MFA(ZZ£ZR506L)

Juniper Business Use Only

SSID/Passphrase &%~  JF IS

© 2025 Juniper Networks



PSK Portal - BYOD

Organization > Pre-Shared Keys

Organization > Pre-Shared Keys T. 751 7> NMEHzEZRTEET

Juniper Mist a AA Change language(en) | WED11:07PM 2 QO (%)

®Monitm pFE‘Shar—Ed KeyS ReveaIPassphrases[ Import J[ Export J[ Add Key ]:

E . ssiD Role Expiring Keys Client Count
MPSK Within 1 Menth
2 Clients Within 1 Week

: Within 1 Day
E] Access Points

Switches Q. Filer
(+) waN Edges 1-10f1
O wmist Edges O Key Name & Email MAC Created Time Medify Time Passphrase Expiration Max Usage Usage 551D VLAN ID Role Actions
= e

O .com .Com Aug 27,2025 4:59:45 PM  Aug 27, 2025 4:59:45 PN FHFFEEEE Feb 26, 2026 4:59:45 AM  Unlimited  Multiple users MPSK TEI,T

'C.? Location
|:|EI|:| Analytics
oy site

Ag aB Testing =

@ Organization

© 2025 Juniper Networks
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PSK Portal - PSK Admin

PSK Admin

[Organization] &0 [Client Onboarding] ZiEIRULE Y
[PSK] #J%%5w4. [Add PSK Portal] =2y UES

Juniper Mist ° ORGANIZATION n Client Onboa rdmg ﬂ 4AC

@ Monitor MOnl[OI’ Wireless | Wired WAN A Location : BEs Prlmary Site w Today v O Name $SID Portal Type Authorization URL Created

Marvis™

There are no PSK Portals in this org

o)
= Clients

[3 Access Points s .
Primary Site

Access Points Associated Clients

Switches

(&) WAN Edges

% Mist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles
<7 Location

Audit Logs Auth Policy Labels Applications Switch Templates Labels
nﬂﬂ Analytics Inventory Certificates Hub Profiles Pre-Shared Keys

Mobile SDK Network Topology RF Templates
oy Site

Settings Endpoints Networks WLAN Templates

) AsB Testing & Site Configuration Identity Providers WAN Edge Templates

@ Organization Subscriptions WAN Topology

JUNIPET | 1
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PSK Portal - PSK Admin

Name / Portal Settings
[Name] Z5%7E. [Portal Type] T BYOD(SSO) %#3&EiRU. [Create] Z7UvILET

' Add PSK Portal e Edit PSK Portal %

g clit=iely o Portal Authorization 1 | PSK Parameters |

name Portal Type
PSK Admin - PSK Admin ~
Portal Type Name  requrd PSK Portal URL

PSK Admin ~ PSK Admin - 95'{7> b(:ﬁﬁ?%URL

PSK Portal URL

https://pskportal.mist.com/#ladmin/ed35 }-7c5a26efcab | | O

Logo Primary Color

-11 Junlm " -

Use Default Use Default

PSK Portal URL @
L1779 NDESTE

[ Hide 'Powered by Juniper Mist'

[ Hide PSKs created by other admins

m Sawve Cancel

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



PSK Portal - PSK Admin

Portal Authorization

[Portal Authorization] T SSO O&EZITVEY
- [O44> URL] % [SSO URL] (C#xEE
« [Microsoft Entra i#pl+]%. [Issuer] (C#REC

Mist SAML Oty b FyT

Microsoft Entra ID EUSIF 3P T —Sa 28T 30BN BNET .

Entra ID - Mist €D 1

Edit PSK Portal X

Portal Settings W TGl LF-L GG PSK Parameters

Entra #&Bl+F%Z
¥REC

Issuer

:Ihttps:.«‘fsls. windows.net/d1db1fde-f083 V54 I

0442 URL https: //login.microsoftonline.com/didbifd--- 1 |
Microsoft Entra &5IF I httEs:f/sts.windows.net/d1db1fde—f083-4f--- & :

oY 77k URL https://login.microsoftonline.com/d1db1fd--- [

© 2025 Juniper Networks Juniper Business Use Only

Mame ID Format

® email O Unspecified Name ID Format EE;R

Signing Algorithm

BE7NIUZLEER
Certificate
a
--—--BEGIN CERTIFICATE--—
MIIC8DCCAdigAwIBAgIQMu/CKj6dsrpAg+EUVMRNCDANBgkghkiGIWOBAQSFAD '
AOMTIWMAYDVQQD
EyINaWNyb2NvZnQgQXp1cmUgRmVKZX hd GVKIFNTTyBD ZX|0aWZpY2FOZTACF
WOYNTAAMCWNTIT
MzMaPwOyODAAMjowNTIT MzNaMDQxMjAWBZNVBAMTKU1 pY3)vc29mdCEBen
VyZSBGZWRIcmFOZWQg v
MPIENIrn R n? miliy Y RIMIIBILA N Bk nb ki 0 =) oy ANRAMIRCoKICA 4 !
S50 URL Dd’f) URL E
:Ihttps:.n‘flogin.microsoftonline.comfmdb1fde- 75bb5d/sagaa= ﬁga
Portal S50 URL B
https://api.mist.com/api/v1/pskpertal/4162c 721e446 || 1O

m Save Cancel
JUﬂIPGF | 20
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PSK Portal - PSK Admin Entra ID — Mist 20 2

Portal Authorization

[Portal Authorization] T SSO OF&EZITVES
- IEBAZE(Base64) Z[4D>0—RU]. [Certificate] (COE— Edit PSK Portal X
o [iRE] &D. BEATZ 3% [SAML [EENDEL ZEIRL C[FF]
Paortal 5ettings PSK Parameters

[ == |+ sLvasss T oomsoafi-b | & J—Rusisass SAM L mg/\@g% Pravide your Identity Provider information to authenticate end-users
e AR #0 EE;RU'C@# Issuer

FhFd 2028/8/27 14:25:33 3F2DDCFC044DEA3CY https://sts.windows.net/d1db1fde-f083-4f59-b3db-e5133a75bb54/

EEATay I SAML [EENDEES M | Name ID Format

® email O Unspecified

ELTNIULL | sma-2s6 v

Signing Algorithm
EHOBTF A PRLA Bning A8

kaz-zak@viskaz.com f SHA256 ~
’ SEBAEZIE—

SAML SERAEZS _ Certificate IIE = j

- i
h‘—bzli.liml ~ O s --—BEGIN CERTIFICATE-—
Hes 7747 MIIC8DCCAdigAwIBAgIQMu/CKj6dsrpAg+EUVMRNCDANBgkghkiGIWOBAQSFAD '
80 3F2DDCFC044D6A3C515C3937E287 1 AECBF960979 AOMTIWMAYDVQQD
HENFAR 2028/8/27 14:25:33 i EyiNaWNyb2NVZNQgQXp 1 cmUgRMVKZX| hd GVKIFNTTyBDZX|0aWZpY2ZFOZTACF
iﬁﬁﬂﬁﬁ){—_{b X 3 kaz-zak @viskaz.com WOyNTASMCWNTI1
FOTTT 23 A597—5 URL | https://login.microsoftenline.com/d1dbifde---- [ | MzMNaFwOyODAAMjcwNTI MzNaMDQxMjAwBgNYEAMTKU1 pY3Jvc29mdCBEBen
SHE (Bases4) G} VyZSBGZWRIcmFDZWQg
SEEASE (FRANT) o> 0-F
J17l—2AY AT —H XML do20-k

S50 URL
REEEAE (A723) 0 as https://login.microsoftonline.com/d1db1fde- 75bb34/sami2
A RIRY4 ' Portal SSO URL
7o747 1 o )
https://api.mist.com/api/v1/pskpertal/4162c 721e446 || 1O

HHFPRETIN 0 ps-/fap! puv1/pskp

m Sawve Cancel

NETWORKS
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PSK Portal - PSK Admin

Portal Authorization

[Portal SSO URL] Z Entra ID @ [

Edit PSK Portal
Portal Settings LRI GLIFELGLIE  PSK Parameters

Issuer

https:/sts.windows.net/d1db1fde- 3bbs4s
Name ID Format
® Email O Unspecified

Signing Algorithm

Mist = Entra ID

skallF] & [I6E URL] (CERECLFT

X BAH7%4 SAML i8R
g | & J-Rwitihass
ERITF (I0747 ID) = ©

Microsoft Entra ID (Z3#L TPV —23 B85 95 —&0 ID, Z(DBIZ. Microsoft Entra ID 74> NAIDGTATOFIr—23>
T—ETHSHENBIFT, BEDZRAFL. IDP TELENE 550 @ SAML HEDHSEI-H—CaFT.

B

https://api.mist.com/api/v1/pskportal/4 162cef7-fOc 162/s- | @ ]
SHRIFoE

J5Z URL (Assertion Consumer Service URL) * @

SHAZE ¥ JEE URL (#. PV — 23 558 — 5 8 F RS 1SAT TF . Ol SAML Tl ¥"Assertion Consumer Service¥" (ACS) &
EFFNET,
Certificate
A BE
a
—-—BEGIN CERTIFICATE— https://api.mist.com,/api/vl/pskportal /4162 37 JI| | @
MIICEDCCAdigAWIBAZIOMU/CKj6dsrpAg+EUVMRNCDAN BgkghkiGOWOBAQSFAD = -
ADMTIWMAYDVQQD S URL DM
EyINaWNyb3NvZnQgeQXp 1 cmUgRmVKZX| hdGVKIFNTTYBDZX|0aWZpY2FOZTARF
WOYNTASMCWNTI
MzMNaPwOyODAIMoWNTIT MzNaMDQxM
VYZSBGZWRIcmFOZWG g [
| sUyoTIE— |
550 URL
https:/flogin.microsoftonline.com/d1db1fde-f083-4f59-b3db-e5133a /5 mi2
Portal S50 URL
I https:/fapi.mist.com/api/fv/pskportal/id162cef edda I 0
' Portal SSO URL
m Save Cancel

© 2025 Juniper Networks
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PSK Portal - PSK Admin

PSK Parameters

WLAN Template [3FE8IICERELET

[PSK Parameters] Zz&EL. [Save] LEY

Edit PSK Portal

Portal Settings Portal Authorization

551D
MPSK -

VLAN ID

(1 -4004)
Passphrase Settings
Characters: | 8
Includes

Letters
MNumbers

Special Characters
(00 %@#as

PSK Validity

PSK would remain valid for | & Maonths W

[ send reminder Days = before key expiration

Max Usage

Unlimited Devices Set number of devices

Role

[T Enable Role
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Parameters

SSID

VLAN

Passphrase Settings

- Characters

Includes

[] Letters

(] Numbers

[1 Special Characters

PSK Validity

- PSK would remain valid for X
days/months/years

[ 1Send reminder X days before key expiration

Max Usage
O Unlimited Devices
O Set number of devices

Role
[] Enable Role

Juniper Business Use Only

Description

WLAN Template Ts&EU SSID Z:&EIR
- Multiple passphrases %Z:%7E

VLAN Z$8%E

NZIL—RERTE

« KRT—RICHEBRXXFE(TIAILE: 8)

JNRAD—-RCEDINEDHDNFIE

WSS

&=

45T (FTAVN: O[KY_%@#8&$)

PSK mB%hHAfE (days/months/years)

- X days(1-1825H), X months(1-6058),
X years(1-5%)

155300 X days/weeks BiIlCUNA >4 —i@4]

e n] BB 7> N ZAETE

O HEFIR

O FTINARE=IEE

Role OEINHT

Static Role

% Enable Role (CF1wI 9L, RoRENFT
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PSK Portal - PSK Admin [w/w BT S

D) OCAFAEENET
Onboarding Process

BIEE(L. V517> M [PSK Portal URL] #@ANLES
547> ME. [PSK Portal URL] ([C749tAU. Client Onboarding(Z)LJ70E>3=>))=ktaUES
SSO (CLBEREENRINT DL, SSID & Passphrase b‘ka_-\éﬂiﬁ“(Add Key W5 E006HR])

(_..7-) IdP(Entra ID etc) .,- %

PSK Portal URL SR 04> URL Portal SSO URL
V=== SSO(SAML) | % E@

< Spark all F Mn:40 o 51% < Spark ull T 1:40 e ) .l docomo = 11:29 W 51% 4 )
BE Microsoft BE Microsoft
FPHYY CEZRTS . | com .'l.' Juniper Mist™ pre-Shared Keys
................................................................ JR2T— K DAS
C— - —
zzzzzzzzzzzzz
IE There are no Pre-Shared Keys
+ RornvsEEETs
7hI> MEIR NNRD—-RAH INZIL — X DR Name. Ema|I PSK

MFA(%E?EDWIE) — Add Key h'5 Validity Z5%1E
Juniper Business Use Only 4/EEEBEE‘E
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PSK Portal - PSK Admin

Organization > Pre-Shared Keys

Organization > Pre-Shared Keys T. 751 7> NMEHzEZRTEET
O ~

Juniper Mist
@ Monitor
E Marvis™
22 ciients
E] Access Points

Switches

(+) waN Edges

O wmis
= Mist Edges

'C.? Location

|:|EI|:| Analytics

oy site

Ag aB Testing =

@ Organization
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Pre-Shared Keys

SsID
MPSK
Q  Filter
O Key Mame & Email
O .com .COMm

Role

MAC

Expiring Keys
Within 1 Menth

within 1 Week

Within 1 Day

Created Time Medify Time Passphrase

Aug 27, 2025 4:59:45 PM  Aug 27, 2025 4:59:45 PM  FHeEsas
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Expiration

Feb 26, 2026 4:59:45 AM

Change language (en) =

WED 11:07 PM

]

@

ReveaIPassphrases[ Import J[ Export J[ Add Key ]:

Client Count
Max Usage Usage 551D
Unlimited  Multiple users MPSK

VLAN ID

Role

1-10f 1

Actions

T
]
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Entra ID SAML SSO

mst AE AL e

Entra ID > I9—-J 34 X7V5—-33> > LW Us—-33>
Entra ID O [I>A—-T 34 X7 U5 —-23>] &0, [FrLW U —23>] 29UvHIUFET

Microsoft Entra E3t>45—

P -2 H-FR. B hOEE (GH)

I  Copilot

M—bs > IA-TFAL FRVr—3a | §ATOF -3 » Mist SAML SSO | SAML A—208 1 >4 » SAML A—208A2AY > I29-T3AX PIVr—3a

f® *-L
IVR=TSAX TV r—=oay | IRTOF N Vr—33y - P
& T-vIvk mEE Lman
« Fomurip—san §O 85 L dovo-k @iafi-t @ JLt-oiEs B | B Ab-ms | & —Ruoisass
* BRICAD ~ e
0 == Microsoft Entra 73hE 1D J0)I5—EUTHRTRLICRESNTVS. JESOBBAOT AW - ERTE. JIVG—ILE. BHEUET,
4 EnalD - X REDRELERR ERTEEANTVET I - S OUR e, TIW — S OBRH0ET,
® m= -
2 P T -2 0REELEATITIN D T | FAM-SaomE == TA-THA T3 K TIUU-3a DROETEEE X T JL5-om
2 a-v-— B FATOF I —ay 10 BOFIr- A ROM0ELE
o gI—-F B F5{ri—h Fyh—8 2704 &l T ATIORID FIWr-2a> ID =LR=3 URL #ERE 1y ERESWER-  POT(TUIER- MBIF URI (T
2 Fiq1R & 1-v-uE
B FAREEY— )L
|g zvs-751277u
W HRSLEIHEEEE
R 77UoER
’ T
%o BACERE & SREPIER
& ABERE/N— - @O EAEEPHEANE
B Exqr#—-Ex FPOFET4
Q DeFaUFs 23T D B0y
il ERRRSiESR
R WEHE
& zznd
B XRT—F Uy b & Tobuamh 0
B8 ARELEF2UFEH = FHER LE1—
B mEsE @ sEsoEEER
N 5 —IEISIEDER
EE  External Identities
rSTNZa-F42T + HR-k
& FHrrEEES

v & sibwtf-r I
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mst AE AL e

MBOF7IVT—>3>DIER

RBOT7IVT—23>0ERk] 29097, [7IVR] ZF=HEL. [FrIU—-([CRINSBVEDMMOT T )T —3
TEIR, [TERK] 2 0ILET
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Microsoft Entra EE{>49—

F=L

I—x2k

BRICAD

Entra ID

Lt

a—4—

IN—F

FIAR
I8—FSAXFPITY
T7UnER

BRI CERE
REERE N —~T—
EXA 2 H=—EX
DE*all7s 227
RREEAE

RRT7=F UEyk
NAZLEFa T BIE
FEBAERRS

External Identities

73> HEm

<«

F+S5U—0D Mist Cloud Admin
SSO TERXEITDILHETEFT

3/%%)LI:I[J35§_]

£ Y- Y-ER RO bR (G6H)

* > SAML R=2DHA>AY > IVA-T5AX 7THIr—3a> | FATOFAIr—33> > Microsoft Entra Fv3—-%288T3 >

Microsoft Entra ¥ ¥ 5 1) —%8E9 3

I + mBo7Nr- /s/zmﬁﬁszl & 24— K IBH8E

Microsoft Entra 77 ¥r3U-(1. ¥24)L B4 24 (S50) LEB1-1- JoLvaz YoRMeBas BRI T 37 UNEFEsBRenTY
H-RENRLCT NI BN TEET, CCTREOT I — S 2 SBERRIERL TURV, BRIV -3 e OB L T
RERUTEST, CORS.

(£ 7Hr-saaBm | sz vt waT 24— PHOYNOERE : Al P : 34

939K ToyhIA—14

Amazon Web Services (AWS) Google Cloud Platform
\*-n——/7
Google Cloud

ASILZ2DF -3

AV Z2OFAYr-3avmEh
Microsoft Entra FFWr—33> JOFS#48RLT. U5/ TRE
EnfUE-h POEAERRLET.

FRr-3a> ToFS0REmER
TR -3y Fo+SEBALTAY ILIROT T -3
UE- N PURARRHT BAAECOVTHIALET.

D) JrFL-arss0 D FoEvam ek

EBOPNT-33>

Adobe Identity
A Management (SAML)

Atlassian Cloud A
Atlassian aWS A
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MEOF7FVTr—2 3> DER X
& J-Rustinaes

REQFI-Sa MR TVSEE. PTW -2 TOFSREALTVSEE. INEFeTY-1
BV -3 eRaT 3L BB 8a. CITRAOF - S R FRTEET.

BEVOTNOERIEATTH?
I Mist PSK ™ |

TV —S 3 TEDESRBIERITVRVTTA?

O AT - 23t TRESNLUE- N PHEAROT NI -33> JoFs
ZRALET

(O 7Hr-23228RUT Microsoft Entra ID HRELET (RARBROFT))

FrIU-ICRINSBVEOMOT I - amaULET (Fr3U-Lst
—

IME— BT AR B IROF I —Sas i RONMDELE
AIREIE SR eI P —SalEERT AL EBHALET.

wnesr# Application Experience
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FEPARE

External Identities

7> HEES
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TDhEEE R EIRLTNXT

e > IDA-TAX FIVT—330 | IRTOF -3 > Microsoft Entra Fv3U—%E8B93 > I A-T3(X 7P —3a3s | IRTO7 -3 »

5
=l

B ==

FI04:E

K PIEQBERLRER
i

I Joiss

& FFEs

d 0-JWEESE

& 1-¥-e-7

D WAL YA

» Jokyazyd

B FAr-say Jofy
C wLIY-ER

Fauro

© FMHEEFIER
i PorREE

Q M-I ORESHE
PIT4ETA

D Y14 0d

il ERRRESFEER
£E0Y
JoEvaz»d of

= PHUA LEa—

Mist PSK | 142

IV BR-TSAXTFIVr—ar

-
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[ mist sk ]

FRr-33010 ©

[ sf2e912e-17b8-4916-8084-— D |

A7 10 ©

[ 8cobbe13-6702-4bae-of99-— v

Getting Started

1, I-Y-tIN—TOB0HET
BEOI-Y-BLWIIN-TE7 N -23>
NOTITAERS
1-Y-EI-ToBnST

3. 1-¥- PHostoTOESa=>Y
FIVr-235E1-H- Tho M B8N
[HERBEUHIRE

RO

5. 7 4=t

1-4-#f Microsoft Entra ISH&BEEER
UTF W —2asn07 ot A2 BRTESES
£33
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SAML

mst AE AL e

SIINBADASFHROERT, [SAML] ZERUFT
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SAML E%3E
SAML ZeELFT

SAML (&334 YA oAty b Py T

Trrle—Za TORLICESS 550 TR, U7y, ST, 1R 1-Y— TOZAULLANE FL. TEIFROES, OpenlD
Connect #1212 QAuth MMEREHTUGVEFOT M —Sa 0S1l, TEST SAML 32470 U Lo SRl TUZE0, BEEC 0TI

SHGETR(EEL,

LIT#ESEH A MR o Mist PSK #EET S0 T,

FAERIL SAML AL

P 4

Portal SSO URL
— #BlF (I>7174 ID)
— & URL

n
>

T (127474 ID)

%3 URL { Assertion Consumer Service U @3

L)

-_
UL—4AE (KEFTIRE)
P URL (ST

EEREETL— b

A F8 1 TEED - RCADL TS

givenname
sumarme
emailaddress
name
|14 ID

SAML HEHE

=R
TR
1EER

EREER

STl

FIMTTTL—3az 45T~ URL
FFHE (Baset4)

SEHRR (ARDT)

JrFL—ba X575 ML

WIS (A755)
]

e
BRI

Mist PSK drizy bPu

i}

user.givenname
usersumanme

i SAML [HEAD

useruserprindipalname
useruserprindpalname

ERER

E o
Fard Z
3ERS4ATAZACEIAFIO3CEB4301BD0SEICIC2EE3E
9

2030/3/20 9:05:02
kaz- v com
-/ lagio mic ine.com/d1dblfde D|

mst AE AL e

Entra ID

Microsoft Entra i#plF
— Issuer

Mist

Edit NAC Onboarding Portal X
Portal Settings Onboarding Parameters

Issuer

B hitps://sts.windows.net/d1db1 fde-f083-4f 75bb54/ |

49> 0—k
0=

A0

P 4

Microsoft Entra ID £V SF I —Sadilgid Sahm0Ed .

D41 URL
Microsoft Entra #HE1F
4Pk URL

Mist PSK T3l S A4 Test

sEHAZ (Baseb4)
— Certificate

Name ID Format
® email O Unspecified

Signing Algorithm

SHA256 ~

Certificate

--—-BEGIN CERTIFICATE-——
MIIC8DCCAdigAWIBAGIQR]MFQ28IN7xI3LLOAea20 TANBgkghkiGIWOBAQSFADAD
MTIWMAYDVQQD

044> URL
— SSO URL

\ 4

EyINaWNyb3NvZnQgQXp1cmUgRmMVKZXJhdGVKIFNTTyBDZX|0aWZpY2FOZTAeF
WOYNTASMDMwM;l1
MTZaFw0yODASMDMwM,i1MTdaMDQxMjAwWBgNVBAMTKU1pY3jvc29mdCBBen
VyZSBGZWRIcmFOZWQg

 //SES. WINGOWS.NET/0 10D 1108-TUS.5- 815

https:/login.microsoftonfine.com/d1dbifde:-

LA S LA IREL TUBIE S TestLES, -~ 1P A B, 2-Y—8 24— FL—TGEhL T

HENES.

A FW 1 TERI A RO DL T

SSO URL

:: https://login.microsoftonline.com/d1db1fde-f083-4f59-b3d Ysaml2 I
Portal SSO URL
I https://api.mist.com/api/v1/nacportal/d59f020d-46es 49dfbc§| a}
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