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[FUSHIC

% AN_Z17)UE. [Client Onboarding %7 - NAC Portal)] (CDOWTERBALE T

% FIBEARZSE 2025F9AH BFmd Mist Cloud (CTHESRZZERLTHNET
EIROBEHEFRANERRDBEEUATO7YI7— NEHRZ TR T &0
https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html

& SREARSP/NIA-AFEAN T IIRIBEKICLOTERDET
BB TEANBTOFEHIE T L) IDTHEERTTE L
Mist Documentation
Juniper Mist Access Assurance Guide

S MBICHEZED Mist BAREYZ17)%Z [Y)1—232 &FIZHIVIBERYA N (CIBELUTHEDNET
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

<+ FENOAZRERMERRRICBITSEDTHDERIDESHRUICABTZEEIINESHHDIT
FEAERUCRRBSNIABRPHREZIRBIILEFMAFLLTIBATILETEIEA

<+ REN(CERHIN VDS, RS L0003 BHOBRELEEREIRCT
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https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html
https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html
https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html
https://www.juniper.net/documentation/us/en/software/mist/product-updates/latest.html
https://www.juniper.net/documentation/product/us/en/mist/
https://www.juniper.net/documentation/us/en/software/mist/mist-access/index.html
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
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EBREONMEARET, I531/7>bDENITOETIZIIC LD

i i TBERYNI=IANDAYR-FT1 IR EBICRRALET
CI Ient_ On boa rd Ing NAC Portal Tl&. 951472 MIEBHEDFHIT - BEEBETEET
Client-driven self provisioning

o 347> ME. PSK Portal (C7UtX

MPSK . SSO(SAML) Z25F (password + MFA etc..)

« QR IJ—R. SSID/passphrase M1E’~ X% passphrase OEF1T. email :@X08](Optional)
«  MPSK 5%TED SSID (CHEf

o 347> N&. PSK Portal [C79tX

« SSO(SAML) &85 (password + MFA etc..)

« SSID/passphrase Mg~ % passphrase F17. email &%
«  MPSK 5%TED SSID (CHEft

NAC Portal VERVENOITN M Marvis Client(i0S/iPad0S/Android) - N Jumper

o 347> M. NAC Portal [C79EX

EAP-TLS « SSO(SAML) F85IE (password + MFA etc..)
« Marvis Client ®97>0—-R & profile/certificate 1> A=)
«  WPA3/WPA2 802.1X(Mist Auth)s%TE®D SSID (&t

© 2025 Juniper Networks Juniper Business Use Only
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NAC Portal

Organization > Certificates

[Organization] & [Certificates] Z3&RUE YT

Juniper Mist

@ Monitor

E‘] Marvis™

22 Clients

E] Access Points
Switches
(+) wan Edges
S wist Edges
‘{/ Location

o EII] Analytics
&y site

Ag asB Testing

@ Organization

Q@ ~

M on |tor Wireless | Wired | WAN
WY > N\ /2, O ¢ LB P BN \R” gy

Primary Site

Access Points

Administrators
Audit Logs
Inventory

Mobile SDK
Settings

Site Configuration

Subscriptions

© 2025 Juniper Networks

Associated Clients

Auth Policies

Auth Policy Labels

Client Onboarding
Endpoints

Identity Providers

Location Insights

Application Policy
Applications
Hub Profiles
Network Topology

Networks

WAN Edge Templates

WAN Topology

Primary Site ~

Campus Fabric

Switch Templates

Today ~

Device Profiles
Labels
Pre-Shared Keys
RF Templates

WLAN Templates

Juniper Business Use Only

Onboard CA Configuration
B3 (Active)lcLFT

Junipe



Onboard CA Configuration 6
NAC Portal e ..

Onboard Certificate Authority

[ & ] &D [Onboard CA Configuration] Z%w%. [Onboard Certificate Authority] T [Active] ZiZEiRU.
[OK] Z#JUvIULFT

Certificate Authorities Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | | 43¢
| Filter Q | Onboard CA Configuration
MOM Integration Information
Common Name Issuer Valid To

Onboard CA Configuration X

There are no Certificates. Onboard Certificate Autharity

| Active w |

External/Internal b Cance
FRENBLOIBOFET ®
Certi ]CI cate Aut h orities m Internal Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | 08
| Filter Q, |
Common Mame Issuer Valid To

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



NAC Portal

NAC

[Organization] &0 [Client Onboarding] ZiEIRULE Y
[NAC] #7%%7VUv%. [Add NAC Onboarding Portal] 27Uy UE9

@ Monitor [\/]Oﬂl[or Wireless » Wired | WAN A ; ' 7 Primary Site Today + O Name 551D Fortal Type Authorization URL Created

Marvis™
There are no NAC Portals in this org

o)
= Clients

[3 Access Points

Switches

(&) WAN Edges

% Mist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles
<7 Location

Audit Logs Auth Policy Labels Applications Switch Templates Labels
nﬂﬂ Analytics Inventory Certificates Hub Profiles Pre-Shared Keys

Mobile SDK Network Topology RF Templates
oy Site

Settings Endpoints Networks WLAN Templates

) AsB Testing & Site Configuration Identity Providers WAN Edge Templates

@ Organization Subscriptions WAN Topology

JUNIPET | 10
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NAC Portal

Name / Portal Settings
[Name] Z5%7E. [Portal Type] T [Marvis Client] Zt#:2U. [Create] Z0UvIUET

Name

Add NAC Onboarding Portal

NAC Portal

Portal Type

Marvis Client

© 2025 Juniper Networks

X

»

' Edit NAC Onboarding Portal X

i sid o Portal Authorization | Onboarding Parameters

MName NAC POI"tal URL
NAC Porta —> J54F7 > McIRRTBURL

NAC Portal URL

https:/fnacportal.mist.com/#/portal/d59f020d-46ee-4525 fbcog ‘ x| ‘
Layout Customization

Alignment (® left O center ) right

Logo Primary Color  Background NAC Portal URL 0)
—~— [ B L1 7" hDERFE

Use Default Use Default Use Default

[ Hide 'Powered by Juniper Mist'

Configure Terms of Service

m Sawve |Cance| |

Juniper Business Use Only NETWORKS



NAC Portal Entra ID — Mist 20 1

Portal Authorization

[Portal Authorization] T SSO O&EZITVEY
° [D’]’f) URL] j& [SSO URL] (:Eiéa Edit NAC Onboarding Portal b4
« [Microsoft Entra i#pl+]%. [Issuer] (C#REC
—— e

Mist SAML OEyh Py T B - ' N Entra Eﬁﬂ“?’i

Microsoft Entra 1D KULI9 37— 2 #IBMT B RSN BNET. ‘ ' Ei EE
B

044> URL https://login.microsoftonline.com/d1dbifd--- [ f Issuer

Microsoft Entra ZFIF I httEs; J/sts.windows.net/d1dblfde-f083-4f-- D) : $1 https://sts.windows.net/d1db1fde-f083-4f59-b: )54/ I

oY 77k URL https://login.microsoftonline.com/d1db1fd--- [
Name ID Format

® email O Unspecified Name ID Format EE;R

o EA7NIVXLEER

---—-BEGIN CERTIFICATE---
MIIC8DCCAdigAwIBAgIQRIMFQ28IN7xI3LLOAea20TANBgkqhkiGOWOBAQSFADAO
MTIwMAYDVQQD
EyINaWNyb3NvZnQgQXp1cmUgRmMVKZXJhdGVKIFNTTyBDZXJ0aWZpY2FOZTAeF
wOyNTASMDMwM;I1
MTZaFw0yODASMDMwM,il1MTdaMDQxMjAwWBgNVBAMTKU1pY3jvc29mdCBBen
VyZSBGZWRIcmFOZWQg
LI1NPIENIcnRNZmliYXRIMIIRIIANRokahkiGAWNRANFFAANCANRAMIIRCGKCANFA

SSO URL D0‘4> URL E

- >

NER

1 https://login.microsoftonline.com/d1db1fde-f083 33a75bb54/see=="" EEE
[ =]
Portal SSO URL
https://api.mist.com/api/v1/nacportal/d59f020d-: -b9a49dfbecs || D

Cancel
JUNIPES | 1
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NAC Portal

Portal Authorization

[Portal Authorization] T SSO O&EZITVEY
- FBAZE(Base64) %[4F7>0—RU]. [Certificate] (COE—
o [#REE] £, BRAT A % [SAML IGEANDEZ | ZBRU T[1R7F]

+ smovamE T mmsef-t | A Je-Woriniee

SAML REANDES

Entra ID — Mist €D 2

Edit NAC Onboarding Portal X

Portal Settings Onboarding Parameters

= - = ZEIRULTRE o
7o77 2028/8/27 14:25:33 3F2DDCFCO44DEAS https://sts.windows.net/d1db1fde-f083-4f59-b: )54/
EEATay I SAML [EENDE S ™ | Name ID Format
SETIIUTL [ sta-2s6 v] ® email O Unspecified
BORF A1 PRLA Signing Algorithm
kaz-zak@viskaz.com 0] SHA256 «
4 £ E’é E_
sEAAEZ]
SAML SERRE - Certificate
R . O s ~-~BEGIN CERTIFICATE-—-
s 79747 MIICBDCCAdigAWIBAZIQRIMFQ28IN7xI3LLOAa20TANBgkghkiGOWOBAQSFADAO
D 3F2DDCFC044D6A3CS15C3037E2871AECEFI60979 MTIWMAYDVQQD
AR 2028/8/27 14:25:33 >l EyINaWNyb3NvZnQgQXp1cmUgRMVKZXJhdGVKIFNTTyBDZX|0aWZpY2FOZTACF
BRI kaz-zak@viskaz.com

FAIOTTT -3 ¥57—5 URL

ZFERE (Baset4)
SEERE (FAND)

| https://login.microsoftonline.com/d1db1fde---- |D|

| IEGRRE |
J0-F

J17l—23r X575 XML Foo-k

RIS (A723) T
HR VAT

7h747 1

EHERETIN 0

© 2025 Juniper Networks Juniper Business Use Only

WOYNTASMDMwM|I1
MTZaFw0yODASMDMwM;l 1MTdaMDQxMjAWBgNVBAMTKU1pY3jvc29mdCBBen
VyZSBGZWRIcmFOZWQg

ND A AR mMUYXRIMIBLA 28

SSO URL

}3a75bb54/saml2

https://login.microsoftonline.com/d1db1fde-f083-
Portal SSO URL

https://api.mist.com/api/v1/nacportal/d59f020d- -boadodfbec | B

NETWORKS
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NAC

Portal

Portal Authorization

[Portal SSO URL] Z Entra ID @ [

Edit NAC Onboarding Portal

© 2025 Juniper Networks

Portal Settings Onboarding Parameters

Issuer

https://sts.windows.net/d1db1fde-f083-4f 75bbs4/

Name ID Format
® email O Unspecified

Signing Algorithm

SHA256 ~

Certificate

~—BEGIN CERTIFICATE-—
MIIC8DCCAdigAWIBAGIQRIMFQ28IN7xI3LLOAea20TANBgkqhkiGOWOBAQSFADAD
MTIWMAYDVQQD
EyINaWNyb3NvZnQgQXp1cmUgRmMVKZX|hdGVKIFNTTyBDZX|0aWZpY2FOZTAeF
wOyNTASMDMwMl1

MTZaFw0yODASMDMwM;i1MTdaMDQxH

VyZSBGZWRICmMFOZWQg

111NPIENIcnRnZmliYXRIMIRIANRaknhki a U\yat\ j E I

SSO URL

https://login.microsoftonline.com/d1db1fde-f083-4f59-b3db-e5133a /% \mi2

Portal SSO URL

I https://api.mist.com/api/v1/nacportal/d59f020d-46e¢ 49dfbc€| u}

r

b

Mist = Entra ID

skallF] & [I6E URL] (CERECLFT

BAH7%4 SAML i8R
g | & J-Rwitihass
ERITF (I0747 ID) = ©

Microsoft Entra ID (Z3#L TPV —23 B85 95 —&0 ID, Z(DBIZ. Microsoft Entra ID 74> NAIDGTATOFIr—23>
T—ETHSHENBIFT, BEDZRAFL. IDP TELENE 550 @ SAML HEDHSEI-H—CaFT.

B
‘.“—_ - — - =
q | htt%.=‘iael.mlst.comiael‘vlmskwr‘tal£4162cef? f098 43%1 1462/5- . f 0] O]
SERIFOEM

& URL (Assertion Consumer Service URL) = ©
S URL (# FAVr— 23 585 0 E SIS AT TF, CHit. SAML T3 ¥"Assertion Consumer Service¥" (ACS) &

Cancel

LN ET,

Ao BE
N - - - —
g | htt%:"agl.mlst.com‘ael‘vl‘gskﬁr‘tal‘4162::91‘7—& Jaa7 o | | | @
& URL oighll

Portal SSO URL
ZER5C
JUﬂIPEF | 14
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NAC Portal WLAN Template [ZEHIlCRELET

Onboarding Parameters

[Onboarding Parameters] Zs&EUL. [Save] UXT

Edit NAC Onboarding Portal x Pa ra meters Descri ption

Portal 5ettings Portal Authorization SSID WLAN Template TE&LIHEL/E SSID %%}R
- WPA2/WPA3 > Enterprise(802.1X)
Wireless Connection - Authentication Server: Mist Auth
o Security Type WPA2/WPA3
Security Type Client Certificate Format D347 > NEBRE A YV b
M - Certificate expires in X days ZEBAZEOBERHEAEZSE(TIAIN: 365H)

Client Certificate Format

Certificate expires in | 365 days

C3Ed -

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



NAC Portal

[Organization] H5 [Auth Polices] Z#42Uw/JU. [Add Rule] &b Auth Policy Z:ZELET

> mist Edges

ﬁf Location

n[][] Analytics
o Site
gl A/B Testing &

@ Organization

Administrators
Audit Logs
Inventory

Mobile SDK
Settings

Site Configuration

Subscriptions

Auth Policy Labels
Certificates

Client Onboarding
Endpoints

Identity Providers

Application Policy
Applications

Hub Profiles
MNetwork Topology
Metworks

WAN Edge Templates

WAN Topology

Campus Fabric

Switch Templates

Device Profiles
Labels
Pre-Shared Keys
RF Templates

WLAN Templates

Auth Policy Z58EULFY

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Show MAC Events Tc-da}-' - (]
O Neo. Mame Match Criteria (match on locaticon, 5510, User Group, etc) Policy Assigned Policies (VLAN, Roles, Session Timeouts, etc)  Hit Count
Last Last Rule All Users 4 Metwork Access Denied

© 2025 Juniper Networks
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g 1 VIRRE b‘%ﬁﬁéhtu%iﬁ
NAC Portal s | 0
Onboarding Process

BIEAE. 771472 [NAC Portal URL] Z@AIUES
547> ME. [NAC Portal URL] (C79tAU. Client Onboarding(t)LJ70OE>3a=>4)=kiaUES

SSO (CLBEREENBRINT DL, TOI7AIDA D> O— RO BIRECRRDFE T
IdP(Entra ID etc) (..?-3

.'I
NAC Portal URL N 094> URL Portal SSO URL

Y | SSO(SAML) [~ ——
«spark | T 17:35 @ @ 100% 3 «Sparkw | T 17:35 @ © 100% 43
D ) B Microsoft 3% Microsoft -
. .'I Juniper Mist”
== FHYY N EBRT S . com
_ KRAT—KDAS
@ Bl o B " Nl ...eeeeceenenss The following operating system has been
................................................................ detected:
@ com . HAT—FEEhiBe
e ios
R I -

+ soravviEERTS
Other 05?7

Download and Install the App
— Marvis Client D1>A~=)l

i) FS4 =k Cookie HERY T340~ & Cookie Nmadyhavc"waup? Already have the app?
ThO2 MNEIR JAAD—RA P — — A2ZAN=)VBHOBRETESE )Y
+ MFA(ZEZRZEE)

NNNNNNNN

© 2025 Juniper Networks Juniper Business Use Only



SCEP Y—EARICLDEEITEAZ D
NAC PO rtal [TEIE’/“EI:/O‘b‘“ﬁbhi?

JOJ74 )0 =240>0—- R 3L, HEIRIC Marvis Client NEEEILF T
JOJ74IVGEBZESD) 21 ANV IBE. Wi-Fi &5 alge(CRDET

£

Foon Juniper JNESE SRS

*v k77— "Mistify
"ICERLESELT

Profile Installation Compl...

\4

WEg, L3LV\WTTH?

A

éﬂ In the next step you will be prompted to joi...
Marvis - :
Client Wi-Fi Profile

Install Network Profile Mistify .

You have completed the in-app
onboarding process!

()

NAC Portal

Client Certificate  JOJ71/IO1> XML Wi-Fi &#chEss 12AN=IE T fafese 1

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



NAC Portal

FATHEHI A7 > MEAS DR

[Organization] &0 [Certificates] Z:&RUF 9
[Internal] 3T TRITBHDEBHED—E%# R TEET

S wist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles

4 Location

Audit Logs Auth Policy Labels Applications Switch Templates Labels

n[][] Analytics Inventory Hub Profiles Pre-Shared Keys

Mobile SDK Client Onboarding Network Topology RF Templates

oy site

Settings Endpoints Netwaorks WLAN Templates

g asB Testing & WAN Edge Templates

WAN Topology

Site Configuration Identity Providers

@ T Subscriptions

Add Certificate Authority

Certificate Authorities

Filter Q
D Client Name Serial Number Device ID Certificate Provider
O LCOm 565600191561752564589... 07F9ADB2-SE98-4575-874... MAC Portal

View Mist Certificate Import Custom RADIUS Server Certificate #

1-10f 1

Valid From Valid To

Aug 29, 2025 5:38:16 PM Aug 29, 2026 5:38:16 PM

NAC Portal

© 2025 Juniper Networks Juniper Business Use Only
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Organization > Certificates > Revoke Certificate

NAC Portal [%ﬁiﬁwawwéﬂﬂ%mﬁum L '

HIBRUIZVEERRZE DO F Ty IO R (CFIw)% AT, [Revoke Certificate] &D. 7547 MEBBZEZ KN TEEXT

Certificate Authorities @ Eexternal m | Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | 408

1 Certificates selected X Revoke Certificate ‘ Filter Q ‘ 1-1 of 1
Client Name Serial Number Device ID Certificate Provider Valid From Valid To
LLOom 99339998633412931... 07F9ADE2-9E98-4575... MNAC Portal Sep 3, 2025 11:21:38 ... 5Sep3, 2026 11:31:38 ...

FIvy

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS
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Entra ID SAML SSO

mst AE AL e

Entra ID > I9—-J 34 X7V5—-33> > LW Us—-33>
Entra ID O [I>A—-T 34 X7 U5 —-23>] &0, [FrLW U —23>] 29UvHIUFET

Microsoft Entra E3t>45—

P -2 H-FR. B hOEE (GH)

I  Copilot

M—bs > IA-TFAL FRVr—3a | §ATOF -3 » Mist SAML SSO | SAML A—208 1 >4 » SAML A—208A2AY > I29-T3AX PIVr—3a

f® *-L
IVR=TSAX TV r—=oay | IRTOF N Vr—33y - P
& T-vIvk mEE Lman
« Fomurip—san §O 85 L dovo-k @iafi-t @ JLt-oiEs B | B Ab-ms | & —Ruoisass
* BRICAD ~ e
0 == Microsoft Entra 73hE 1D J0)I5—EUTHRTRLICRESNTVS. JESOBBAOT AW - ERTE. JIVG—ILE. BHEUET,
4 EnalD - X REDRELERR ERTEEANTVET I - S OUR e, TIW — S OBRH0ET,
® m= -
2 P T -2 0REELEATITIN D T | FAM-SaomE == TA-THA T3 K TIUU-3a DROETEEE X T JL5-om
2 a-v-— B FATOF I —ay 10 BOFIr- A ROM0ELE
o gI—-F B F5{ri—h Fyh—8 2704 &l T ATIORID FIWr-2a> ID =LR=3 URL #ERE 1y ERESWER-  POT(TUIER- MBIF URI (T
2 Fiq1R & 1-v-uE
B FAREEY— )L
|g zvs-751277u
W HRSLEIHEEEE
R 77UoER
’ T
%o BACERE & SREPIER
& ABERE/N— - @O EAEEPHEANE
B Exqr#—-Ex FPOFET4
Q DeFaUFs 23T D B0y
il ERRRSiESR
R WEHE
& zznd
B XRT—F Uy b & Tobuamh 0
B8 ARELEF2UFEH = FHER LE1—
B mEsE @ sEsoEEER
N 5 —IEISIEDER
EE  External Identities
rSTNZa-F42T + HR-k
& FHrrEEES

v & sibwtf-r I
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Entra ID SAML SSO

mst AE AL e

MBOF7IVT—>3>DIER

RBOT7IVT—23>0ERk] 29097, [7IVR] ZF=HEL. [FrIU—-([CRINSBVEDMMOT T )T —3
TEIR, [TERK] 2 0ILET

© 2025 Juniper Networks

b 3

B S w 0 & & B @8 3 0 © ¢

mn e

(]

Microsoft Entra EE{>49—

F=L

I—x2k

BRICAD

Entra ID

Lt

a—4—

IN—F

FIAR
I8—FSAXFPITY
T7UnER

BRI CERE
REERE N —~T—
EXA 2 H=—EX
DE*all7s 227
RREEAE

RRT7=F UEyk
NAZLEFa T BIE
FEBAERRS

External Identities

73> HEm

<«

F+S5U—0D Mist Cloud Admin
SSO TERXEITDILHETEFT

3/%%)LI:I[J35§_]

£ Y- Y-ER RO bR (G6H)

* > SAML R=2DHA>AY > IVA-T5AX 7THIr—3a> | FATOFAIr—33> > Microsoft Entra Fv3—-%288T3 >

Microsoft Entra ¥ ¥ 5 1) —%8E9 3

I + mBo7Nr- /s/zmﬁﬁszl & 24— K IBH8E

Microsoft Entra 77 ¥r3U-(1. ¥24)L B4 24 (S50) LEB1-1- JoLvaz YoRMeBas BRI T 37 UNEFEsBRenTY
H-RENRLCT NI BN TEET, CCTREOT I — S 2 SBERRIERL TURV, BRIV -3 e OB L T
RERUTEST, CORS.

(£ 7Hr-saaBm | sz vt waT 24— PHOYNOERE : Al P : 34

939K ToyhIA—14

Amazon Web Services (AWS) Google Cloud Platform
\*-n——/7
Google Cloud

ASILZ2DF -3

AV Z2OFAYr-3avmEh
Microsoft Entra FFWr—33> JOFS#48RLT. U5/ TRE
EnfUE-h POEAERRLET.

FRr-3a> ToFS0REmER
TR -3y Fo+SEBALTAY ILIROT T -3
UE- N PURARRHT BAAECOVTHIALET.

D) JrFL-arss0 D FoEvam ek

EBOPNT-33>

Adobe Identity
A Management (SAML)

Atlassian Cloud A
Atlassian aWS A

Juniper Business Use Only
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