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Certificate
SEBAZEDEREICOWNT

- IEEE802.1x F23ETI&. Server Hello TH—/GEBAEMEREN. I54 7> MAITAREENMTONE T

« EAP-TLS TI&. Server Hello (C Certificate Request anBZIENTBECED. I51 7> NIIS14 7> NEBREZ
ERUE T, 77172 MIEERREZ1R/RU. BRSNS ERRZE DRSNS —/VRITITONE T

« Mist T754~A—bN CA BEUTEMEL., B—/\GEBAE (auth.mist.com) ZBEITHRITUET

- Onboard CA/Client Onboarding(NAC Portal) ##8E(C&DI54 7> NIEBBE DT - EEHNBJRETY

Organization > Certificates > Add Certificate Authority

ﬁ PKI Mist Cloud /1)
—

v— r—"1 r—"1 r— r—

ZR & & &

CRL JL—RCAZERRZE Mist CA iFEAZ JL—RCASEBRZE H—)(GIEERE

N View Mist Certificat
AT l Joezs=>y l >IeDV(\;er1?oade e auth.mist.com
MDM

Group Policy D —
r_ etc.. | alds®
= e Q} ‘ Mist ) o ‘ B

L %.l _ Mist Access
<h

Assurance
7oA 7 NSRS L s opiicant
1o~ Supplicant Authenticator Auth Server
B aI71L pp Jun”:)erl .
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SIEBAZE DEEICD T

9547 > MY Access Assurance OY—/\GEBAEZ{EAIBEHICIE. LTDESSHNKRETT

1. Mist CA SEBAEZ 517> McERTE 5/ EL TEEx

« Mist CA sEBBZ%4>0—-RUET (T IANMDIT7A)LE: mist-ca.crt)
Organization > Certificates > View Mist Certificate > Downloads

« DIATINMAVARM=ILET

2. J547> MMERLTVWAID VYRR B EICLDRITEINIY —\GEBAZ Z A ViR— M TIAN D Mist SEBAZEANEZ

 Organization > Certificates > Import Custom RADIUS Server Certificate HZG L X509 SERREOEM
F&ANL, [Save] ZIUvILET -
" Private Key(ib2s8) RN ——
. S e o K ° N ﬁ H = C
Azt [y Pasenoielie SONAT I . YNNI T NIRRTV B84,
- Signed Certificate(GIEEAE) X PHEEEAZZZHET SAN (CH—/{D DNS £%x5HFd

o JMIILRH—REERREIERTEEEA
« TLS web server authentication ILEE 2 SHET
(KZE D Android IHAR THRELRDET)

k. EUGEREFI- 2RI 3B ENHDIT
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[Organization] h*5 [Certificates] 20Uy UET
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@) wonitor Monitor | wireess | wied | wan | Location [REEEE Primary Site ~ Today ~

(=] marvis™ TV 2 A\ V72, B 4R UL S AT RN \R 2R %"

O i
—n Clients

[*] Access Points . :
Primary Site

Access Points Associated Clients

Switches
(+) wan Edges

S wist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles

‘{/ Location

Audit Logs Auth Policy Labels Applications Switch Templates Labels
|:|III[| Analytics Inventory Hub Profiles Pre-Shared Keys

Mobile SDK Client Onboarding Network Topology RF Templates
&y site
Settings Endpoints Networks WLAN Templates

B8 a8 Testing Site Configuration Identity Providers WAN Edge Templates

@ Organization Subscriptions WAN Topology
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BSUE CA SIBAZ D Mist GEEAE Radius ¥—/\GEEAE
IEDN DR DA k- b
Ce rtificate Autho r]tieg Add Certificate Authority " Wiew Mist Certificate |I Import Custom RADIUS Server Certificate ||| 08
| Filter Q |

Onboard CA Configuration
Common Name

Issuer Valid To

MDM Integration Information

There are no Certificates.

« Add Certificate Authority « View Mist Certificate « Import Custom RADIUS Certificate
(CA SEBBEDEM) (Mist FGEBAEDERR) (Radius Y—/)GEEAZ D1 >R—b)
HS54 7> NEEBREREF (BRSNS CA SFRAZAEELET &% Org BICEBO Mist CA FREER(CLD Access BEFDI4 7> NRIE SEBAZEZZE I (C. FATEHD
D3147> 85 )\1 X4, Client Hello TY347> MEBEE% Assurance ADTJAN N —/)GEBAEZFITUET  Y—/GIRAEZRGEA AT 255, BIFOEBE(L-H

2RU. H—/VEID CA IR CIREIaNEY BIEEESNTURWNES. COF AL MY —/(EE CA EEBAZ. Radius H—/\OA\RISE. BLUMZRER) (>
SEBAE(EREL CA [CEDBLZEINTVBRENHDET BIZEZI51 7> MURRUET R—PLEFT

DRILGETENDDIHER TIAIMKELVBIREINFT

« Onboard CA Configuration
Active ([CFBIEICED, Mist TIZ4 7> NIEBRZEDOFT - BIENTIRE(CRDEFT
« MDM Integration Information >*Onboard CA DActive {ELHETY
MDM(Intune/JAMF) & EIBRTE
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Certificate
Add Certificate Authority

[Add Certificate Authority] Z27UwJUT. [signed Certificate] #(C CA SEBRE%ZBLD(I(F. [Save] 0 IVILET

Certificate Authorities

‘ Filter Q, ‘

Common |

Signed Certificate

Add Certificate Authority

| Add Certificate Authority ||| View Mist Certificate | | Import Custom RADIUS Server Certificate | §8

Al e i iy A DR

MIIFRjCCAyEzAWIBAZINVI4| DFECIGOWDQY|KoZlhweNAQELBQAWNJELMAKGATUE
BhMCWWMxDTALBgNVBACOTBG1 pc3QxGDAWBZNVBAMMD2xhYi1[YUBOZXNOLmSIdDA:
FwOyMzAZMTExNjMxMDBaFw0zMzASMTExNjMxMDBaMDYxCzA |BgNVBAYTAINTM Q0w
CwYDVQQKEWRtaXNOMREWFZYDVQQDDAISYWITY 2FADGVzd CSuZXQwegliMADGCSqG
SIb3DQEBAQUAALI CDwWAWESIKADICAQDWYEMNIKWENVIK 1 SwrXc7ZtUNINZhveKguc
DrRunBzivybLih125)JUomsgRWEBtrM490Vwy8qDgGbFKFfe|riBdmkjZ/hY2ZNKnr+

P i P Y T w2V WS LN, e YN ] k¥l Wi P =] Wi

B

Properties
Common Mame
Valid From
valid To
ssuer

Serial Mumber

Subject Alternative Name

lab-ca@test.net

07/M12/2023

07/12/2033

C=US, O=mist, CN=lzab-ca@test.net
57de090c311c946d

lab-ca@testnet

© 2025 Juniper Networks
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——-BEGIN CERTIFICATE—- 13¢&
——END CERTIFICATE—- 1T%
20 CA SIS ZDITIFEY

Properties T CA JIBAZ
DI ONTF1Z2HERBLET

[Save] &9V
IUET
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Certificate

View Mist Certificate

[View Mist Certificate] Z2UwJUT. Mist @ CA SERAZEZRRUFT
[Download] &D5D>0—-RTEET
Certificate Authorities | Add Certificate Autharity || View Mist Certificate |

‘ Filter o} ‘

. View Certificate x|

| Import Custom RADIUS Server Certificate | &3¢

Common Name Signed Certificate

MIIFOjCCATqgAWIBAZIBATANBgkghkiGIWOBAQsFADBOMQswCQYDVQQGEWVUZEN
MASGATUECZWETWIzZdDEOMAWGATUECWWFT3|nQOEXLTArBgNVBAMM|GMxZW|jM]lx
LWjODItNGUSZi1 hNzg5LTZmMWUyYzhiZ Gk NDAeFwlyMTAAMzAWNzZEyNDZaFwiz
MTAAMjgwiNZEYNDZaMFsxCzA |BgNVBAYTAIVTMQOwWCWYDVQQKDARNaXNOMQ4wDAYD
VQQLDAVPcmdDQTEIMCsGA T UBAWWKYZFIYmMyMJECYmMAMIDOZTIm LWE3ODktNmYx

k| ZT)j0G kYmQOMIICI AN BgkghkiGIWOBAQEFAAOCAZEAMIICCgKCAgEAX]20ymET Ml
GO DAyl 9l A PrvEcBY 3N BIR s M AP 3YREnDAnhkhil 27 TAVnn nOAma +a 0T A
PerEf'tiES

Common Name ¢l -

Valid From  08/30/2021
valid To  08/28/2031
ssuer  C=US, O=Mist, OU=0rgCA, CN=C1¢ 1

CRLD i ::Ipﬁ pi.mist.com/api/v1/orgs/cl ebc2 [Download] ’EOU“JDVC\
stribution Points iapl.mist.comsapivil/orgs/clebc = N “
SEBAEZY D 0—-RTEXT

Subject Alternative Name «cleb
= -
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Certificate
Import Custom RADIUS Server Certificate

[Import Custom RADIUS Server Certificate] #2v/JU. [Private Key]. [Private Key Password].
[Signed Certificate] Z AU, [Save] Z20UvILFET

Certificate Authorities

| Filter

Common Name

© 2025 Juniper Networks

Al

Import Custom RADIUS Server Certificate

Private Key

Add Certificate Authority

Proc-Type: 4,ENCRYPTED
DEK-Info: AES-256-CBC,C2B449FC6CI6D51A60B4617681FBDA1

1SRFDj1ZFyhFEwwQxHzSfMBSK7MrGx Uil tsAnM3QNc3n3pSHZUhQxQ+G6cZja0jk
YWgAB|+231itOB+7TtwD8Zd|Jrx3iAXotSZudjpBn7cbh2vQ/aoFufQnDoGz3Nc2H

opfL PhAoolvoun c Dy o R el AT b r O 2T by if D d o b e e o b

View Mist Certificate Import Custorn RADIUS Server Certificate a

Private Key

Password
—

Sizned Certificate

MIIFiDCCA3CgAWIBAZIIVIRsPFOUdKUwWDQY]KoZ IhveNAQELBOAWNELMAKGATUE

BhMCYWMxDTALBgNVBAOTBG1 pc30QxGDAWBgNVBAMMDZxhYi1 JYUBOZXNOLmMSIdDAe

FivOyNDAS

DgYDVQQKEwdgdWSpcGVyMROWGWYDVQQDDBRYYWRpdXMtdGVzdEBOZXNOLmMSIdDCC

AIWDQY]KoZ hveN AQEBBQADEZEIPADCCAZOCEEIBALVPG 1 hqgluiwzY TEU2I0WD)

0038Hrj6PC+haPAHATgPSdSfO0BMYnanAgCkl PkMsMXr+fgWvHIgfpKETWIMQgK
=1 xhﬂ“ FaTe i AT vu i SR L SR, fa

MTEwNDQzMDBaFw0zMzAIMTEXNjMxMDBaMD4xCzA|BgNVBAYTAIVTMRAW

Subject Alter

Properties

Common Name  radius-test@test.net
valid From  09/11/2024
valid To  07/12/2033
ssuer C=US, O=mist, CN=lab-ca@test.net

Serial Number 56b46c3dff5474a5

Extended Key Usage TLS Web server authentication

native Name  radius-test@test.net

S
-

Juniper Business Use Only

——-BEGIN RSA PRIVATE KEY—- f7¢
——END CERTIFICATE—- 723¢
WwEZE#2(Private Key) ZBiDfI13FT

Wz (Private Key) OJXAD—
READULET

—-BEGIN CERTIFICATE—- 3¢
——END CERTIFICATE—- 1T%
2. INTOREEEAZEI -~ CA
sEBAE &MU TAEDITITET

Properties T SEBAZED
JONT1&HERBULET

[Save] &JUv)
LEg JUNIPE | 1
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Certificate

View Custom RADIUS Server Certificate

[View Custom RADIUS Server Certificate] Z7UvIU. IREEEFTRPOHAY LGEIAZE Rz FRUET
EBHE A TEFRADRILFIAZZEE I 5155, [Delete] LDEIFEZ—BHHIBRL. BERELEY)

Certificate Authorities

| Add Certificate Authority | | View Mist Certificate || View Custorn RADIUS Server Certificate || 408

| Filter Q |

1 Private Key

Update Custom RADIUS Server Certificate

Common Name

Private Key Password

= Signed Certificate

MIIFIDCCA3CgAwIBAgIVIRsPIOUdKUWDQY]KoZIhve NAQELBQAWNJELMAKGATUE
BhMCWVMxDTALBgNVBAGTBG1 pc3QxGDAWBZNVBAMMD2xhYi1jYUBOZXNOLmMSIdDAe
FwOyNDASMTEWNDQzMDBaFw0zMzA3MTExNjMxMDBaMD4xCzA | BgNVBAYTAIVTMRAW
DgYDVQQKEwdgdWSpcGVyMROWGwWYDVQQDDBRyYWRpdXMtdGVzdEBOZXNOLmSIdDCC
AilwDQY)KoZlhveNAQEBBQADggIPADCCAgoCggIBALVPG 1 hgglulwzYTEU2I0Wb]
0038Hr|6PC+hOPAHA1gPSdSfO0BMYNanAqCkl| PkMsMFXr+fgWvHtgfpKETVI MgK

WA hOMINOESErOHY ainhnl Kidal INEnsYrman bk ubiunScBud ABFSON SNy YNRG

Properties
Common Name | radius-test@test.net
Valid From = 09/11/2024
Valid To | 07/12/2033
Issuer  C=US, O=mist, CN=lab-ca@test.net
Serial Number = 56b46c3dff5474a5
Extended Key Usage | TLS Web server authentication

Subject Alternative Name | radius-test@test.net

© 2025 Juniper Networks
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hAS LFIBAEZEE I BImE.
[Delete] &DBIFEREZ—H
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i FIRZ/RELEDAS X, THHREEEW
Overview

Onboard CA Configuration #i£ U’JIZM“—wmaaﬁ)wwamL '

Onboard CA Configuration %Z Active ([C33Z&(CED. Mist TUSA 7> MEBAZE DOFEIT - EEN OJEECRDE T
Disable @

Onboard CA Active :m e lERk

- Add Certificate Authority &D. 488 CA SEEREZENIL. EIF

Exte Fna I / I nte Fna I Certificate Authorities m Internal Add Certificate Authority | | View Mist Certificate | | View Custom RADIUS Server Certificate | £3¢
ST HRRSNEY [ ]
- Common Name A lIssuer Valid To
D I Sa b I e lab-ca@test.net C=lS, O=mist, CN=lab-ca@test.net Jul 12, 2033 12:00:00 AM

X FIAINB

- Mist SCEP CA SEBBE D ¥ERicN. Client Onboarding(NAC Portal)
— Add Certificate Authority &b. 7438 CA FEBRZEmENNL. BIE BEEEIC KD Mist OS54 7> MIEBSZBEMICHRITL. B
— - (SSO 2544, Marvis Client (C&D Wi-Fi JOJ74)V+3EBEEZ A > A1)
1 ertificate Authorities A Certificate Authority | | View Mist Certificate. | | View Custom RADIUS Server Certiicate o _ MDM(Intune/JAMF) (:ié,.ﬁé%i@

v

‘ Filter Q |
Common Name A Issuer Valid To Certificate Authorities | external m Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | §38
|ab-ca@test.net C=Us, O=mist, CN=lab-ca@test.net Jul 12, 2033 12:00:00 AM
| Filter Q | 1-10f1
] Client Name Serial Number Device ID Certificate Provider Valid From Valid To
O 99339398633412931.. 07FSADB2-9E98-4575.. MNAC Portal 5ep 3, 202511:31:38 ...  5ep 3,2026 11:31:38 ..
. JUNIPES | 15
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Client Onboarding D&%E

Organization > Certificates

[Organization] & [Certificates] Z3&RUE YT

Juniper Mist

@ Monitor

E‘] Marvis™

22 Clients

E] Access Points
Switches

(+) wan Edges
S wist Edges
‘{/ Location

o EII] Analytics
&y site

Ag asB Testing

@ Organization

Q@ ~

M on |tor Wireless | Wired | WAN
WY > N\ /2, O ¢ LB P BN \R” gy

Primary Site

Access Points

Administrators
Audit Logs
Inventory

Mobile SDK
Settings

Site Configuration

Subscriptions

© 2025 Juniper Networks

Associated Clients

Auth Policies

Auth Policy Labels

Client Onboarding
Endpoints

Identity Providers

Location Insights

Application Policy
Applications
Hub Profiles
Network Topology

Networks

WAN Edge Templates

WAN Topology

Primary Site ~

Campus Fabric

Switch Templates

Today ~

Device Profiles
Labels
Pre-Shared Keys
RF Templates

WLAN Templates
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CI ient On boa rd i ng 0)%&,"@ [ﬁ%x’f%ﬁ'é’éﬁ’i‘}]{b\ Client Onboarding (ZJ:D\L .

_ _ V347> MEBAE DM Al REICRDFT
Onboard CA Configuration

[ & ] &D [Onboard CA Configuration] Z%w%. [Onboard Certificate Authority] T [Active] ZiZEiRU.
[OK] Z#JUvIULFT

Certificate Authorities Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | | 43¢
Filer Q Onboard CA Configuration
MOM Integration Information
Commeon Name Issuer Valid To
Onboard CA Configuration X

There are no Certlﬂcates' Onboard Certificate Authority

Active w
External: 4458 CA D¥il
Internal: NAC Portal i3 MDM 2T, fHHiAdy Cance
CA [C&DRITUIZI514 7 > MNIEBAE D5 ®
Ce rtiﬂcate Authorities m Internal Add Certificate Authority | | View Mist Certificate | | Import Custom RADIUS Server Certificate | 08
Filter Q

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



i ] ’ D347 > Mt BE DB MmN A EEICRDET
Onboard CA Configuration > Disable/Suspend

Client Onboardi ng DE%TE [ﬁﬂ%ﬁ%ﬁ&bﬂs\ Client Onboarding (:J:D\L '

[ & ] &D [Onboard CA Configuration] Z2v/. [Disable] £/zld [Suspend] TH—EXDEZNMELTEXT
- Disable: Onboard CA B—EXZERNEL. T—AEHIBRENE T (R al#)
« Suspend: Onboard CA H—EXZEIMEL. T—H(THIBRENEEA

Certificate Authorities m Internal | add Certificate Authority | | View Mist Certificate | | View Custom RADIUS Server Certificate | §38

‘ Filter Q ‘

Onboard CA Configuration
MDM Integration Information
Commuon Name A lIssuer Valid To
Download Onboard CA Certificate
lab-ca@test.net C=Us, O=mist, CN=lab-ca@test.net Jul 12, 2033 12:00:00
Onboard CA Configuration x Onboard CA Configuration p 4
Onboard Certificate Authority Onboard Certificate Authority
Disable v ‘ Suspend v ‘

Warning: Disabling the CA will disable the service and remove all

data. This action is irreversible. old data
| Cancel | | Cancel |

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS



Client Onboarding DEYTE Mist SCEP CA (4. Onboard CA’EL '

i ) ’ Active [CTBEERSNET
Onboard CA Configuration > Disable/Suspend

[ & ] &D [Download Onboard CA Certificate] Z9Uvw/o9 %L, Mist iFE1TUIE Mist SCEP CA #47>0—R
[CES]

Certificate Authorities m Internal | add Certificate Authority | | View Mist Certificate | | View Custom RADIUS Server Certificate | §38

‘ Filter Q ‘

Onboard CA Configuration

MDM Integration Information

Commaon Name A Issuer Valid To
Download Onboard CA Certificate
lab-ca@test.net C=l5, O=mist, CN=lab-ca@test.net Jul 12, 2033 12:00:00
r |
- @J Mist SCEP CA
Properties

Commaon Mame  Mist SCEP CA
Valid From = 08/26/2025
Valid To  Aug 24, 2035 12:00:00 AM
ssuer  C=US, O=MIST, OU=fB83708a-c28! 7aBal4, CN=Mist SCEP CA
Serial Mumber 05bc6fag40da

© 2025 Juniper Networks Juniper Business Use Only 2T NETWORKS
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