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Auth Policy Labels

1. [Organization] H5 [Auth Policy Labels] #9UvJUEd
2. BEA_LO, [Add Label] Z9UvIUEY

S mist Edges

Administrators Auth Policies Application Policy Campus Fabric Device Profiles

'ﬁ? Location

Audit Logs Applications Switch Templates Labels
u[][] Analytics Inventory Certificates Hub Profiles Pre-Shared Keys

Mobile SDK Client Onboarding MNetwork Topology RF Templates
oo Site
Settings Endpoints MNetworks WLAN Templates

Ba A8 Testing Site Configuration Identity Providers WAN Edge Templates

@ Organization Subscriptions WAN Topology

= Auth Policy Labe

5 Add Label

Mame Type Values
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Auth Policy Labels

Organization > Auth Policy Labels

[Label Name]. [Label Type]. [Label Values] Zi%ELF Y

< Auth Policy Labels :

MName is required

Label Name
Ass Attribute
Certificate Attribute
Label Type Client List
AAA Attribute - > Directory Attribute
A FRADIUS 551D
WMDM Compliance
Client Label
Label Values
Raole -
Role Values (Example: contractor) (O

Label Type [C&D. HER Label Values
DOEHEERDF T (FFHMIIRR-ILUF)
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Auth Policy Labels

AAA Attribute

Radius @ AAA Attribute Z&=BEU T, INIZ/ERRLET
Auth Policy ® Match Criteria LU Assigned Policies TERTEXY

Label Type Label Values

AAA Attribute

© 2025 Juniper Networks

Role
VLAN

Realm
User Name
GBP Tag

Session Timeout

Custom Vendor Specific Attribute

Custom Standard Radius Attribute

Dynamic Wired Port Configuration

Role Values (Example: contractor)

VLAN Values (Example: 750 or employee-vlan)
[J Allow Endpoint VLAN Override (Optional)

Realm Values (Example: @domain.com or domain)
Username Values (Example: steve or bob*)

GBP Tag Values (Example: 100, allowed values 1-65535)

Session Timeout Values

(Example = 86400 for every day reauth, or 43200 for every 12 hours
reauthentication)

Attribute=Value

(Example: PaloAlto-Admin-Role=superuser or Cisco-Av-pair=shell:priv-lvl=15.)
Attribute=Value

(Example: Idle-Timeout=600 or Termination-Action=RADIUS-Request.)

VLAN Name Values

(Example: 1corp-vian or 2mgmt-vian
Egress-VLAN-Name X 1* = tagged . 2* = untagged)

Juniper Business UseOnly < NETWORKS



Auth Policy Labels

AAA Attribute

Radius @ AAA Attribute Z&=BEU T, INIZ/ERRLET
Auth Policy ® Match Criteria LU Assigned Policies TERTEXY

Label Type Label Values

Returned Username Values(Example: steve or bob*)
Automatic

Certificate CN

Certificate SAN:UPN

Certificate SAN:Email

« Certificate SAN:DNS

Returned User Name

AAA Attribute [J Allow Endpoint User-Name Override (Optional)
Configured Port VLAN ID Configured Port VLAN ID(Example: 750 or employee-vian)
NAS IP Address
NAS IP Address X List of IP XXX. XXX.XXX. XXX, YYY.YYY.YYY.YYY CIDR XXX.XXX.XXX.XXX./XX

(Example: 192.168.1.1 or 192.168.0.0/16)
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Auth Policy Labels

Certificate Attribute

SEHAZ D Attribute ZZBBU T, INIVZERRLE T
Auth Policy ® Match Criteria T{ERTZXY

Label Type Label Values

Common Name Values
(Example, john or john,staff*)

_ Subject Values
Subject (Example: /C=US/ST=CA/O=Mist/OU=LAB/CN=john or
/C=US/ST=CA/O=Mist*)
» _ e Serial Number Values
Certificate Attribute (Example: 6a524ab782fb468c00c59f51cff00268d95533b8)

Issuer Values
(Example: /C=US/ST=CA/O=Mist/OU=LAB/CN=LAB-CA)
Subject Alternative Name (SAN) Subject Alternative Ngme Values
(Example: user@domain.com)
Template Values

Template Values (Example: 1.3.6.1.4.1.311.21.8.4200806.605933.871088.11229391
.9863893.29.13545645.4807979)

Common Name (CN)

Issuer
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Auth Policy Labels L

Client List

75147280 MAC 7RLAZVARL, SN EVERRLET

BHELTED], DMILRA—R(*) T OUI(R>A-0—R) OIBENTETET
Auth Policy ® Match Criteria T{ERTEFY

Label Type Label Values

Client List Client MAC Address Values/Lists
(Example: 1122AA33BB44 and/or 11-22-AA-33-BB-44 and/or 11-22-AA*)
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Auth Policy Labels L

Directory Attribute

Directory Attribute @ Group ZDINZVERRLET
Auth Policy ® Match Criteria T{ERTEFY
IdP DT (LI NIBEROI N -T 2% mUET

Label Type Label Values

Group Values

Directory Attribute Group (Example: Employee)
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Auth Policy Labels

SSID

SSID QIR Z{ERRUET

Auth Policy ® Match Criteria T{ERTEFY

J1—5-7)\A AR, Radius @ Called-Station-Id MBICEDEFMMULET
NN TEEEEETSET

Label Type Label Values

SSID SSID Values
(Example: CORP-WiFi or CORP-WiFi,Vendor-WiFi)
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Auth Policy Labels

MDM Compliance

MDM @ FINA RO TSAT I ART—AZIGNINZEIRUE S (IEELEIRT])
Auth Policy ® Match Criteria T{ERTEFY
Authorization B MDM &DZEURTINARADTSAT O AAT—HZA U E T

Label Type Label Values

Compliant
MDM Compliance  Non Compliant

Unknown

> MDM(Microsoft Intune) BEELTTNARADTFA T ADAT AR %A TEFT
- TPOFIINADYVI )\ FEHE
— J7AT7IA=IAT—HR etc..
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Auth Policy Labels

Client Label

MAC 7 RLARICEIDH TSNV, BLUSANIVOUR MERUET
Auth Policy ® Match Criteria T{ERTEFY

Label Type Label Values

- Client Label
Client Label (Example: building3, floor2, printer)

All / Any Z#IRTEFT
O al @ any
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