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s = Marvis Actions [ZiR—MDPYIT IO REVTZIVIALLTD
Marvis Actions [ﬁiﬂ&iﬁﬂﬂt?é?i—b&iﬁé?&ﬁwt‘(izbbiﬁh L
Overview
Marvis Actions (Z. Marvis - Virtual Network Assistant DEEIR—%Z> MD—DT. Al ZiERUEFE I

&D Wireless/Wired/WAN (CH513 51y NI —IRIBEORIARIL. IRARREIDKTE. #E 77232 ORRICEDI-TIIR
RULYR(CRABEZEZ R EITrICTOT )71 (FRIMIG) By NI —0ER%ESIEL. MTTR/MTTI Z5EHELET

o A-YIJAN)IDR(CFEZSZSEEEEOHD Y M-Iz rI4RAL
o FYRI-UREREDIRNIREOFFE L RZE S H T IR
- BEACHUWELBONMR )31 217w

ACTIONS hog
261

Device

. Statistics I
Client/Device

Events

Marvis Minis

4 Other Actions

= B
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Marvis Actions

Y4 MR
_ ‘ N ~ JUyITU_b
[Site] #TZ2IUvIU T, B4 hERICIDBZXTEET E
MARVIS

Goog Ie 7“}70 ACTIONS I Ay Stes I > LATEST UPDATES

2 | Aisites v

tl_ia-\ / [ anactons v)

T Layer 1 Security -
18, 2025 5:28:33 PM
MARVIS S
VPN Path Down
Site: 1. Boston-HA-DataCenter
WORST SITES < JI8F—J. Nesn 73 WAN Edge: bostansitel
55 Cupertino VALLEY < Yy Org & > LATEST UPDATES ¢ [ —
z Z /B‘a';i Unreachable
e Live-Demo Mountain s At & § ‘ All Sites v ‘ Date: May 16, 2025 4:08:11 PM
P Permanente 2 5
Unknown Site (No Address) nE YIANLT ZIL—k
a I A\ a Q) ﬂ4 h g srac LYNHAVEN =0 | AnActions v | P
J } z FUVTT= g 7
© vistwa Lab EVENG) B o AR ; K X Fruitdale e Al VALIDATED
. N VPN Path Down
A k23 o
Y2955 X s v xRk Y SiterSaltlake
West Santa " ~ x4k e ey . VAN Edge:saltiskecity-branchi
Clara mo |43 { WEST SAN JOSE 3 Reason: Extended VPN Path Down
<10 " S Al VALIDATED Date:May 16, 2025 10:51:05 AM
@’J v B! 2 o VPN Path Down
KVA d v
ANTEL 7RAXIb-n—g ™ Ly Site: 1.Boston-HA-DataCenter A
n—> WAN Edge: bostonsite1 A VALIDATED
A 3 22 VAL 5 i ) IS Reason: Hub Interface P Path Down
£ o Campbell PRUNEVARD / Unreachable Site: 1 Boston HA DataCenter
2 s Date: May 16, 2025 4:09:11 PM WAN Edge:bostansite1
e SAN TOMAS Reason: Hub Gateway
=1 Global National Regional Local CLy AQUINO PARK Unreachable
*ﬁﬂiéh" EHEE o e T
(™ Al VALIDATED
VPN Path Down o

w R % LIVE-DEMO s sie:Satiske N VALDATED

WAN Edge: saltiakecity-branch1 VPN Path Dewn
Reason: Extended VPN Path Down Site: Saltiake
P Date: May 16, 2025 10:51:05 AM WWAI Edge: saltiakecity-branch1
i Reason: Spoke Interface
Ul Unreachable
AP OFFLINE (2) ARP FAILURE (3) AUTHENTICATION BAD WAN UPLINK (3) COVERAGE HOLE (1) DHCP FAILURE (6) DNS FAILURE (3) HEALTH CHECK FAILED HIGH Date: May 15, 2025 3:28:51 PM
FAILURE (4) (1) Al VALIDATED
VPN Path Down May 19, 2025 5:28:33 PM o
« v Site:1.Boston-HA-DataCenter
WAN Edge: bostonsitel
RECOMMENDED ACTION Resson. Hub/Gatewey

Unreachable

o For issues with individual APs, please test the cable/port or perform a factory reset. For issues with the entire switch/site, please check the configuration to reach the Mist cloud. Date-May 16, 2025 12:20:33 AN

site APs Details Date Status - o
Al VALIDATED
Live-Demo 2APs Switch ld-cup-idf-a-sw2 down. View More May 16, 2025 1:00:00 AM Open « VPN Path Down
Site: Saltlake
Live-Demo 2APs No Ip Address. View More May 14, 2025 10:47:47 PM U WAN Edge: saltiakecity-branch1
_¥ Reason: Spoke Interface
1] ] Unreachable

Date: May 15, 2025 3:28:51 PM

) UniPer
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Marvis Actions

Missing VLAN D{EEDHRNTY

i ED
1. [Marvis] h5. [Marvis Actions] Z0UvJLE 9

Juniper Mist o LIVE DEMO

& Monitor Mor'”tOr | Wireless ‘ Wired ‘ WAN ‘ Application | Location Live-Demo « Today -

(=] marvis™
=

.i" Clients Marvis Minis

E] Access Points

Live-Demo

Switches
Access Points Associated Clients Mbps
@ oo 14 21 0.03
~r L]

D mis
o= Mist Edges

12:00 AM Feb 20 - 4:25 PM Feb 20 (drag an area of interest to Zoom in)
E
‘—:7 Location IL__EIO%EIB:."E* 3:00 AM 6:00 AM 5:00 AM
O B Il'l"lll

: 0[Mbps [

|:|EI|] Analytics _,." \ B
~ T —— —
L B

o Site !

Ag A Testing &

@ Organization Site Events 1
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i i Missing VLAN (& VLAN H" AP TI&E&ESN TS,
M a FVIS _ A_Ctl ons AMYFR—MEEETNTOWR WA BB ERUET
Switch > Missing VLAN

2. [Switch] #9Uv2. #&W\T [Missing VLAN] Z9UvIUEd

MARVIS
L
L] ACTIONS Y orz A sites > LATEST UPDATES +
261 | ansites v |
Clients 225 Data Center/Applicati...

1 Layer 1

7)) N — “/| history

=
—‘—\ May 19, 2025 52833 PM

@ Al VALIDATED
16 Connectivity 4 WAN Edge VEN Path Down
Site: 1. Boston-HA-DataCenter
I VAN Foge: bostonsite1
7 AP B Switch Reason: Hub Interface
Unreachable
Date: May 16, 2025 4:09:11 PM

HEHhTIVICURAREN. &5 | oo
e BRTECHR(IUYITERR) |-

VAN Fdge: saltlakecity-branchl
High CPU LY Reason: Extended VPN Path Down
Sort Stuck Hﬂﬁ (& N @ @ Date: May 16, 2025 10:51:05 AM
Traffic Anomaly —
a‘ b — F I , hﬁm May 10, 2025 5:28:33 PM

Al VALIDATED
@ VPN Path Down
Sife- 1 Boston-HA-DataCenter
WAN Egdge: bostonsitel

MISSING VLAN + Reason:Hub Gateway

Unreachable

(%] RECOMMENDED ACTION Recom mended Action Date:May 16, 2025 12:20-33 AM

The below APs don't see any incoming traffic which is expected from the specified VLANs. Flease add these VLANs to the respective switch ports.

Missing VLAM

Other Actions
« Persistently Failing Clients JUYI TR
« Access Port Flap

[T R TS T

4 Other Actions

May 19, 2025 5:28:33 PM
Al VALIDATED
VPN Path Down

site switch Details Data Status Site Saltlake
_ WAN Egge: saltiakecity-branchl
Live-Demno |d-cup-idf-d-vC 2 APs missing VLANS. View More May 13, 2025 8:27:15 PM Open = Reason- Snoke Interface
. o . Unreachable
Live-Demo d-rh-ex4000mp-aa 1 AP missing VLAN. View More May 13, 2025 12:58:08 PM Open »

Date: May 15, 2025 3:28:51 PM

ay 10, 2025 5:28:33 PM o

Nesia® |10
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M a I‘Vi S ACti ons VLAN DEMMBELHBRUESE.

View More & necessary actions

AYFICERREZEMULEY

3. [View More] &0y, FillzRRU. bEBRT T30 (A(YFADEEDEIMN)ZITVEYT

Missing VLAN Details

mge-0/0/0 IZT VLAN 30 @
SRENTNTORVATEEEZ R

View More JUv%
TR
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Resolve Action

Marvis Actions BIESN BT — KN ESEILET L .

4. [Status] % [Resolve] (CEE., MWItHERZEIRL. [OK] 29UvJ93E Marvis Actions ODAEINNRDET

Resolve Action * RIENFRRICESIZE . TOMIHFERZEIRLET
RESOLUTION « Solved using the Mist suggested action
I e ([ WY 2SRRI GIR TR

« Solved using another method (please comment below)
— Mist MERUIETZ V232 RSN THEER (XD RATD)

(2 A known issue and should be ignored in the future

' Incorrectly listed as an issue

COMMENT . - -
« A known issue and should be ignored in the future
— BAOBETHD., SE(LER
« Incorrectly listed as an issue
— o TR ENZfERE (false positive)
m Cancel
MR ETBEE(E.
WAN Edge: bostg —
MISSING VLAN ‘w In Progress [CZHE
. status 25
:: The below APs don't see any incoming traffic which is expected from the specified VLANs. Please add these VLANS to the respective switch ports 'DFIEI'I - l
Switch Details Date Status |" P":IgI'ESS [;an
Live-Demo ld-cup-idf-d-vC 2 APs missing YLANS. View More May 13, 2025 8:27:15 PM Open = Resolve I::c,fl;t:rancm
Live-Dema d-rh-ex4000mp-aa 1 AP missing VLAN. View More May 13, 2025 12:58:08 PM Open 25 3-28-51 PM
In Prog

May 19, 2035 5:28:33 PM
Resolve

or Busi Junipers | 1
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Marvis Actions
Other Actions

Marvis Actions &2 F® Other Actions ZJ)yJ 93¢, Persistently Failing Clients & Access Port

Flap h&ReEn&Ed

© 2025 Juniper Networks

ACTIONS Y Org Ay sites

T AP G Switch

Clients
1 Layer 1
16 Connectivi ty
4 Other Actions 3 Persistently Failing Clients 1 Access Port Flap

Other Actions

=
223 Data Center/Applicati...

« Persistently Failing Clients
« Access Port Flap

Juniper Business Use Only
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Marvis Actions

Other Actions > Persistently Failing Clients

Persistently Failing Client (37354 7> NaEB OREHR X Tzt KBz iED

317> NEIB DOERENIEE D
Bk - WRISA7 2 MeiRELET

I EHR FIRI AT MeARHB UE S

4 Other Actions (3 Persistenty Failing Clients ) | 1 Access Port Flap

(Persistem:lyr Failing Details

1 impacted client at Live-Demo.
PERSISTENTLY FAILING CLIENTS

1 Anonymous
b8:27:ebcc:0d:49

'WLAN: Live_demo_only.

Date

Mic Failure - Possible PSK Mismatch View More May 20, 2025 6:00:08 AM

802.1x Auth Fail View More May 16, 2025 6:12:56 PM

802.1x Auth Fail: MAC-RADIUS User View More May 15, 2025 9:09:42 AM

)
Open =
Open

Persistently Failing Clients

LATEST UPDATES + ‘

=== Latest Updates
p oo [CURPENZEEBA

 Marvis (3. FEEOFHEN AP, Z(vF, FEFRLAN(WLAN), FZ(@EH—/NTRULISL 7> MNEB ORIRENRE T
L CRE U T DB RRF (IR 517> MefFTELE T

e ZDOIF—I(Z. FEﬁ:\CDK_EHU/ \E:\: (PSK)O)ljj(L_J:énrb\nIElj_ QEE(IZ_IEE 802. 1X

THAOJREMENDNFET
o BEENMELELTVRIFAT>

- BIEMEIEENSL. 1 KfEURAICE#S(CREREENET
- {EKEBFED Marvis Actions ERREN31z. [Latest Updates] (CUXRENFEEA

© 2025 Juniper Networks Juniper Bus

ss Use Only
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Marvis Actions

Other Actions > Access Port Flap

Access Port Flap ($T73vE>J%4&0RIR— MR UFET

[a‘:—waw&ffamﬁ L '

4 Other Actions

ACCESS PORT FLAP

tients (1 Accels PortFiap )
Access Port Flap Details
1impacted port at Live-| 0.
ld-cup-idf-bbb

Listed Uplink/AP connected Ports are continuousl;

MDED ACTION

switch

Live-Demo Id-cup-idf-bbb Port ge-0/0/17 View More

Apr2, 2025 2:45:56 AM

Access Port Flap
o FERARION— NI SYIZIEDRIIN— M BILE T

o N—PERFEFGEINTOVSBERISA 7> NCEBN DI Z2iELET
R OEFRMENMEV R— MIEEHENT ) \A DR GRY R B E) . T 1T LY IRERTE

FLEIDRIREIENHDETT

© 2025 Juniper Networks Juniper Business Use Only
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Ma rvis Actions —&B Marvis Actions O#T l '

_ FIBTEIEY
Anomaly Detection Event Card

Anomaly Detection Event Card (&, Fi2—32PB Marvis Actions [CEBWWTESRZ:HARRERDATIBIRZ IR LFET

« Authentication Failures
« ARP Failures

° D N S Fa i | u reS Authentication Failure Details x
- TIMELINE & Anomaly [l Failures I Impacted Clients
- DHCP Failures R
[\
500 100
ACTIONS
265 400
Clients 50
/
1 Layer 1 \ 200 40
—
\‘1 20
16 Connectivity 7 WAN Edge PoL 1] YO DU AP T[T TTIROPP I PR TTINTORTY, T L PO T T IO P 1 TN IO TITPY MY 3" TN T TR FOP TSROV I L A TP T TR AT ||
— — May 13 May 14 May 15 May 16 May 17 May 18 May 19 May 20
TAP 9 Switch
SUMMARY CAUSES DETAILS
@ AUTH May 20, 2025 WLAN Sitewide Impact
A majority of failures were due to, specifically IEEE W’. . - -
3 DN Failre 802.1X authentication failed. A - e Srong
S27bdesa-5651-4.. IR
b=
8
3
4Other Actions S e
AUTHENTICATION FAILURE Sitewide Tmpact >
RECOMMENDED ACTION
The following sites have authentication failures. Please check the reason and details for each.
Reason ¥ Details Date Status
Live-Dem WLAN Mist_loT Ope
=
Live-Demo WLAN Mist_loT VI ew M o re E T
Live-Dem: WLAN Corp Open =
Live-Dems 2 switches a U‘ya Open =

© 2025 Juniper Networks _J‘UQLE;emr.11 | 18
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Marvis Actions

Anomaly Detection Event Card

Anomaly Detection Event Card (& Timeline. Summary. Causes. Details THgpkINEd
IUITHERTR

ARP Failure Details

TIMELINE

HALSAY -

&0

I
7}7') _wmgt May 13 May 14

Il “l
May 15

E A N———
BEAHEENE
& ARP May 20, 2025
tE\bhé’lﬁ\ A majority of failures were due to , specifically ARP
Timeout.

AOX/MIHEMN B ERE

* Failures
« Impacted Client

30 Failures
59 Impacted Clients

TN

Failure Likelihood

May 16 May 17

CAUSES

Server

.59"\'21’

AP

itewide Impact »

il
May 18

&, Anomaly [l Failures [ Impacted Clients
Q

“'l 120

100

80

60
40
AN
i AR || |
May 19 May 20
DETAILS
WLAN Sitewide Impact
weak medium strong

C9a76d95-50b2-4...
a73d50c4-2406-4...
ee54f59f-6d51 -4
1698c354-5¢69-4..

T BRICHIIHEE
- YA b2 HEADRERE

© 2025 Juniper Networks
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Subscriptions and Actions
Marvis Action Summary

. Glossary of Terms

. Layer 1 Actions

. Connectivity Actions
. AP Actions

. Switch Actions

. WAN Edge Actions

. Other Actions
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Subscriptions and Actions (msyrromsavecmmann |
available actions for each subscription type REF: Subscriptions and Actions

Category m Marvis for Wireless | Marvis for Wired Marvis for WAN

Layer 1 Bad Cable

Authentication Failure

DHCP Failure

ARP Failure

DNS Failure

Offline

Health Check Failed

Non-compliant

AP Coverage Hole

Insufficient Capacity
AP Loop Detected
ISP Offline
Misssing VLAN
Negotiation Mismatch
MTU Mismatch -
Loop Detected -

Switch Network Port Flap -

High CPU -

Port Stuck -

Traffic Anomaly -

Misconfigured Port -

Persistently Failing Clients O

Access Port Flap -

MTU Mismatch -

Bad WAN Uplink -

VPN Path Down =

Non-compliant -

) UniPer . 21
© 2025 Juniper Networks Juniper Business Use Only 'J.,i..ﬂ.‘,mm AL I1 |

Connectivity

0000000000000

Other Actions

rO00000000O0O

WAN Edge

ONORONON


https://www.juniper.net/documentation/us/en/software/mist/mist-aiops/topics/ref/marvis-actions-subscriptions.html#xd_b2e72d2fc490b097-645c59e9-18817f4f2c4--7d0b__d15192e106

Marvis Actions

Glossary of Terms

Definition

Model Input Feature BTED Actions ZIgEC 9 3R NEEEN TLBHEIHZHIRTT BIeCETIVAMER I 2 A D £l (dHaE
Trigger Conditions E7I)LH Marvis Actions ZiE#E 938D NI —& 14

Validate Time Marvis NREHRD Marvis Actions ZEEREHELTIY -9 BD(CHH BEERH
I1—-YHEIREZ RO EIEEMED, TEIRD R SNBRofea]geEn D Ed

REF: Glossary of Terms

RAR—Ih5 Marvis Actions OIIE%
SBALEF Y

) UniPer . 22
© 2025 Juniper Networks Juniper Business Use Only 'J.,im.‘,mm AL I’. |


https://www.juniper.net/documentation/us/en/software/mist/mist-aiops/topics/topic-map/marvis-actions-backend-operations.html#reference_f1g_xkl_d2c

Marvis Actions

Layer 1 Actions .
REF: Layer 1 Actions

Model Input Feature Triger Conditions Validation Time

ESRRHARICH VT F Lzt AILIEiz S

SW|tch - EEZIE

Bad Cable WAN Edge * R=KIZ—- 7 (B)
statistics * ZAvFR— MO active IREECENMNDNDS T NI T I DFREN R
events * AP OESEE O - B EN DR

) UniPer . 23
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https://www.juniper.net/documentation/us/en/software/mist/mist-aiops/topics/topic-map/marvis-actions-backend-operations.html#reference_k1f_z21_l2c

Marvis Actions

Connectivity Actions . |
REF: Connectivity Actions

Model Input Feature Triger Conditions Validation Time

FRIENTER =R 54 Q5 Dkest (fR=/1%AR)
LTSMA—-ZDEF IV, BA MRARDREERINE (I RZR—-RS( > ELTERTE
Wired Client

Wireless Client EFIERIEOEAEEZELT. C0 Marvis Actions ZI2HELES 1 (H)
EAEEN—ZTA S NBOREENSNEE, ELHEIRIAICESILMNERURE Actions O{EREIEH
BRDET
TRIENEA—Z5A S DBOTERE (F /i)
LTSMAR—ZDETIL(E. HA NAKD DHCP BiIhE 3 e BER— 254U TRE

Authentication Failure

Wired Client

Wireless Client EFIIHEREDEKXEZEELT. D Marvis Actions ZigEEUEY 1 (H)
BAREIN-ZF/N5DRENBVEE, EURIHARIAICETILMEIEU Actions DSFEMEN
ERDFET
FRIENTR=Z 51 > h5DeEt (lR2=/ %)
LTSMAR—=ZDOETIUIE. B4 MEARD ARP BRINFIFELBAER—-ZATAEUTERTE

Wired Client

ARP Failure Wireless Client EFIVERIEOEREZZRL T, 20 Marvis Actions ZiZELET 1 (H)
BAREIN-ZF1IN5DRENSVEE. ELRIEAREAICET)LMERRUZ Actions OEFEMEN
=ERhET
FRIENER -4 QB DIkt (RzZ=/1%A7)

LTSMAR—=ZDETIUE. B4 h24ARD DNS BINF(FEBZEN—-RA51 U TERTE

DHCP Failure

Wired Client ) e

Wireless Client EFIIVEHIEOEKREZZEEL T, D Marvis Actions ZigtcUE 9 (2)
BREIN-ZF1 Q50 RENEVEE. EURIHARINICETILMMREEU Actions DEFREMEN
=CRDET

DNS Failure

© 2025 Juniper Networks _J‘UQLE;emr.11 | 24
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https://www.juniper.net/documentation/us/en/software/mist/mist-aiops/topics/topic-map/marvis-actions-backend-operations.html#reference_bkh_ff1_l2c

Marvis Actions

AP Actions _
REF: AP Actions

Model Input Feature Triger Conditions Validation Time

1 BFLERO AP NO-DIL THEERELMFIER (T30 MERHEORKD;)

Offline AP Statistics EFIVIMBEEDZITL. AP IMELIEUTUVBIRE (RAyF. YA U=3> F(E ISP OFE 15 (9)

E) 2B ELET. T/\AADNAT A Bl E GBI ZZ B WSS (&, T/\1 ADE £
B LEANRY N TR ITANTIFv 75— MesSEL. LEWMEZIEELE T

Health Check Failed AP Statistics AP FlFELEN, BENCIYE(Auto Recovery ) HARDIRUEHEEEL TLVRLVARE 30 (H)
AP FIe(FEED AP OJ7—LDI7 N=avé, B NKETEBMRINN->3> A2 T34T7>R 30 (%))
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