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Switch Packet Captures

Site > Switch Packet Capture
[Site] H5 [Switch Packet Captures] #2UvIULE 9

Juniper Mist o ORGANIZATION Ca ptu re Pa C kets Primary Site = [S|te] ﬁi;‘:_%}R
@ Monitor M on |tO [ | Wireless | Wired | WAN | Location 5

(=) marvis™ : : _ \V PCAP Configuration Packet capture count - 0 E pegsm [_|_] HSEN
23 ciients & e
- AP WAN Switch Mist Edge . . B Capture A>3 %i8%E
Access Points
exzanua + 9 Q B/ Uy N/ ER (0:#EHIPR)
e Switch Configuration 3rd Party Tunnels R N
== . . Q oy 1 X (byte)
(+) waN Edges ket Cant Capture 0 B/SHARI (72
acket Captures
1024 Mo. of packets/Switch (0=Unlimited)
% Mist Edges Policy
Pre-Shared Keys 512 MNumber of bytes per packet .
</ Location _ n [Add Port Filter] T Port 187
SN e 600 | Duration in seconds
|:|EI|] Analytics Security [Opt|ona|]
&L, site WLANS O Capture traffic on CPU
ex2300-c 0 Advanced Filters
Port A Filter

n o \ B [Start Capture] &9y

|‘ Add Port Filter |
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Switch Packet Captures

Site > Switch Packet Capture
1. [Site] ZZEIRUET 2. sz [+] MoENNLF I (BEuEIRA])

Capture Packets Primary Site -
PCAP Configuration
Packet capture count -0 i i
PCAP Configuration P AP WAN  Switch  Mist Edge
Q  Search
i _ Add Switch | + o
AP WAN  Switch  Mist Edge o e coarch a MAC Address
Add Switch == 9 Capture ex2300-c c8:fe
| 10734 | [ AF=
Capture . close
? | Switch & | - -
| 1024 | No. of packets/Switch (0=Unlimited] FDytes per packe
600 | Duration in seconds

| 512 | Mumber of bytes per packet |

| &00 | Duration in seconds

CloudX T##&EULTWS
HazDHEIRTJHETY

oneshe® |7
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Switch Packet Captures

Site > Switch Packet Capture

3. Capture ATJ2a %ZIBELEY

PCAP Configuration

AP WAN  Switch  Mist Edge
ex2300c | % | + (7]
Capture

1024 | Mo. of packets/Switch (0=Unlimited)

|
| 512 | Mumber of bytes per packet
|

G000 | Duration in seconds
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| Add Port Filter |
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Switch Packet Captures

Site > Switch Packet Capture

4. [Add Port Filter] &D. Port ZiI8TELE I (IEFEZA A, FIZ(d Port 1EiR)

[Capture traffic on CPU]. [Advanced Filters] Zi&EULZ 9 (Optional) {;;;;é;f%’})
[Save] UT/RFULET

Click to select the port or shift-click to select a range of ports
FAAY=IIvI

. B :

= @ E ny =
Add Port Filter Port %EE;EAH X 35 7 ¢ & Done -CJE;RET
Port Name L Clear Selection
ge-0/0/0

[ ] Capture traffic on CPU

[

Q Capture traffic on CPU (Optional)
' Advanced Filters I CPU F/5ED 3719 (FIFINS DI RE) 2Fv T Fv I 25 EF IV
TCPDUMP Expression

O Advanced Filters (Optional)

T7AIIVIEETE

[] use expression builder o I_'E—E%ljj
' o EAA—ICEBIIIANIZIE
Save LTRE (Use expression builder)

© 2025 Juniper Networks

L]
Juniper Business Use Only J.Uqlrﬁ.emrl" | 9



Switch Packet Captures

Use expression builder

Use expression builder (C&DI(ILA%FHE(C —
BRIECEEFT

Add Port Filter x

Port Name
ge-0/0/0 =] ‘

[[] capture traffic on CPU t“}bg‘_wwg
“ Advanced Filters b\“’iﬂ*éhij‘

TCPDUMP Expression

D Use expression builder

FIvIULTERR

Broadcast
Multicast

AZ1—-Z#ERUT,
BZERELET
Use expression builder
Fthernet Host Ethernet Host
| MAC Address v | ® MAC Address
® Source MAC Address
® Destination MAC Address
® Source and Destination MAC Address
MAC Address (Comma Separated) ‘
IP Host IP Host
e v | | e IP Address
® Source IP Address
® Destination IP Address
) ® Source and Destination Address
IP Address (Comma Separated IPs or Host Names)
7 protocol IP Protocol
Select a Protocol W |

Port / Port Range

Comma separated and Max 5
Broadcast

D Ethernet |:| IPv4
Multicast

[] ethernet [ 1Pva

© 2025 Juniper Networks
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® Select a Protocol % JORNJILFKIEE
e TCP
e UDP
® ICMP

Broadcast
O Ethernet
Q IPv4

Multicast
O Ethernet
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Switch Packet Captures

Site > Switch Packet Capture
5. [Start Capture] Zz7UvoUT. \Jw I\#V?"?V%‘:Faﬁﬂ“bi@“

Capture A7>3>TEEUAE - B

PCAP Configuration

Capture Packets

AP WAN  Switch  Mist Edge
ex2300-c | % | 4 o

Capture

| 1024 | No. of packets/switch (0=Unlimited)

| 512 | Mumber of bytes per packet

| 500 | Duration in seconds

ex2300-c Capture &
Port ~ FlEer
ge-0/0/0

Add Port Filter
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EURBS. B CELLEULEI([Stop Capture] TEENTIELLEHTEEY)

FEHTELT

. Packet capture count - 1066 Sooozio =
PCAP Configuration | @S e p Clear Capture Data
‘ Q. Search ‘
Switch Capture ) - -
No. Time MAC Address Interface Protocol Source IP Source Port Destination P Destination Por
a
o 1 4:56:38.334 PM Jun 5, 2025 irb Oxf206 .
2 4:56:38.511 PM Jun 5, 2025 irb ARP 192.168.111.7 192.168.111.1
Capture 3 4:56:41.171 PM Jun 5, 2025 irb TCP 192.168.111.3 54540 13.57.148.62 443
4 Mo. of packets/Switch (0=Unlimited) 4 4:56:41.300 PM Jun 5, 2025 irb 0xT206
Number of bytes per packet 2 4:56:44.254 PM Jun 5, 2025 irb TCP 192.168.111.3 54540 13.57.148.62 443
51 4:56:44.384 PM Jun 5, 2025 irb DxT206
Duration in seconds
7 4:56:45.621 PM Jun 5, 2025 irb RADSEC 192.168.111.3 49747 3.33.153.159 2083
a8 4:56:45.622 PM Jun 5, 2025 irb RADSEC 192.168.111.3 51333 15.197.139.214 2083
ex2300-c .
a 4:56:45.628 PM Jun 5, 2025 irb DxT606
Port A Filter
. 10 4:56:45.628 PM Jun 3, 2023 irb 0xT406
ir
11 4:56:45.696 PM Jun 5, 2025 irb 0OxfB06
12 4:56:45.699 PM Jun 5, 2025 irb OxT406
L]
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Switch Packet Captures

ite > Switch Pack FrIFrI7ANNIVo0-RTES
Site > Switch Packet Capture 5B 33 THLBERDHDET

GUI ETHFvIFvERMTINAA LTRRENET
FvIFvI74)UIE [Captured Files] KDY 0—RTEFT

[Captured Files] h5 Captured Files x
FrIFrIrANVESI>0—-R ey [ .

Korybhho>h & seare
) ) Ay
Capture Packets primary iz~ FEiBEFR 1
Capture Type No. of Devices Timestamp S
i ; Packet capture count - 1066 —_— Sooos:10f = Switch 1 Switch un 5, 2025 4:56:37 PM +
PCAP Configuration p §/T\®0U7 Clear Capture Data v ]
| Q search Switch 1 Switch Jun 5, 2025 5:06:23 PM +
Switch Capture ) o o
No. Time MAC Address Interface Protocol Source IP Source Port Destination IP Destination Por
a
1 4:56:38.334 PM Jun 5, 2025 . irb 0xT206 .
° 49>0-Rk
—
2 4:56:38.511 PM Jun 5, 2025 ' irb ARP 192.168.111.7 192.168.111.1 /
Capture 3 4:56:41.171 PM Jun 5, 2025 ' irb TCP 192.168.111.3 54540 13.57.148.62 443
No. of packets/Switch (0=Unlimited) 4 4:56:41.300 PM Jun 5, 2025 Cdirb 0xF208 — 7“)1'5_@
T— IT\
Number of bytes per packet 5 4:56:44.254 PM Jun 5, 2025 ! irb TCP 192.168.111.3 54540 13.57.148.62 443 b1974x\
6 4:56:44.384 PM Jun 5, 2025 ! irb OxT206
Duration in seconds
7 4:56:45.621 PM Jun 5, 2025 ! irb RADSEC 192.168.111.3 49747 3.33.153.159 2083
Table Settings x
8 4:56:45.622 PM Jun 5, 2025 ' irb RADSEC 192.168.111.3 51333 15.197.139.214 2083
ex2300-c — — = — = -
9 4:56:45.628 BM Jun 5, 2025 irb 0x 7606 =1 ¥ no =2 ¥ Time = 3. [¥] MAC Address
Port R Filter =4 v rfa — ] = [v]
10 4:56:45.628 PM Jun 5, 2025 irb DxT406 )y | = 4 /] Interface = 35 W] Protoco 6. v Source IP
irb - — - -
11 4:56:45.696 PM Jun 5, 2025  irb 0xf606 = 7. [v| source Port = 8. [¢] Destination IP = 9. [¢| Destination Port
12 4:56:45.599 PM Jun 5. 2025 irb OxFA0E =10. [¢¥] Length = 11. [¥] Dropped Packets =12. /] Info
‘\\
"W
GUI THERH
UZ A1 LARR
i UniPer . |
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