-»

Mist SSEN=—17))
- Wired Assurance -

=2 OT71 VDRSS TE

1N\ NIRRT AT
2025% 18 Ver 1.0

JUﬂIPer

driven by Mist HI



[FUSHIC

% ANZ17)UE. Wired Assurance (CBVT2R—NTOJ7AIVDREEERTEN (CDWTERBALEF T

% FIERE(F 2025F 18 a0 Mist Cloud (CTHERZZELTHEDFET
EROBEEEFRRINERISGESEUTO7YIT— MEHRZ CHESREE L
https://www.juniper.net/documentation/us/en/software/mist/product-updates/

S SHTEANBS/IIA-HFTE A T RRIEPBAICLOTERDET
BIERTEARNSOFHME T 2SI LD TSR IZE0
https://www.juniper.net/documentation/product/us/en/mist/

S MICEZED Mist BAREVYZ17)Z [Y)1—23> &FIZHIVIBERYA M (CHBELUTHENET
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

< AEROABRBERERIFRICEIT26DTHDERDBERUICATEEEIZIEAHNHNIT
FEAERICE B NIBMRPHEEZIRH TS EFHEVUTRRATRCLEITEZFEA
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77— beERUIEEDEIE

Mist OEBBEENS AV FICXU. 72TV —MERUERENBIRETT

BWHAA-=>
——— Organization

Switch Template Organization LNJVDEE
o B D Bt + BERUIIESO Site (CARICZAYFITHL. Organization BATT
=) a3 - RS BBAEAT 5T Il NTT

Site LA DESTE

<---° ZNTNO Site (CEEFEINTVBZAYF(TH U, Site BEAIT
—IERTEI BB EIFERIEZT I —hTT

- EUERFEBROSE. Organization LN TOEEE EESEN.
Site LNIVOFRTENBRNCRDFET

Switch Configuration Switch Configuration
BEL: - BWEL: -

r“ ED - ,‘%@ D - <4 --- ﬁZ‘f“J?‘ﬁiﬁ(D?ﬁi’E
~ o %E3:D © awsiE o BAYFIUIITOTU—NIFERZEEZITOHGACERALES
| | - BEUFRFEIEBROIZE. Organization LAILB LY Site LA TORTE(S

FEEFEN. Z(YFEAIOFENMBNTRDET

SELA
RE2:B
Sl

iXiE3 : D

© 2025 Juniper Networks Juniper Business Use Only e e | 3



M= OT7AINDEIE

N—=bTOI71NZVERRL . BEADA > TI—ACEIDHTRIET, ENHA A II—RZ2—HETREI DIENBIRETT

N—=bTOI7 1N ZRMATT 2T — MNARHENDEBET . A C—EUTEBERDO A Y FICIHU—FE T2 II—AD

ENEZATOCEDAIEEICRDE T

EX3400-48P
0 2 4 6 8 10 12 14 16)] 18 20 22
n o .
< R=RJOTrAI#1 ZiER
1 3 9 7 9 11 13 15 17119 21 23
(o]
MR—hJOJ71)#1
Vod Speed
ode
P
Trunk ® Access ortEnabled Auto
@ Enabled Disabled
Port Network (Untagged/Native VLAN) Duplex
vlan_100 | c1p Edge QoS ’ _ | Enable MTU
| ____ (@ Enabled Disabled | |
Yes @ No 1514

24 26 28 30132 34 36 38 40 42 44 46 v,
=
-+ H—
[¢) N Q. Q.
R—=NJOJ7AIV#2 =@ERA & >
o4 a
.
25 27 29 3133 35 37 39 41 43 45047 1 2y 3
(o]
MR—=hJOJ71I#2
| |w#| Enable MTU
Speed Mode
Auto Iy Trunk @) Access 1514
4 Dart Matywork (Untagged/Native VLAN)
Duplex | Port Enabled E
Auto @) Enabled Disabled = QoS
™ i@ Enabled Disabled ) 1
@) Enabled Disabled

© 2025 Juniper Networks
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Organization LAJLOR— I O771 )V EBEEESTE

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

1. [Organization] »5 [Switch Templates] % 2. WEMRD [>T —K] &RUET
EIRUET

Juniper Mist ’ ORGAMNIZATION NAME ’ ORGANIZATION NAME Change language (en) ~| FRITT:18AM 2 Q (@)

@ monitor Monitor | wireess | wired | wan Primary S Switch Temp|ateS [ [ vE 2 ]

(=) marvis™ %, PR T 2 Templates
TEMPLATE SITES SWITCHES

22 Clients ORGANIZATION-SWITCH-TEMPLATE-01 0 0
ORGANIZATION-SWITCH-TEMPLATE-02 0 0

E] Access Points

Switches

(+) wan Edges

Administrators Applications Campus Fabric
5 mist Edges .

Audit Logs Application Policy
<7/ Location Inventory Hub Profiles

Mobile SDK Network Topology
|:|EI[| Analytics

Settings Networks

0 site . S
oo Site Configuration WAN Edge Templates

@ Organization Subscriptions

JUNIPEr =5

Juniper Business Use Only — T | 5
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Organization LAIDKR— NI OI7 1 )V E35EER

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

3. [All Switches Configuration] ROIAUTHENTICATION SERVERSIDIEB(CT

Radius H—/\DEEZITVET

All Switches Configuration

AUTHENTICATION SERVERS

Authentication Servers

Radius

Authentication Servers

No servers defined

Timeout 5 (O - 1000 seconds)

Retries 3 (0-100)

Enhanced Timers
Enabled (@ Disabled

Load Balance €
Enabled @) Disabled

Accounting Servers

No servers defined

Add Server

Add Server

Interim Interval 0 (0 - 3600 seconds)

© 2025 Juniper Networks

NTP CLI CONFIGURATION =2

Additional CLI Commands
NTP Servers

MR OF {{siteVar} oo
(comma-separated Hostnames / IPs) e

DNS SETTINGS OSPF AREAS

DNS Servers

X000 O {{siteVar} ool

Add Area
(comma-separated IPs and Max 3)

DNS Suffix
DHCP SNOOPING

XXX Enabled (@ Disabled

A X
(comma-separated domains and Max 3)

YLK Or {{siteV

SYSLOG

SNMP
Enabled (@) Disabled

Enabled (@) Disabled

PORT MIRRORING

STATIC ROUTE
Port Mirrors

Juniper Business Use Only

Juniper

seiven sy Mist AT
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Organization LAIDR— I OT71 )V iBEEEHE

TIV—MeERUETORAYFIC—IETRELZEE I HIS
4. TIANMENSZEE T D15 RADIUS F8EY —/\—tOBEICHITD Y1LTFIME & UNSAOI2 ZeHELFT
5. [Add Server] ZJ)vJU. sRiEY—/\-DBHZADE. 5 LO [FIVIN-T] 2V )W ILET

AUTHENTICATION SERVERS

Authentication Servers AUthentication servers

Radius W

New Server v bd
Authentication Servers
Hostname / IP Address
- 10.20.30.40
9’(1)‘) 'j hgﬁ?@ﬂ%&ﬁ & Add Server i mm == = = = =—— -> OO0 IOOC 000K OF {{siteVar}}.aoo \
— = 77K
— e Timeout 5 Port /-RZ |\?‘ Ait_(i IP } |\I/Z
URSA[EEK =

Retries 3 1812 /-I_\ |\§_,:_
Enhanced Timers @ — 3 Shared Secret

Enab‘ed . Disabled 94A7'j h/IJ hj{@y&@}mgg IIIIII Revea
Load Balance @ - - - .

Enabled (®) Disabled %Eﬁ& Radius ﬁ_}\_Fﬁﬁmﬁﬁﬁﬁy

Accounting Servers

Add Server

Interim Interval 0

© 2025 Juniper Networks Juniper Business Use Only JUﬂ”Der | 7
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Organization LAIDR— I OT71 )V iBEEEHE

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

6. RADIUS 7hU>h—)\—%

RADIUS B{E0D
XIETT7 RURIETE

=Jur==>

X IE 9 DiZE(EI Accounting Serversi#®d [Add Server] ZJUvIULES
7. RADIUS 7hD> M —=N-DIFH=Z A DL LD [FIVIN—T] ZOIWILET

Authentication Servers

10.20.30.40: 1812

Timeout 5

Retries 3

Enhanced Timers €
Enabled ®) Disabled

Load Balance @
Enabled ®) Disabled

Accounting Servers

Add Server

Add Server }

Accounting Servers

New Server

Hostname / IP Address

10.20.30.40

OOCXXXIOCLXNK Or {{siteVar}} oo xxx

e

IRARR—=LFEE(E

IP 7RL A

Port
/, 1813 ﬁ N
/, /_I_\_ hé%
,’ Shared Secret
/, """"
s

Revea

Interim Interval 0

s
’/
&T;ﬁmﬁﬁ

2

—~~

Source Address €@
None

© 2025 Juniper Networks

ﬁ « Interim /v NOZEERIFRERELET

- ENTO01DZHEF Interim-Update ZX{ELEFEA

Juniper Business Use Only
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Organization LA DR—

N'OJ74 WVEBEEESE

T - NeERULR2TORAMYFIC—IETHRELZEEITIIES
8. [Shared Elements] R®OIPORT PROFILES IOIEB(CTEREIDERTEZITVE T

Shared Elements

NETWORKS

Named VLAN IDs that can be used by Port Profiles
* System defined

A Unused Networks @

* default 1

X | Add Network

VRF
Configuration

Enabled ®) Disabled

Instances

Add VRF Instance

© 2025 Juniper Networks

PORT PROFILES

Port configuration for a set of related ports
*

* default default(1), access

A Unused Profiles @

* ap default(1), trunk, edge
* disabled port disabled
* ot default(1), access, edge
* uplink default(1), trunk
X | Add Profile

DYNAMIC PORT CONFIGURATION

« SAFLATEBEINLETIAIL D
R—NTOTPAIIHFEIELET

77 - INBICHUTHRE R HIBROIRIE(S

ITAFEA
FRICT % =T IDMFOTLBDH
BHENERDET

Juniper Business Use Only
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Organization LAIDOR— I OI71 )V EBEEEHE

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

9. [Add Profile] Z7UvyILET 10.R—=hJOJ71I %= AU,
[Use dotlx authentication] (CFIvIZ ANET

Mew Port Profile '

PORT PROFILES

Port configuration for a set of related ports
*

Kame
WdimE

org_portprofile_name

* default default(1), access S \
o s D TOIPANZEASILES

A Unused Profiles @

* ap default(1), trunk, edge /‘

s
* disabled port disabled
* ot default(1), access, edge

* uplink default(1), trunk e \J

-.-clllF'- 15'.'3,!: rk ?\\‘J |\'j — O&E}Rb asg—

W L authantica
=[5 M a
tication
XQ Add Profile Uisa Guest Netwaork

. =1
© 2025 Juniper Networks Juniper Business Use Only JUﬂlper.1 | 10
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Organization ULAIDKR— 0771 )V 5B5EE%

7> —befEm

UVETOA(YFIC—IETHEZEEI IS

11.20MA T3 %25 ELFT

| Use dot1x authentication I

65000

(10 - 65535 seconds)

© 2025 Juniper Networks

YRV | p——— [Allow Multiple Supplicants] [cF1y79¢&
[Bl—R— NCEEH UL MFFRIENET
Dynamic VIAN @ < mm s s e o o s s o e e 5
Mac authentication <Gies = s - - - - - S - -
Use Guest Network :- ------------ - — : L BIE(C VLAN 2210 T3354E. [Dynamic VLAN] [CFIvILES
Bypass authentication when server is down 41 ————— - :
Reauthentication Interval @ === MAC RE[ZBRCTB%S. [Mac authentication] (CFIVILET

[Use Guest Network] (CFIvId 5L
Guest Network NEREEZITVET

[Bypass authentication when server is down] (CFIWId3E
H—)BMFTIDUTVBIEE. 93170 NMEEREERL TRYND =L P I ATEET

7347> b0 RADIUS B-/-TEB%
BT DAE DN —ZHTE CSTFT

Juniper Business UseOnly S MistAT | 11



Organization LA DR—

TIV—PMeERULETORMYFIC—IETE
128 L0 [FIvIN-T] 27 ILET

New Port Profile

Name

org_portprofile_name

Port Enabled
®) Enabled Disabled

Description
Add Description

Mode

Trunk (@) Access

Port Network (Untagged/Native VLAN)

default

VolP Network

None

© 2025 Juniper Networks

1

I\j D7 4)l'llll.‘l\lliE;

2EEIHRS
13.8L0 [FIvIN-7] 27 ILET

Change language (en) +

er Business Use Only

Delete Template

FRI 3:05 PM

O
fam

i)

®

Cancel

llllllllll
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Organization LA DR—

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

4 EBOENNTRENZOT, HBL THE

[Save] ZUvILE T

Confirm Changes

APPLIES TO SITES

0 sites O switches
Show only differences * Template or System inherited

'V AUTHENTICATION SERVER

WV Authentication Servers

¥ 10.20.30.40
+ | Host: 10.20.30.40
+ | Secret: ¥kkrkx o
+ | Port: 1812
¥V Dynamic Request Port
+ | CoA Port: 3799
+ | Enabled: No

'V Port Usages
¥ org_portprofile_name
Profile Name: org_portprofile_name
Auto-Negotiation: Enabled
Duplex:  Auto
Enable MTU:  Disabled
Enable Q0S: Disabled
Mac Limit: 0

m Cancel

© 2025 Juniper Networks
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Organization LNJLOKR—b2J'O771)ViER

Organization LAV DEHFITIIV—MeERBULAMYFIC—IETR—- N OI7M I %ERTS
1. [Select Switches Configuration] OIEHICT [Add Rule] Z9UvIURTEZITVE S

id Ru

VRF

|E] WAN Edges Configuration
Enabled ® Disabled

% Mist Edges

Instances
ﬁ;" Location
ul][] Analytics

Add VRF Instance

DDD Site
FH} Organization Select Switches Configuration Add Rule

default

© 2025 Juniper Networks

a1
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Organization LNJLOKR—b2J'O771)ViER

Organization LAV DESEMAITIIV— MERUVAMYFIC—IETR—- ' OI71 W% ERTS
2. EH457>TL— b0 [Port Config] (CT [Add Port Configuration] Z9UvoLE 9

3. [Configuration Profile] @I hSR—NTOJ74 ) & &ERU.
ALO [FIvIR—-T] Z2DIWIULET

XEZHATT T — MOFEBIEA T ONZ1 7SR TS
[2-09_RA1YFORE_FMHH7>TL — MEF |

W= IVERRVERBFIC(E Info DETE
EME(CRDFET %2-09 SR

Select Switches Configuration

default T dacoii-8 IP Config | IP Config (OOB) | Port Mirroring | CLI Config

all remaining switches

Apply port profiles to port ranges on matching switches

Unassigned ports Default

Add Port Configuration

© 2025 Juniper Networks Juniper Business Use Only

New Port Configuration v | X

PortIDs

ge-0/0/1-2

Configuration Profile

org_portprofile_name default(1), access v

Enable Dynamic Port Configuration

Description

Add Description

Up / Down Port Alerts (1]
Enabled ®) Disabled
t Types in Alerts Page

Port Aggregation
Enabled ®) Disabled

Allow switch port operator to modify port profile

Yes @) No

llllllllll
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Site LNIVDR— I OT7A )V EBEEESTE

Site CEICGRHEZREIHES

1. [Site] "5 [Switch Configuration] %z

ESNVES)

Juniper Mist” ﬂ ORGANIZATION NAME

CREEN |/ onitor | e
@] Marvis™
2. Clients

E] Access Points

Switches

Switch Packet Captures
(+) waN Edges
o g

O mist Edges

'ﬁ?’ Location

u[][] Analytics
oy Site
@ Organization

© 2025 Juniper Networks

12:00 AM - 12:10 AM Mov 18: Bytes: no data, 0.00 Mb

Wired WWAN |

3rd Party Tunnels
Labels

Packet Captures
Policy

Pre-Shared Keys
Radio Management
Security

WLANS

2. REXRD [Site] ZERLFT

’ ORGANIZATION NAME

Switch Configuration

Change language (en) | MONT133PM 2 Q (@

Q
2 sites 1-20f2
SITE A SWITCHES CONFIGURATION TEMPLATE
Primary Site 0
Tokyo_Site 0
Juniper Business Use Only JHQLE:EII.F
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Site LNIDKR—-IOT7AIN

Site CUICRREZEEIHES

3.

[All Switches Configuration] RMOIAUTHENTICATION SERVERS IOIEHI(CT

Radius H—/\DEEZITVET

BOR

[—

SSAE

All Switches Configuration

AUTHENTICATION SERVERS

Authentication Servers

Radius v

Authentication Servers

Add Server

Timeout 5

Retries 3

Enhanced Timers €
Enabled  (®) Disabled

Load Balance @
Enabled @) Disabled

Accounting Servers

Add Server

Interim Interval 0

© 2025 Juniper Networks

NTP

NTP Servers

(comma-separated Hostnames / IPs)

DNS SETTINGS

DNS Servers

(comma-separated IPs and Max 3)

DNS Suffix

(comma-separated domains and Max 3)

SNMP

Enabled @) Disabled

STATIC ROUTE

CLI CONFIGURATION o34}

Additional CLI Commands

OSPF

OSPF Areas

Add Area

DHCP SNOOPING

Enabled @) Disabled

SYSLOG

Enabled ®) Disabled

PORT MIRRORING

Juniper Business Use Only

Juniper

seiven sy Mist AT
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Site LNIVDR— I OT7A )V EBEEESTE

Site CLICERTEZEZEEIRIES
4. TIAIMENSZEEIBI55. RADIUS 25— /N\—LDBE(CHITE I1LTIME & UNSA[E1ER #35TFELFT
5. [Add Server] #0UvHU. 250 —/\—-DIEERZ A D& G LD [FIvIN—T] 20U ILET

AUTHENTICATION SERVERS

Authentication Servers Authentication Servers

Radius v

New Server v bd
Authentication Servers
Hostname / IP Address
10.20.30.40
FALTD FQET@H%FEﬁ !\ Add Server Jfm mm mm = mm v -> XX XX HXNXXX OF {{SiteVar}}.xxx.xxx ———

Timeout 5 Port /-RZ h*_hik(i IP 7 FI/Z

URSA[alER

Retries 3 ﬁ l_ﬁ_ |\§%
Enh::ac;de:mer.s ?isamed 9,{L\le I\/U hi’(@é&@*’ﬂgﬁ Shared Secret

|||||| Revea

Load Balance @ - ~—

Enabled (®) Disabled %Eﬁ& Radius ﬁ'_}(\_Fﬁﬁ@%ﬁﬁﬁy .
HEWEZGE

Accounting Servers

=4

Add Server

Interim Interval 0

© 2025 Juniper Networks Juniper Business Use Only e istAT | 18



Site LNIVDR—

I\j Dj 4’[’I:III5\I:I1E;

Site CUICRREZEEIHES

iE

6. RADIUS 7hD> h—)\—%5%TE 3 di5E(E[ Accounting Servers 1#®D [Add Server] Z7UvIUE S
7. RADIUS 7hD> M —=N-DIFH=Z A DL LD [FIVIN—T] ZOIWILET

Authentication Servers

10.20.30.40: 1812

Timeout 5

Retries 3

Enhanced Timers €
Enabled ®) Disabled

Load Balance @
Enabled ®) Disabled

Accounting Servers

RADIUS #&{E0D

Add Server

Add Server }

XIETT7 RURIETE

Interim Interval 0

Accounting Servers

Source Address €@
None

[
ﬁ

© 2025 Juniper Networks

New Server v | x
Hostname / IP Address
10.20.30.40
DOLIKNIO0L000 OF {{siteVar}}onxxx \
, Port 7|_\Z |\?~-Ai7’:(at IP TI\I/Z
’ 1813
’ f| M—hES
,,, Shared Secret
s
Y A | LI Reveal
s
s
’/
&Taﬁmﬁﬁ
« Interim /v hOXERIRZRELET
- ENTO01DZHEF Interim-Update ZX{ELEFEA
Juniper Business Use Only JUﬂ"Der
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Site LAIDIK— I OT7A1 )V F35LESTE

Site CULICFREZZEEIT IS
8. [Shared Elements] R®OIPORT PROFILES IOIEB(CTEREIDERTEZITVE T

Shared Elements

NETWORKS PORT PROFILES DYNAMIC PORT CONFIGURATION
Named VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports
% Template or System *
A Unused Networks @ * default default(1), access
* default 1 A Unused Profiles @
* ap default(1), trunk, edge
* disabled port disabled
X | Add Network * jot default(1), access, edge
Add Rule
%* uplink default(1), trunk
VRF
Configuration
Enabled ®) Disabled
Instances
* Ter
X | Add Profile
Add VRF Instance
© 2025 Juniper Networks Juniper Business Use Only JUﬂIPer | 20
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Site LNIVDR— I OT7A )V EBEEESTE

Site CUICRREZEEIHES

9. Site LNIOR—NTOI71 IV EVERKR I DimE
[Add Profile] #2Uvy/JULEx 9

PORT PROFILES

Port configuration for a set of related ports
&

* default default(1), access

A Unused Profiles @

* ap default(1), trunk, edge
* disabled port disabled
* ot default(1), access, edge
* uplink default(1), trunk
X | Add Profile

© 2025 Juniper Networks

G

10.R—~JOJ71) &% AU,

[Use dotlx authentication] (CFIvIZ ANET

New Port Profile

v X

Name

site_portprofile_name

Port Enabled
®) Enabled Disabled

Description

Mode

Trunk (@) Access

\_
N—=bNTJOTrPI 2 ANLEYS

Port Network (Untagged/Native VLAN)

default

]

VolP Network

None

| Use dot1x authentication

Allow Multiple Supplicants
Dynamic VLAN @
Mac authentication

Use Guest Network

Bypass authentication when server is down

Juniper Business Use Only

FYND—D#ERUET

llllllllll
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Site LNIVDR— I OT7A )V EBEES

Site CLICEREZZEE I DI5E
11.20MA T3 %25 ELFT

v| Use dot1x authentication

Ao e Su;p.,.;,m I{_ _________________ [Allow Multiple Supplicants] (CFIvJ9E
| [B—M—hTHEESTUN> MEFRIENFET

Dynamic VLAN @ 4— ———————————————— —I
Mac authentication 4— ----------------- | . .
Use Guest Network 4 ———————————— ———I : = EJJE,\J(: VI—AN 7@:’%“0%(51%@\ [Dynamlc VLAN] (:}I‘yqbia_
Bypass authentication when server is down ‘ ————— - | :

Reauthentication Interval €@ : - MAC o h\nIE%ﬁ)‘jJ(La-éiﬁ [MaC aUthentication] (C}I“J’Jbig'

65000 |
(10- 65535 seconds) = __ _ | [Use Guest Network] [CFIyII5L

Guest Network AFREE#ITUVET

[Bypass authentication when server is down] (CFIWId3E
H—)BMFTIDUTVBIEE. 93170 NMEEREERL TRYND =L P I ATEET

7347> b0 RADIUS B-/-TEB%
BT DAE DN —ZHTE CSTFT

© 2025 Juniper Networks Juniper Business Use Only JUﬂ”Der | 22
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Site LNIVDR—

Site (_t(c.

128 L0 [FIvIN-T] 27 ILET

NEZEE IS

I\j Dj 4)l'llll.‘l\lliE;

Name

Port Enabled
® Enabled

Description

Add Description

Mode

default

VolP Network

None

© 2025 Juniper Networks

New Port Profile

site_portprofile_name

Disabled

Trunk (@) Access

Port Network (Untagged/Native VLAN)

13.[Save] 27 WWIUIRENT2RIFLET

Create Template

Juniper Business Use Only
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Site LNIVDR—

Site C¢&ICE%

N OJ7AIVE3:

EEEETHES
4 EBOENNERENZOT, HBUTHE [Save] Uy UET

Confirm Changes

¥ Port Usages

t Mode:  access

¥ site portprofile name

+ Port Disabled: No

+ Port Network: default

+ Speed:  Auto

+ STP Edge: Disabled

+ STP No Root Port: Disabled

t STP Point-to-Point: Disabled
¥ DOTIX

Allow Multiple Supplicants:

Bypass Auth(when server down):

Guest Network: default

+ Persistent (Sticky) MAC Learning:
t POE:  Enabled

No

¥4 show only differences * Template or System inherited

+ Profile Name: site_portprofile_name
t Auto-Negotiation:  Enabled

t Duplex: Auto

+ Enable MTU:  Disabled

+ Enable Q0S: Disabled

+ Mac Limit:

Disabled

Yes

m Cancel

© 2025 Juniper Networks
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Site LA OR— M OT71IVER

Site LAWVDEHFTIIV— PMeERUVAMYFIC—IETR—MOI7IV&ERTS

1. [Select Switches Configuration] DIEBICTEREZITVET

I+ ) wan Edges
% Mist Edges

"{7 Location

:IDD Analytics

DDD Site

@ Organization

© 2025 Juniper Networks

=5
[T)Y4

Add Rule
VRF
Configuration
Enabled ® Disabled
Instances
*
Add VRF Instance
Select Switches Configuration Add Rule

default

all remaining switches

Juniper Business Use Only

llllllllll

25



Site LA OR— M OT71IVER

Site LAIVDESITIIV— M{ERUVAMYFIC—IETR—- I OI71 W% ERTS
2. EMHF57>TL— Mo [Port Config] (CT [Add Port Configuration] Z2UvJUE 9

3. [Configuration Profile] OFILA > MSR—NTOT71 IV ZEIRU.
ALD [FIVvIN-T] ZOWILET

X FZHATT T~ MOFEHIEIA T ONZ27 )V 2SSV
[2-09_Z(YFDEETE_SFMHIT> T — NER |

Organization LNIVOEAHSTI— e L EETIIHS.
[Override Template Settings] (CFIvIZ ANFT

Select SwitchesM

| Override Template Settings infol) e i Ml IP Config | IP Config (OOB) | PortMirroring = CLI Config '

default

all remaining switches

Apply port profiles to port ranges on matching switches

Unassigned ports Default

Add Port Configuration

© 2025 Juniper Networks Juniper Business Use Only

New Port Configuration v X
Port IDs
ge-0/0/3-4
Configuration Profile
site_portprofile_name default(1), access WV

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts o
Enabled ®) Disabled
Alert Types in Alerts Page

Port Aggregation
Enabled (®) Disabled

Allow switch port operator to modify port profile

Yes @) No

llllllllll
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AMYFLICGHEREEIHES
1. BRAYFULIGKTERZEE I DH T, [Switches] Z#EIRL, —BENSEEXRERD [A(YF] 20 ILET

Juniper Mist” ’ ORGANIZATION NAME Change language (en) ¥ | THU420PM 2 O (@)
@ Monitor SWH:Ch es Primary Site List  Topology  Location 4:18:13 PM ] Inventory Claim Switches =
Marvis™
4 0 0 oW
Cloud Connected Discovered Switches Wired Clients Total Allocated AP
,93\ Clients Switches Power
E] Access Points . Switch-AP Affinity I . PoE Compliance . VLANs I Version Compliance . Switch Uptime Config Success
& | switches
hy
Q Filter
@ WA = O Status Name A IP Address Model Mist APs Wireless Clients Wired Clients Insights
) O Connected SW-1 100.123.51.1 VEX9214 0 0 - Switch Insights
o= Mist Edges
—| Lonnecte - . 2. == WITCh Insi S

0 C ted SW-2 100.123.51.2 VEX9214 0 0 Switch Insight

</ Location 0 Connected SW-3 100.123.51.3 VEX9214 0 0 - Switch Insights
r= - . .
nl][l L O Connected SW-4 100.123.51.4 VEX9214 0 0 Switch Insights
oy Site
@ Organization
Inventory page
© 2025 Juniper Networks Juniper Business Use Only Jumlper | 27
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AMYFLICGHECREIIHS

2. [Services] ADOIAUTHENTICATION SERVERSJOIEHICT
Radius H—/\DEEZITVET

Services
AUTHENTICATION SERVERS NTP DHCP SNOOPING
QOverride Site/Template Settings Override Site/Template Settings Override Site/Template Settings
Authentication Servers NTP Servers Enabled Disabled
Radius
DHCP SERVER / RELAY
Authentication Servers (comma-separated Hostnames / IPs)
* Ca F De d
DNS SETTINGS Enabled (@) Disabled
Override Site/Template Settings
SYSLOG
. DNS Servers
Timeout
Override Site/Template Settings
Retries Enabled Disabled
(comma-separated IPs and Max 3)
Enhanced Timers @ ]
Enabled Disabled DNS Suffix PORT MIRRORING

Load Balance €
Enabled Disabled

Qverride Site/Template Settings

(comma-separated domains and Max 3)

. Port Mirrors
Accounting Servers

SNMP
Override Site/Template Settings
Enabled Disabled

Interim Interval

© 2025 Juniper Networks Juniper Business Use Only
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AYFTLREEEETHBE

3. 72— MERAUTVWRISSEIEENM L -7 RENTVET
NEZ FEEZIB3H5S(E [Override Site/Template Settings] (CFIvIZ ANET

4. [Add Server] Z9UyJU. s2sEY —/\-DEHRZANE. A LD [FIVvIN—I] ZIINILET

AUTHENTICATION SERVERS Authentication Servers

| Override Site/Template Settings
New Server v »

Authentication Servers

Radius v

Hostname / IP Address

Authentication Servers - .
10.20.30.40

X.3000XXX o {{siteVar}}.ooeon \

5{LTINETORM | ey | | For AR NR—LEFS TP PRLZ

1812 ﬁ o —
U |\§/f|§|§& Timeout 5 7"\— |\§1€

Shared Secret

Retries 3

...... Revea

e imes O—==—" ¢ \TI MY NSA BIEROIEER \F

Load Balance €@ - jj\:ﬁﬁz\aﬁ:{ﬁg
Enabled (@) Disabled %E%& Radius ﬂ_}\\_Fﬁﬁ@%ﬁﬁﬁy

Accounting Servers

, Add Server =
© 2025 Juniper Networks Juniper Business Use Only JUﬂ"Der.q | 29
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AMYFEEIDON— NI OT71 ) REEESTE
AMYFLICERTEREETHIES
5. RADIUS 7h9> hy—\-%5%TE I D55 Accounting Servers D [Add Server] Z0UvIUE S
6. RADIUS 71D M —N-DIEHRZ AL B LD [FIVIN—T] Z2IU9IUET

Authentication Servers

Accounting Servers
10.20.30.40: 1812

New Server
Add Server v X
Ti t 5
meod Hostname / IP Address

Retries 3 10.20.30.40
Enhanced Timers € MO0 OF {{siteVar}}.onx \

Enabled @) Disabled Port /-RZ h*—hast(j: IP Tl\l/z
Load Balance € ,, 1513

Enabled (@) Disabled :i 2 =

nable isable ,,/ /-R_ hé’?
Accounting Servers ,/ Shared Secret

, |||||| Re\urea
s

s
’/
RADIUS JB{E0 Eﬁw\%‘ﬁﬁ

e Interim /\& v hOEEMPRZKELET
- ENTO01DZHEF Interim-Update ZX{ELEFEA

E{%;ﬁ? IQI/Z}EL:‘E Interim Interval 0
Source Address €@
None v

. L |
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AMYFLICGHECREIIHS
7. [Networks & Port Profiles] AMIPORT PROFILESJDIEHI(CCEREAEDEEEZITVET

Networks & Port Profiles

NETWORKS PORT PROFILES DYNAMIC PORT CONFIGURATION
Named VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports
% Site, Template, Campus Fabric or System Defined % Site clients. F applied. F ge
* default 19 % defavic default(1), access 2 Override Site/Template Settings

A Unused Profiles @

* ap default(1), trunk, edge »

* disabled port disabled »

X | Add Network * jot default(1), access, edge »

* site_portprofile_name default(1), access »
VRF

* uplink default(1), trunk »

Configuration
[ Override Site/Template Settings

Enabled @ Disabled

Instances

+ Site, Template or Campus Fabric Defined

X | Add Profile
Add VRF Instance

© 2025 Juniper Networks Juniper Business Use Only JUﬂIPer | 31
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AYF T EICEE

EZEEIIES

8. [Add Profile] 27 yILF 9

PORT PROFILES

Port configuration for a set of
*

* default

A Unused Profiles @

*ap

* disabled

* ot

* site_portprofile_name

* uplink

© 2025 Juniper Networks

related ports

default(1), access

default(1), trunk, edge

port disabled

default(1), access, edge

default(1), access

default(1), trunk

X Add Profile

=X =T =/Lr==
Sl 552 AE

9. M—=hJOT71 2% AU,
[Use dotlx authentication] (CFIvIZ ANET

New Port Profile

Name

sw_portprofile_name

Port Enabled
®) Enabled Disabled

Description

Add Description

Mode

Trunk (@) Access

N—=bNTJOTrPI 2 ANLEYS

Port Network (Untagged/Native VLAN)

default

—

VolP Network

None

+| Use dot1x authentication

Allow Multiple Supplicants
Dynamic VLAN @

Mac authentication

Use Guest Network

Bypass authentication when server is down

Juniper Business Use Only

FYND—D#ERUET
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AMYFCELICERELRZEITHIHS
10.20MA T3 %2 ELFT

| Use dot1x authentication I

YRV | p——— [Allow Multiple Supplicants] [cF1y79¢&
[Bl—R— NCEEH UL MFFRIENET
Dynamic VIAN @ < mm s s e o o s s o e e 5
Mac authentication <Gies = s - - - - - S - -
Use Guest Network :- ------------ - — : L BIE(C VLAN 2210 T3354E. [Dynamic VLAN] [CFIvILES
Bypass authentication when server is down 41 ————— - :
Reauthentication Interval @ === MAC RE[ZBRCTB%S. [Mac authentication] (CFIVILET

65000

(10 - 65535 seconds)

[Use Guest Network] (CFIvId 5L
Guest Network NEREEZITVET

[Bypass authentication when server is down] (CFIWId3E
H—)BMFTIDUTVBIEE. 93170 NMEEREERL TRYND =L P I ATEET

7347> b0 RADIUS B-/-TEB%
BT DAE DN —ZHTE CSTFT
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A YFHAODOR— I OT7 A )V EEELETE
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11.5 L0 [FIvIN-7] 29I ILET 12.[Save] 27 )W IUIRENT2RIFLET

MONS13PM 2 Q (@

New Port Profile v X Cha nge |anguage (en) =
Name
x
sw_portprofile_name Utilities v m Cancel ‘ )
Port Enabled
®) Enabled Disabled
Description
Add Description
7
Mode
Trunk ®) Access
Port Network (Untagged/Native VLAN)
default 1w
VolIP Network
None v

JUNIPEr =5 | 34

Juniper BusinessUse Only 2 MistAT
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AMYVFHEHEDR— N OT7AIVERE

AMYFT LI EREETZI5S
3.EEOENNERINZOT, WRBUTEE [Save] Z7UvILES

Confirm Changes X

Show only differences [EEENGE] # Template or System inherited -

W AUTHENTICATION SERVER
+ Immediate Update: No

override: [1J (33

¥ Accounting Servers

¥ 10.20.30.40
Host:  10.20.30.40
Secret: kR o
N Port: 1813

¥ Authentication Servers
¥ 10.20.30.40
Host:  10.20.30.40
+ Secret: #oea @
+ Port: 1812
¥ Dynamic Request Port
+ CoA Port: 3799
Enabled: No
¥ Port Usages
¥ sw_portprofile_name

+ Profile Name: sw_portprofile_name -

o m Cancel

Junperas | s
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AYFZEICR— N OT7 AV ER TS

1. [PORT CONFIGURATION|QIEB(CTR—MNIOI7/ IV OBERAZITVET
[Add Port Configuration] Z2UwJU%E 9

Device

INFO

Name

SW-1

Role

Notes

IP CONFIGURATION (OUT OF BAND
Override Site/Template Settings

IP Address
DHCP Static

Dedicated Management VRF €@
Enabled Disabled

© 2025 Juniper Networks

IP CONFIGURATION

Querride Site/Template Seffing.

AV FEAIOREFT>TL— M5
BRSNS ELDEEBTINET

Bl : LT OiZE. @QDsxEMEREINET

O ZEDAYFHZINS

Organization LNIVOZEAST> T —MNIT,

[ge-0/0/1 D TE = EH

@ [PORT CONFIGURATION IQIERICT

ZADAAYF(CXIUI ge-0/0/1 |DE%TEZEH

PORT CONFIGURATION

Port Profile Assignment
*

Unassigned ports Default

Add Port Configuration

Juniper Business Use Only
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AMYFEICR— I OT7M IV EERTIIEE
2. [New Port Configuration |BENRRENET New Port Configuration v
3. ERTEZITV. BLOD [FIVIRIZ] 20 ILET Portios

A ge-0/0/8
R—hJTOI7(IVZEAT MR-~ ID %
ADLFT

Interface

@) L2 interface L3 interface L3 sub-interfaces

BRI 219121 TZERUETS

Configuration Profile

|l sw_portprofile_name default(1), access v

AR

TN SER I BR—TOT7 1)L
BEIRLET

Enable Dynamic Port Configuration

Description

1>%71—X Up/Down BFICT75—MaR{=E
TEBRLICRDET (BliE Alerts sRENNE)

/

4 Up / Down Port Alerts i)
Enabled @) Disabled

Types in Alerts Page

Port Aggregation

Switch Port Operator (C&DR—~TOT71 ) ten @) Dieabiod
ZEETCEDLICTDIHE(E Yes ZEIRLET

7

= Allow switch port operator to modify port profile

Yes ®) No
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WR— I OI741 IVERIR R DR

Front Panel

1. Z14YF® [Front Panel] ®R—MC
NIAZH CRERTERNBHERREINET

2. [Profile fGEALR
N—bhJTOI7AIIVEHECERENET

3. [Authentication I#8(CERsEA A
TRSNFEY

© 2025 Juniper Networks

Marvis™

(o]

— Clients

E] Access Points

Switches
@ WAN Edges

% Mist Edges

</ Location

|:||]|] Analytics

] =

Juniper Business Use Only

vEX9214

R N N
ge-0/0/8

Speed -
PoE Disabled
Power Draw -
Duplex -
STP -
BPS OIN/0OU

Front Panel Port List

SFP+

Disconnected

Profile sw_portprofile_name

Port Mode access

Untagged VLAN 1

Dynamic Port

Co nfigu ration -

Authentication Dot

llllllllll
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Port List
1. AA4wFD [Port List] #7UwI9d3EM— bD—EHNFRREINET

2. [Profile #ICEAUN—NIOT7 VBN EkENFT

Front Panel

Port A
ge-0/0/0
ge-0/0/1
ge-0/0/2
ge-0/0/3
ge-0/0/4
ge-0/0/5

P W Ta W T~

METRICS

Status

up

up

up

up

up

up

Agg. Ethernet

Manufacturer

= Switch-AP Affinity = PoE Compliance

= a[IL B Version Compliance
g T Switch Uptime gL B Config Success

© 2025 Juniper Networks

Wireless Clients

Power

Profile (Configured / Reported)

Default

Default

Default

Default

sw_portprofile_name

PROPERTIES

INSIGHTS

MAC ADDRESS

DEVICE ID

MODEL

Default

MDyefoaale

Switch Insights
2c:6b:f5:9¢c:dd:c0
02000452e459

VEX9214

Juniper Business Use Only

Type

Access

Access

Access

Access

Access

Access

il

Speed Full Duplex

1000 mbps (&)
1000 mbps (&)
1000 mbps (&)
1000 mbps (&)
1000 mbps (&)
1000 mbps ()
1ONO e £
STATISTICS

STATUS

IP ADDRESS

UPTIME

LAST SEEN

RX Bytes TX Bytes Description -
0B 3.1 MB -
2.2kB 3.1 MB -
2.5kB 3.1 MB -
2.7 MB 3.1 MB -
0B 3.1 MB -
0B 3.1 MB -
A 4

Connected

® 100.123.51.1

3d 1h 9m

Jan 31, 2025 4:41:33 PM
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