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Secure Edge Connectors DESE
% EREIR

1. [WAN Edges] h*5 [WAN Edges] Z#0UvIULEd
2. [site] EIRL. RTEIDtkarzIvILET

List: RIEEATERR
Topology: MOS—FRR Change language (en) | THU1344 2 Q (%)

Juniper Mist o MIST WAN ASSURANCE

@Monitor WAN Edges Primary Site = List | Topology Inventory Claim WAN Edges | =

@ Marwvis™
Config 5uccess Version Compliance WAN Edge Uptime

03 i
—n Clients

(] mame Status @ |P Address Model Version Topology Managed Insights

[*] Access Points O (&) D Connected [ ] SSR120 6.0.8-20 - ® WAN Edge Insights

Switches

m WAN Edges

O mist Edges

"{f Location

JUNIPEr =5 | 4

© 2024 Juniper Networks Juniper BusinessUseOnly T MistAD



Secure Edge Connectors DESE
Add Provider

3. [Add Provider] Z7UyJUEd 4. [Provider] (FF&C 5 91T DEENEIBETY

O Custom (IPsec / GRE)

O Juniper Secure Edge(Auto) X

0 Providers Q Juniper Secure Edge(IPsec Only)
NAME PROVIDER O Zscaler (IPSGC/ GRE)

O Zscaler(Auto) %

SECURE EDGE CONMNECTORS

There are no Providers defined yet

|‘ Add Provider | X Auto DIFAE. [Credentia|5] @grﬂhib\%\gfj
Organization > Settings > Secure WAN Edge Integration
> Add Credentials

NOTE

Type: Secure Edge Connector Z:&EUJE Traffic
Steering & Application Policy O:&ENMNETY

) UNIPES 48 5
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Secure Edge Connectors DESE

Custom (Protocol:IPsec)

[Name] ZsXTELET
[Custom] Z#IRULET

[IPsec] Z&EIRLET
[Local ID] ZEXTELET
[Pre-Shared Key] %
REULET

[IP or Hostname] %
RELET

[Probe IPs] %Z:%7E
LET

[Remote IDs] =
RELFT

[Add Interface] T
WAN H5i&ERULET

© 2024 Juniper Networks

IKE V2 PROPOSALS

Name * Encryption Algorithm
3des
Provider * Authentication Algorithm
Custom e chal
P_fo:occ: _ DH Group
@ IPsec () GRE
2
Local ID * EZ3
Lifetime
] 3600
Pre-Shared Key (Clear Text) *

IP or Hostname * {03

IPSEC PROPOSALS

Encryption Algorithm

3des
Probe IPs
Authentication Algorithm
shal
Remote IDs * FZ53
DH Group
2
WAN Interface *
Lifetime
1800

Add Interface

Ll
Add Cancel
| |

Juniper Business Use Only

IKE V2 PROPOSALS

[Encryption Algorithm] %
EIRLET

[Authentication Algorithm]
EIRUFT

[DH Group] ##IRUET

[Lifetime] ZFRELES

IPSEC PROPOSALS

[Encryption Algorithm] %
BIRUET

[Authentication Algorithm]
BERUET

[DH Group] Z#RUEY

[Lifetime] ZeXELEXT

[Add] Z7UyILES

=



Secure Edge Connectors DESE
Custom (Protocol:GRE) %SRX [ZEIESO-/N)L IP 7 RLADBE

Mame *

Provider *

Custom

Protoco
() IPsec |(@ GRE

IP or Hostname * [[Z53

Tunnel IPs *

Probe IPs

WAM Interface *

Add Interface

© 2024 Juniper Networks

[Name] ZE&ELET
[Custom] ZEIRUET

[GRE] Z:#iRULET

[IP or Hosthame] Zs%ELE T
SRX (FEIFESO-/NL IP 7RLZANWME

[Tunnel IPs] Z5%XTELE T
[Probe IPs] ZE&ELET

[Add Interface] TWAN H5:&4R
LET

i 00 dp

[Add] Z7)yILET

uniper Business Use Only
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Secure Edge Connectors DESE
Juniper Secure Edge (Auto): Add Credentials

Juniper Secure Edge (Auto) Tld. Credentials OEFHNHETT
[Organization] h*5 [Settings] @ [Secure WAN Edge Integration] (CT [Credentials] Z&&xUEX I

oy Site

Site Configuration Add Cancel

[Add] 200y IULEd

_ . Add Credentials X
Switches Secure WAN Edge Integration
Provider
o, s Administrators Add cdreclemals for integration with secure WAN Edge zscale] @ JSE E [JSE] }&ﬁ}Rbi@'
S providers
Audit Logs Email Address
o Wi Add Credentials .
(= Ll s Client Onboarding marvis@juniper.net B [Emall AddreSS] %
e
s ELET
{.7 Location Inventory Provider Username Actions Password :
Su=s
Mobile sok [N N [PPSO ml n [Password] Z&TE
|:|II||] Analytics bgfg_

@ Organization Subscriptions

n Organization > Settings > Secure WAN Edge
Integration (CT. [Add Credentials] Z2UyIUL&E 9

© 2024 Juniper Networks _JﬂUQLE;emr.11 | 8
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Secure Edge Connectors DESE

Juniper Secure Edge (Auto)

MName *

Provider *

Juniper Secure Edge (Auto)

PRIMARY

Probe IPs

WAN Interface *

Add Interface

SECONDARY A

Probe IPs

WAN Interface *

Add Interface

© 2024 Juniper Networks

Jun

[Name] ZHELES

a [Juniper Secure Edge (Auto)] %
EIRUE T

PRIMARY

E} (Probe IPs] #BELEY

n [Add Interface] TWAN H'5
EIRUET

10048 (Optional)
B} [Probe 1Ps] #&ELET

B} [Add Interface] TWAN 15
EIRUEFT

[Add] ZIUyILET

iper Business Use Only
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Secure Edge Connectors DESE
Juniper Secure Edge(IPsec Only)

[Name] ZEELE T

[Juniper Secure Edge
(IPsec Only] Zi#IRUE T

[Local ID] ZEXTELET

ogQoQ

[Pre-Share Key] %
RELEXT

PRIMARY

[IP or Hostname] %
XIELET

[Probe Source IPs] %z
IELET

[Probe Destination IPs]
ZEIELEY

[Remote IDs] %Z3&%7E
LEFEd

[Add Interface] T
WAN h5:EIRUET

© 2024 Juniper Networks

oMo~ ROl

Name *

SECONDARY

Provider *

IP or Hostname * [[I53

Juniper Secure Edge (IPsec Only)

Local D * [0

Probe Source IPs

Pre-Shared Key (Clear Text) *

Probe Destination IPs

PRIMARY

IP or Hostname * [0

Remote IDs * I3

WAN Interface *

Probe Source IPs

Probe Destination IPs

Remote IDs * [ZT3

WAN Interface *

Add Interface

Juniper Business Use Only

Add Interface

SECONDARY

[IP or Hostname] %
RELET

[Probe Source IPs] %
RELET

[Probe Destination IPs]

RELET

E [Remote IDs] %#:&%7E

LET

[Add Interface] T
WAN h5iEIRUE T

[Add] Z9UyILES

Nesia® |10



Secure Edge Connectors DESE

Zscaler (Protocol:IPsec)

[Name] ZsXELFT
[Zscaler] Z:&ERUET

[IPsec] ZiEIRUE T

[Local ID] ZEXTELF T
[Pre-Shared Key] %
RELET

PRIMARY

[IP or Hostname] %
REULET

[Probe IPs] %Z:%7E
LEFT

[Add Interface] T
WAN H5:EIRUFE T

oo Q

ol ~ I o
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Mame *

SECONDARY A

IP or Hostname * [[Z53

Provider *
Zscaler ~
Protoco Probe IPs
(@ IPsec | GRE
Local ID * EII3

WAN Interface *

Pre-Shared Key (Clear Text) *

PRIMARY

IP or Hostname * {053

Mode

Add Interface

(@) Active-Standby

() Active-Active

=l

Probe IPs

e

WAN Interface *

Add Interface

Juniper Business Use Only

Add Cancel

SECONDARY

(Optional)

=t b
= (=)

[y
N

[y
W

[IP or Hostname] %
RELET

[Probe IPs] %:%7E
LEY

[Add Interface] T
WAN hoERUET

Secondary s%%E R
#E Mode Z3EIRUFT
([Active-Standby] or
[Active-Active])

[Add] Z27)vIULE T

esha [ v



Secure Edge Connectors DESE
Zscaler (Protocol:GRE)

[Name] ZsXTELET
BY (zscaler] Z&iRLES

E} [GRE] &&IRLET

SRX (& WAN (Z Static IP i

PRIMARY

[IP or Hostname] %
REULET

[~ o I o i~

[Add Interface] T
WAN H5iERUE T

© 2024 Juniper Networks

[Tunnel IPs] Z5%ELET

[Probe IPs] Z:&EULET

Mame *
SECONDARY
IP or Hostname *
Provider * [ VAR |
Zscaler -
Tunnel IPs *
Protoco
() IPsec | (@ GRE
(SRX Only: Static Public WAN IP is required) Probe IPs

PRIMARY

IP or Hostname * I3

WAN Interface *

Tunnel IPs * Add Interface
Jdode
@) Active-Standby () Active-Active
Probe IPs
Add Cancel

WAN Interface *

Add Interface

Juniper Business Use Only

SECONDARY

El

[IP or Hostname] %
RELET

[Tunnel IPs] Z5%ELET

[Probe IPs] ZE&ELET

[Add Interface] T
WAN Hh5iEIRUET

FYE Mode ZEIRUET

([Active-Standby] or
[Active-Active])

[Add] 27Uy IULET

onesle® | ©



Secure Edge Connectors DESE
Zscaler (Auto): Add Credentials

Zscaler (Auto) Tl&. Credentials OEEENINETYT
[Organization] H'5 [Settings] ® [Secure WAN Edge Integration] (CT [Credentials] #&#RUEY

' Add Credentials X
Switches Secure WAN Edge Integration
Provider s
] Administrators Add credentials for integration with secure WAN Edge .Iwzz,:mer ISE E [Zscaler] %L%}R
\E/ WAN Edges providers ) LEx9
Audit Logs Email Address
5 mist Edges T fdd Credental marvis@juniger.net B [Email Address] %
MELET
'ﬁ.f Location Inventory Provider Username Actions Password
: voneon. | [ [— [show | n [Password] %#:%7E
Analytics
[ LE9
Partner Key
o ..
ol % . | R ) p— =) B} [Partner Key] %
N MELFT
@ Organization Subscriptions Cloud Name
zscalerbeta.net E [C:|OUd Name] %3
o _ MEERLE T
n Organization > Settings > Secure WAN Edge BEITANEINET
Integration (CT. [Add Credentials] Z2UyIUL&E 9 Add || Cancel
[Add] Z7UvILES

© 2024 Juniper Networks _JﬂUQLE;emr.11 | 13
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Secure Edge Connectors DESE
Zscaler (Auto) %SRX [REESO—-/V) IP P RLADNRKE

© 2024 Juniper Networks

Mame *

test

Provider *

Zscaler (Auto)

(SRX Only: Static Public WAN IP is required)

PRIMARY
Probe IPs (223

WAN Interface *

SECONDARY
Probe IPs {33

Add Interface

WAN Interface *

Add Interface

[Name] Z5&ELET

E [Zscaler(Auto)] ZBIRUET
SRX (& WAN (C Static IP ‘v &

PRIMARY

E} [(Probe IPs] #BELEY

n [Add Interface] TWAN Hh'5
EIRUET

100DV AN (Optional)

B [Probe IPs] ZEXELFT

B [Add Interface] TWAN H5
ERUET

[Add] ZIUyILET

Juniper Business Use Only
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