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Zones / Policies IPsec VPN - Policy-based IPsec VPN - Route-based NAT - Source & Destination B )
Security Director
1 vSRX running Junos OS 2 vSRXs running Junos OS 2 vSRXs running Junos OS 3 vSRXs running Junos OS
21.1R3.11 21.1R3.11 21.1R3.11 21.1R3.11 2SI tingind duhos 05
2 zones, 2 security policies Policy-based IPsec VPN Route-based IPsec VPN Source and Destination NAT 21.1R3.11
3 endpoints 2 endpoints > 2 endpoints Two sites with overlapping © 2 zones, 3 security policies
subnets o 2 endpoints
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2 endpoints o Security Director 21.2R1
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Juniper® Validated Design
JVD Solution Overview: Data Center

Next-Generation Firewall Use Case

Executive Summary

Driven by
Experience”

The data center holds every organization’s most sensitive data and applications, on-premises or in the cloud. No matter the location,
keeping the data protected is essential. Understanding and securing data center components is crucial for protecting the organization

and its data.
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Juniper® Validated Design

JVD Test Report Brief: Data Center Next-
Generation Firewall Use Case

Introduction

This JVD the next:
services enabled on the SRX4600.

Driven by
Experience"

firewall data center use cases. The use cases are focused on testing common data center

Data center firewalls configured in a Layer 2 chassis cluster environment perform full stack security on data center traffic traversing

through the SRX Cluster.
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Juniper
Management PC ATP Cloud
Subnet:
Data Center 192.168.35.x/24
Connected
Trust Zone to Juniper
ATP Cloud
192.168.10.10 via ge-0/0/0
P?i Node 1:192.168.35.11
- reth1.0 s333 a1
192.168.10.1/24 reth0.0
Services Zone 172.16.0.1/24 10.0.0.1724
172.16.0.10 172.16.0.11 reth2.0
Node 0:192.168.35.10
10.10.0.1/16 | reth3.0
é% reth4.0 | 10.20.0.1/16
Windows Web
Server Server
Traffic
Generator
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JVD :

« https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-
ngfw-use-case/jvd-data-center-ngfw-use-case.pdf

Yyyi—-33>yJy-7J:
« https://www.juniper.net/documentation/us/en/software/jvd/sol-brief-data-
center-ngfw-use-case.pdf

FAM/R—b:

« https://www.juniper.net/documentation/us/en/software/jvd/test-report-brief-
data-center-ngfw-use-case.pdf
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