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WPA3 DE%FE

WPA3 (&, Wi-Fi Alliance® [C&DFERINT WPA2 ORMERDITFIVT(RRIZTT

WPA3 T(d. BI2JL—LADIESIL(MFP)IWZEERD, SAE (CLA8ERZHat0, Transition(#17) T— Y
Hh—henEgd

EMFE—R
« WPA3 Personal(WPA3-SAE)

- SAE(Simultaneous Authentication of Equals) (C&2H#E3IH
- Transition E—RFERIEF(E, IEXTISIRARE WPA2-PSK Tix#t (MFP (MER)

. WPA3 Enterprise(WPA3-ENT/802.1x)
- WPA2 Enterprise £ B4
- Transition —RFERIEF(E. FIEXTISImAR(E WPA2 Enterprise THz#t (MFP (FER)
- 192 bit E-ROBEATa>zHYR—K (WPA3 DO, Fast Roaming i#ERAA])

« OWE(Opportunistic Wireless Encryption)
- NIOWwHxry RO =0T, ZREERL CREZIBESIL U BN R RIE(CT I 2REZIRAT
- Transition T—RFERIEF(E. FEXTISImAR(E OPEN(EREERL ) THzfe
onecra® |3
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WPA3 D&ESE
1. [Site] 5 [WLANS] £7UysLET

Juniper Mist” n MIST

@ HENTET M O n |tO [" Wireless | Wired | WAN E Primary Site « Today
- | =7 e ey
Marvis™ 4 \svf <
= N 2N

// \ = "
HONMACHI

A i: 5\) 2
2 CHOME

Q) i
= Clients

[*] Access Points

Switch Configuration 3rd Party Tunnels Secure WAN Edge IDP/URL Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures

(+) wan Edges
= Packet Captures

% Mist Edges Policy
Pre-Shared Keys

</ Location

Radio Management

:|IJ|] Analytics

Security

o Site

© 2024 Juniper Networks

2. W59 HIEIR LAN ZEIRLE T

WLANS Primary Site «

Q
O ssID A Enabled Template Band
O New WLAN ® none 2.4GHz, 5GHz
O New WLAN Guest @ nane 2.4GHz, 5GHz

Organization > WLAN Template TOELRIGETT
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WPA3 DESTE
WPA3-Personal(SAE)

3. [Security Type] T [WPA3] Z:&1R. [Personal (SAE)] Z:&1RU. [Passphrases] #:%EULEY (0.8.x LA L)

o WPA3 (SWHIHUTORWIZA 7> MIITULT WPA2 ThOifeziFr] 9315, [Enable WPA3-WPA2 Transition]
Z2F VLT, BAITE-RZBZNCLE T (Optional)

Secuy rit}r i) WPAS/SAE* requires firmware vl 8. or higher
Security Type
m WPAZ Legacy OWE Open Access | s === - [WPA3] ZIERUFT
Enterprise (802.1X) | o= - LEINELT S I T — == > [Personal (SAE)] EIRUE T
R e [ ——— Reyesl — mm——— -9 | [Passphrase] ZsXTELET
(O Multiple passphrases
BT vm— N | S > [Enable WPA3-WPA2 Transition] ZF1v79 3L,
rable WRRSEIER? Traneron BATE- RIVERICB0ES (Optional)

. UNIPEr -t
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WPA3 DESTE
WPA3-Personal(SAE)
4. TOMATS AV ERTEZMERLET

[MAC address authentication by RADIUS lookup] ZF1w/J 93¢,
[] MAC address authentication by RADIUS lookup  f===="T===="= ¥ | Radius H—)\%ZSHBU. MAC 7RUVAGREELET

[ use EAPOL w1 (for egacy clients)

O Prevent banned clients from associating Sy [Enable EAP-Reauth] ZF1v79 %, EAP BEBEENMENICRDES
~
Metwork Security Page \‘~~
~
\“\A [Prevent banned clients from associating] ZFIv/J33¢&.

| Banned Clients (LFEEURISA 7> DTV I-2a hiHIRENE S
Fast Roaming (Site > Security > View Client Classification Ti&iE)
® Default

[:] I.-.Ir_ ____________________

< | Roaming A>3 &&ERUES

. UNIPEr -t
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WPA3 DESETE
WPA3-Personal(SAE)
5. [Save] ZOWILEEREZRFLET

Change language(en) = | FRIS4sPM 2 Q (@)

Create Template Delete WLAN Cancel

. UNIPEr -t
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WPA3 D&ESE
1. [Site] 5 [WLANS] £7UysLET

Juniper Mist” n MIST

@ HENTET M O n |tO [" Wireless | Wired | WAN E Primary Site « Today
- | =7 e ey
Marvis™ 4 \svf <
= N 2N

// \ = "
HONMACHI

A i: 5\) 2
2 CHOME

Q) i
= Clients

[*] Access Points

Switch Configuration 3rd Party Tunnels Secure WAN Edge IDP/URL Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures

(+) wan Edges
= Packet Captures

% Mist Edges Policy
Pre-Shared Keys

</ Location

Radio Management

:|IJ|] Analytics

Security

o Site

© 2024 Juniper Networks

2. W59 HIEIR LAN ZEIRLE T

WLANS Primary Site «

Q
O ssID A Enabled Template Band
O New WLAN ® none 2.4GHz, 5GHz
O New WLAN Guest @ nane 2.4GHz, 5GHz

Organization > WLAN Template TOELRIGETT
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WPA3 DE%FE

WPA3-Personal(SAE) Multiple passphrase

3. [Security Type] T [WPA3] Z:&3R. [Personal (SAE)] Z:#RU. [Multiple passphrases] ZiZ#iRUE 9

o WPA3 (SWHIHUTORWIZA 7> MIITULT WPA2 ThOifeziFr] 9315, [Enable WPA3-WPA2 Transition]

Z2FIvIU T, BITE—RZ2BZNCLE T (Optional)

Secuy rity ) RADIUS P5K Lookup requires firmware wl.14.x or higher

Security Type

m WPAZ Legacy OWE Open Access

) Passphrase

® wultiple passphrases

@® RADIUS PSK

Default PSK Reves

Default VLAN 1D

© 2024 Juniper Networks

I:I EI"EIt o 1III‘\|I:'.'|:'|3_I'I'.'|'I:..'|:'|2 _'-E”-'Eit o | —— . — - *

[WPA3] Z#EIRULE T

[Personal (SAE)] #&IRLET

[Multiple passphrase] Z:&XELET
- [Default PSK] Z&%ELF 9 (Optional)
- [Default VLAN ID] Z5%EUZ 9 (Optional)

[Enable WPA3-WPA2 Transition] ZF1vJ9 3¢,
BATE— RO BEZRNICRDET (Optional)

IS
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=FLr==s
WPA3 D&s7E
WPA3-Personal(SAE) Multiple passphrase
4. TOMATS A ERTEZHERUET

___________ - | Multi passphrase #iREf (3, ERETSFEA

[J use EAPOL W1 (for egacy clients)

— e | -------__‘ [Use EAPOL vi(for legacy clients] 2F1v793L.
event banned clients from associating ~ eapol vl ZFIAELFT

. Ssq
Metwork Security Page *~~~
~
T [Prevent banned clients from associating] ZFIv/J33¢&.
, Banned Clients (C(IEEUIS17 > D7V I -3 W HIEENET
Fast Roaming (Site > Security > View Client Classification T&E)
@ Default
O e [ T
- === | Roaming A>3 &EIRLFT

. UNIPEr -t
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=JU ==
WPA3 DES7E
WPA3-Personal(SAE) Multiple passphrase
5. [Save] ZOWILEEREZRFLET

Change language(en) = | FRIS4sPM 2 Q (@)

Create Template Delete WLAN E Cancel

© 2024 Juniper Networks Juniper Business Use Only
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WPA3-Enterprise(802.1x)
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WPA3 D&ESE
1. [Site] 5 [WLANS] £7UysLET

Juniper Mist” n MIST

@ HENTET M O n |tO [" Wireless | Wired | WAN E Primary Site « Today
- | =7 e ey
Marvis™ 4 \svf <
= N 2N

// \ = "
HONMACHI

A i: 5\) 2
2 CHOME

Q) i
= Clients

[*] Access Points

Switch Configuration 3rd Party Tunnels Secure WAN Edge IDP/URL Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures

(+) wan Edges
= Packet Captures

% Mist Edges Policy
Pre-Shared Keys

</ Location

Radio Management

:|IJ|] Analytics

Security

o Site

© 2024 Juniper Networks

2. W59 HIEIR LAN ZEIRLE T

WLANS Primary Site «

Q
O ssID A Enabled Template Band
O New WLAN ® none 2.4GHz, 5GHz
O New WLAN Guest @ nane 2.4GHz, 5GHz

Organization > WLAN Template TOELRIGETT

Juniper = | 15
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WPA3 DE%FE

3. [Security Type] T [WPA3] Zi#1R. [Enterprise (802.1X)] #i&#RUEY (0.9.x KA L)
o WPA3 (SWHIHUTORWIZA 7> MIITULT WPA2 ThOifeziFr] 9315, [Enable WPA3-WPA2 Transition]
Z2F VLT, BAITE-RZBZNCLE T (Optional)
- [Enable 192-bit Encryption] ZF1v/39%¢. 192 bit E—R0D GCMP-256 BES AT 3>%#BZNCLFEI (Optional)
% [Enable WPA3-WPA2 Transition] & [Enable 192-bit Encryption] (BHMtFIFEHTY

Secu I'i't}" WPAS/EAP* requires firmware w0.9.x or higher

Security Type

: WPAZ Legacy OWE Open ACCEsS - [W PA3] %E}Rbi?

; e ~——-- | [Enterprise (802.1X)] #&RLET

[J Enable WPAZ+WPA2 Transition [~ === === e - | [Enable WPA3-WPA2 Transition] ZF1vJ9 5L,

n BATE— R BERNICRDE T (Optional)

___________ it A

""" -» | [Enable 192-bit Encryption] ZF1v79 %L, 192

bit £—RdD GCMP-256 EESAT>3a>%B(cLET
(0.14.x L L)

[J Enable 192-bit Encryption

© 2024 Juniper Networks JHD!EEII11 | 16

Juniper Business Use Only



=Jur=tn
WPA3 D5sTE
WPA3-Enterpriese (802.1X)
4. TOMATS AV ERTEZMERLET

___________ - | Enterprise(802.1X) 1#REF (S, SRECEEEA
[] Use EAPOL v1 (for legacy clients) S~eao
‘~~-_$ [Use EAPOL vi(for legacy clients] ZFIvJ9 3L,
[ Enable EAP-Reauth ‘~~~~ eapol vl ZFFHLFT
[ Prevent banned clients from associating N ~~‘*~ e o
Sae A | [Enable EAP-Reauth] 2F 1y 93¢, EAP BaRiI&EMELET
MNetwork Security Page ~\\
~
\\‘ [Prevent banned clients from associating] ZF1Iv/J9%¢&.
. Banned Clients (3B8EULRIFA 7> DTV I -2 hIBRENE T

Fast Roaming (Site > Security > View Client Classification TE&iE)
@ Defaut Roaming A723>&&RLET
\) Opportunistic Key Caching (OKC) ==~~~ """""""T7~~~ > | x [Enable 192-bit Encryption] F1v/Jb5(%. [Default] D
O a1r

. UNIPEr -t
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WPA3 DE%FE

5. [Enterprise (802.1X)] &i#EiR9 3L, [Authentication Servers] DIEBEHIFRRSNET
[Radius] z3#E1RU. [Add Server] Z7UvJUT. [Hostname]. [Port]. [Shared Secret] Z:XEULFY

Authentication Servers

RADIUS

RADIUS Authentication Servers

Add Server

[Radius] ZZEIRLF T

X RadSec DEZTEREELTEETYT

[Add Server] ZJUv)IULE 9

© 2024 Juniper Networks

Mew Server v | X """
Hostname
10.0.0100 ___>
Port
1812 0 o o o - *
Shared Secret
|||||| Reve -—*

(] Enable Key Wrap

uniper Business Use Only

Y—)GRETR TR 7IILET

[Hostname] Zs&ELFT

[Port] Z:&ELET

[Shared Secret] ZsXELEXT

[Enable key Wrap] ZF1v/
9L F-VITEBMCLET
(Optional)

Joneera® | s




WPA3 DE%FE

WPA3-Enterpriese (802.1X)
6. TDMATS A =R LET

RADIUS Accounting Servers _ _——===p| [Enable Interim Accounting] Z7UyJL. [Interim
L Ll Accounting Interval] (60-600) Zs%EULZ 9 (Optional)
[J Enable Interim Account ng =
______ - | [Add Server] Z27UyJU. [Radius Accounting Server] %
rdcerver] == Tl sELFI (Optional)
ﬁal"dﬂl'ﬂ 7e guthentication and accou ’Itil"g server per
L ap ‘~~--____> [Randomize authentication and accounting server per AP] %
Iy gBE. APEIC Radius 885/ 7NI>74>08—=)1\H5>45 LMEL
NAS ldentifier %9 (Optional)

~T=9| [NAS Identifier] #:&EL%3 (Optional)
NAS IP Address

- [NAS IP Address] Z5%EULZX9 (Optional)

. UNIPEr -t
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=Jur=tn
WPA3 D5sTE
WPA3-Enterpriese (802.1X)

7. [Save] 20 WILEERNETZHREFLFT

Change language(en) = | FRIS4sPM 2 Q (@)

Create Template Delete WLAN Cancel

. UNIPEr -t
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OWE(Opportunistic Wireless Encryption)
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WPA3 D&ESE
1. [Site] 5 [WLANS] £7UysLET

Juniper Mist” n MIST

@ HENTET M O n |tO [" Wireless | Wired | WAN E Primary Site « Today
- | =7 e ey
Marvis™ 4 \svf <
= N 2N

// \ = "
HONMACHI

A i: 5\) 2
2 CHOME

Q) i
= Clients

[*] Access Points

Switch Configuration 3rd Party Tunnels Secure WAN Edge IDP/URL Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures

(+) wan Edges
= Packet Captures

% Mist Edges Policy
Pre-Shared Keys

</ Location

Radio Management

:|IJ|] Analytics

Security

o Site

© 2024 Juniper Networks

2. W59 HIEIR LAN ZEIRLE T

WLANS Primary Site «

Q
O ssID A Enabled Template Band
O New WLAN ® none 2.4GHz, 5GHz
O New WLAN Guest @ nane 2.4GHz, 5GHz

Organization > WLAN Template TOELRIGETT

Juniper = | 22

Juniper Business Use Only seivan vy Mist AT



WPA3 DE%FE

3. [Security Type] T [OWE] Z:&{RU%9(0.9.x DL L)

[Enable OWE Transition] FIw/JUT. #BATE—RZBERICLFEF I (Optional)
X BT RIEIREFIE. OWE TOEHIOH U TORWIRKIE, OPEN(BES/LRL) TOBSERDFT

Se[urit'}: ) OWE* requires firmware w0.9.x or higher
Security Type
-
-
WPA3 WPAZ Legacy E Open Access -
[J Enable OWE Transition f=="=="""""
[J MAC address authentication by RADIUS lookup [==="""]
[J Use EAPOL v1 (for legacy dients) | "====m—aao__ | _
-—_-’
[ pPrevent banned clients from associating | ~~o
S
~
Metwork Security Page Ssao
S
RN

© 2024 Juniper Networks Junip

[OWE] Z:#RUET

[Enable OWE Transition] ZF1v/J 93¢,
BATE—RPIBZHCRDE T (Optional)

[MAC address authentication by RADIUS lookup] ZFIv/J9 3L,
Radius H—/\ZZ8EU. MAC 7RV RAFZESELE T

[Enable EAP-Reauth] ZF1w/ 9 %&. EAP BEREENBRNCRDEFT

[Prevent banned clients from associating] ZF1v/J93&.
Banned Clients ((3EEUISAT7 2 b7V I-2a W HIEENET
(Site > Security > View Client Classification T:&iE)

er Business Use Only

oneera® | 2




=Jur=tn
WPA3 D5sTE
OWE(Opportunistic Wireless Encryption)
4. [Save] 2V WILEERNEZRFLET

Change language(en) = | FRIS4sPM 2 Q (@)

Create Template Delete WLAN E Cancel

© 2024 Juniper Networks Juniper Business Use Only
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AppendiX

WPA3-Enterpise O EA T3>
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WPA3-Enterpise DEAT >3

RadSec

RadSec (. RADIUS H—/V—1 TCP BLU TLS $ZHTT —A%#mX L CzF1Y7( %58/t 9370~V T. RADIUS
Iy N )N D)) 20w RO — %R A CERX 9 AL RIRF(C, Mo AR—NEZBUTIVRY—-I2 ROTF 1T 2R TEET

1. [RadSec] zi#IR. [Server Name] Z AU, [Add Server] &D. RadSec U—/\zENLET
[Hostname] & [Port] Z3%EULET
RadSec 5% ERE. SEBAZEDFRENRE(CIRDE I (ORR-)

Authentication Servers
o | [RadSec] EIRUFT
RadSec -| ==
Server Name [Mist === e e eoeooaaa-- -» | [Server Name] HESTELET
Please ensure Mist CA cert is supplied to Radius servers,
and Radius CA cert is supplied to Mist in Organization
Settings.
Organization Settings e v| x=1»
Server Addresses ostname
:""" 10.0.0.12 - =P
|
.‘_,E :l S:_.r'.l_.',_: P [ — - I :.Dr[
2083 00 [ e —— - *

© 2024 Juniper Networks

[Add Server] Z7UvIULE T

Juniper Business Use Only

Y—)ERET T JUvILFET

[Hostname] Z5%ELE YT

[Port] Z5%ELET

Joneera® | 2



WPA3-Enterpise DEAT >3
RadSec

2. [Organization] > [Settings] > [Mist Certificate] &D. [View Certificate] Z7VUv/. 5itBAE% [Copy] LT
RadSec U—/NCA>AM=)ILLET
3. RadSec H—/\MiEBAZ% [Add a RadSec certificate] LDEMUET

Organization Certificate X

----- BEGIN CERTIFICATE----

Organization > Settings > Mist Certificate e [ 1copy] #9Uwy

gwETWIzdDEOMAWGA T UECWWFT3)nQOEXLTArBgNVBAM

hNzg5LTZmMWUyYzhiZGJkNDASFWOyMTAIMzAWN lJ 35 §

M i St Ce rtiﬂ Ca te .;-|Ti.1\-hn-.-.-l&lsf-.;i-. N72kACsy 24 | Dbl AVTA T RO DO r‘.'_-/

CA certificate for use by RadSec servers to validate Copy J§ Close
certificates presented by Mist APs. Copy this certificate
to all RadSec servers.

Mist CA Certificate

View Certificate

\i [View Certificate] Z2UvIULET
.11 Rad5ec Certificates

CA certificates for use by Mist APs to validate

>

Il =P ]

MiSt Cloud certificates presented by RadSec servers.
Add 2 RadSec certificate <
~_ [Add a RadSec certificate] #/w/.
AP RadSec Certificate R=ZANUT, [Add] 20U IULFT

Signed certificate for use by Mist APs to identify

| [esks
| | g@lll

g% RadSec Certificate

| <

RadSec H—/\

themselves to Radsec servers.
——— | —— Mist i} AP BIC*ER T BEVEOIIBIE TS, MEID AP RadSec SEFABAMEMATBIHA(. [Add AP
RadSec certificate] Z7UvJIU. CA FEBAZEOMEF— L ERXIEFIAZEZ AU, [Save]UF T (Optional)

. UNIPEr -t
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WPA3-Enterpise DEAT >3
802.1X Web Redirect

802.1X RN ERB(CTE T U, I31 7 NAFED Web R=S(UFALIRTBIENTEFT

URL D51 MEREZERLT. I-J12 M ANIENTWDISA 7 MDY TFAT O AF IV ZFEITUET
RADIUS Y —/{(&. URL-redirect Z=%8 AVP(RADIUS EHENRY)Z2 =L ACCESS-ACCEPT ZiX{EU. 514 7> bz
EERAOMREER—YIICHELET

COBEREZBRNICT DL, 75472 MEZH#) DHCP/DNS. FFEDH TR b LU HEESNT UF/LJ b URL [CHIBREN.
D347 ML LI N URL TERENIZT7232% 58 T I3E. TERICHEEREN., bSI1vIDBEEZFRIETEFT

802.1X Web Redirect

802.1X Web Redirect
O Enabled ® Disabled

-------------- & | [Enabled] #9UyJILET

® enabled] O Disabled

== allowed Subnets

| [Allowed Subnet] Z:&ELFET
(Optional)

Allowed Hostnames

T [Allowed Hostnames] Z:&ELET
(Optional)

. UNIPEr -t
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WPA3-Enterpise DEAT >3
CoA/DM HY—)\DEEFE

RFC 5176 TE&HEINTLS RADIUS DIiLsR CoA ZBRICT3ImE(E.
[CoA/DM Server] ®IER(CT [Enabled] Z:&iRU. [Add Server] a5 —I\DIEHZ AILET

CoA/DM Server ADNSETUIS
CoA/DM Server ) FIVIRAI 2 IIWILES
® Enabled O Disabled
@ Enabled | O Disabled
New Server v | X
Add Server | = m e e e > P Address
Event-Timestamp 10.20.10.1 -==3 [IP Address] Zs&ELFT
® Mandatory O Optional
Port
1
; 3799 | mmmmmm e ——————— P [IP Address] Zs%ELET
Event-Timestamp (& RFC 5176 ([CE&EINE onared secrer
AVP (BMHEXRY)TY Reve
CoA (C Event-Timestamp H'ESFENTLBES(E SSsao pp——
[Mandatory] B&RUET =~ [Shared Secret] Z:<E
[Mandatory] Z:#&RUZIARET. CoA (C Event-Timestamp L&9
NEENTLRVES. CoA Ny MMEEEINET

. UNIPEr -t
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