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Interface Type / Network Type
A129TI—-AF4T

OOBM (Out Of Bound Management)

B IP 7RLA Mist Cloud NiEfic

Mist AP 5D b\ Z#&im(L2TP/IPsec)

v L2TPv3 over IP
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Communication Requirements

Data Plane
Connection Type | 1—A%—2X | NAT#Z Protocol Port

&% O0OBM(DHCPX)

Service Type Mist AP / Mist Edge Protocol Port

ep-terminator.mistsys.net L2TPv3 over IP R >< IP -
Global 01 portal.mist.com TCP 443

redirect. mist.com L2TPv3 over UDP  P9Zp O UDP 1701

ep-terminator.mistsys.net

ep-terminator.gcl.mist.com UDP 500/4500

17|
Global 02 et mist.com TCP 443 L2TPv3 over IPsec  4hf 2 TCP 2083(Radsec)
redirect.mist.com ER T
ep-terminator. mistsys.net Enterprise at home
Global 03 ep—termlnato_r.acz.mlst.com TCP 443
portal.ac2.mist.com
redirect.mist.com
_ _ REFERENCES: _
ep-terminator.mistsys.net Eorts/’go enable on y/%ur firewall ) ot "
- : : ttps://www.mist.com/documentation/ports-enable-firewa
Global 04 ep termlnato_r.gcz.mlst.com TCP 443 |
portal.gc2.mist.com Mist Edge
redirect.mist.com https://www.mist.com/documentation/category/mist-edge/
ep-terminator.mistsys.net R \ )
ep_terminator_eu_mist_com X Tj7l')l/|\_c DHCP 'CTI\I/Z’@EHW%U&@'
Europe 01 porta|_eu_mist_com TCP 443 DHCP h5 Static IP /\G)IEE(I\ Mist Cloud D\Bﬁjﬁg

redirect.mist.com
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Mist Edge #&A%E

L2TPv3 over IPsec

UDP 500/4500

4 )
Firewall SW =
| ey EEEEE e =
L2TPv3 over UDP =
Mist AP UDP 1701
IP 7RLREIH =
(DHCP etc..) -
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£
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Tunnel IP (untagged)
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Mist Edge

I"1IoU LUyYy<CT
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Device Name

Management PWs

RadSec Proxy

=
Security(G23I)
+Y 9= JHEL Tunnel Termination

R

Custom Forwarding

Create Mist Edge
T xcu

Registration Code

_—Z

/
1 Claim Code®7x0\ Mist Edge 1°
VM TOFIA

Tunnel IP

I » .

Protocol
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Step 1. Mist Edge i

Step 1. Mist Edge &&xk a

a. Claim Code

1. [Mist Edges] #2UwHIUE T % BIRYIAIUTS oM RVNBEERREINFEA
2. [Claim Mist Edge] #9UvyILE 9

Claim Code

-
Inventory MOEEKERIEETT
2, ciients wep,0952PM - & Q (@ Organization > Inventory > Mist Edge > Claim Edge

E] Access Points

Monit e pote | wrches | WAN Edoes A
Claim Mist Edge Create Mist Edge | = ) & worior mventory AccessPoints | Swiches "M‘E%&@ B

@ Marvis™ a

"_ Switches

1-20f2
(&) 5

"J\ Clients Status

(+) wan Edges

—

E] Access Points

E} isi
Mist Edges

Switches
ﬁ? Location

@ WAN Edges Administrators Applications Campus Fabric Device Profiles
Audit Logs Application Policy Switch Templates Labels

::[][] Analytics &S wist Edges

Client Onboarding Hub Profiles Pre-shared Keys

DDD site {’ Lacation Network Topology RF Templates

@ Organization

Mobile SDK Networks
nl:l[] Analytics

settings WAM Edge Templa

O -
Sit . ) :
() < Site Configuration

e

@ Organization Subscriptions Claim Edge

Create Edge

N 4

Juniper =
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Step 1. Mist Edge i

Step 1. Mist Edge &&xk a

a. Claim Code

3. Claim Coclle\ (&, Activation Code Z AU, Assign claimed MEs to site [(FTy/%
[Add] 20y IU&ES ANBE. Claim ERBFHCHA MBI TE

BIA-XYNZRIUBRIAERN TEEFT

Claim Mist Edges and Activate Subscriptions x 7/' |

Site Assignment

Claim Code

Enter ME claim codes or Activation codes Site Assignment [+] Assign claimed MEs to site
MAS82ZAMAVXVDDT Add [J Assign claimed MEs to site I NN . » Primary Site -
Primary Site -

Mame Generation

[ ] Generate names for MEs, with format:

Format includes arbitrary text and any/none of these
options

Cancel

Cancel

. uniper -t
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Step 1. Mist Edge i

Step 1. Mist Edge &&xk a

a. Claim Code

4. [Claim] 20Uy LE T

Claim Code

Claim Mist Edges and Activate Subscriptions X

Enter ME claim codes or Activation codes Site Assignment

[] Assign claimed MEs to site

Primary Site -

MABB3ZAMAVXVDDT remove

NN

EBHEEEIHE. 3.0FFZ
SNUIVES ]

. uniper -t
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Step 1. Mist Edge &&xk

b. QR Code

HY—EX55%5|EHU. Mist Al 7JUT QRI—Rz5mHED. Mist Edge #&ERUET

Mist AT &t

Environment  Production-AWS
Next

Forgot Password?

Version: 1.6.8 (5)

@ A>AM=)L & OT1>
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Mist AL i

Select Organization

Organization

Organization Test

Out

@ Organization Z:#{R (3 Claim Device to Org &R @ QR J— RsnAHEW

R

Step 1. Mist Edge i

B—E25)%
5lEHULET

Claim Device
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https://apps.apple.com/us/app/mistai/id1215196902
https://play.google.com/store/apps/details?id=com.mist.mistify&hl=en_US

Step 1. Mist Edge i

Step 1. Mist Edge &&xk

c. Create Mist Edge / Registration Code

C  Create Mist Edge
Registration Code

1. [Mist Edges] #JUwHUE Y X BIIRYIRIVTSIoMRVNSEFRRSNFEA
2. BEA_L(CHD [Create Mist Edge] &7y, [Mist Edge Name] %Z5%7E. Modelz&EiRU. [Create] %

SN VES)

03 -
—n Clients
[j Access Points

Switches

TUE, 02:37 FM

Claim Mist Edge Create Mist Edge

/Inventory MSDEFXEB]EETT

@ Monitor

,+, WAN Edges
ot E

D wmis
= Mist Edges

Create Mist Edge

Mist Edge Name

@ Marvis™
Y i
— Clients

E] Access Points

| r'] v e |’"| '[ O ry‘ Access Points Switches

<7 Location MistEdgeVM Switches
Model =l e B Administrators Applications Campus Fabric Device Profiles
Analyti N
nﬂ[] s VM - Audit Logs Application Policy Switch Templates Labels
O wmist Edges
O No Selection = Client Onboarding Hub Profiles Pre-shared Keys
oo Site
X1 Cancel </ Location Network Topo B
c o ) 7
VM ¢&. Claim Code H X1-M Mobile SDK .

RWSEOFIETT
BE (L. Claim/QR Code
TERUET
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X5-M

X10

nl:l[] Analytics
Settings WAN Edge Ten

oy site

@ Organization

Site Configuration

Subscriptions

Claim Edge

Create Edge

N

Organization > Inventory > Mist Edge > Create Edge
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Step 1. Mist Edge i

Step 1. Mist Edge &&xk

c. Create Mist Edge / Registration Code
3. YERk LTz Mist Edge #9UvIUET 4. [Registration Code] zdE—-UFY

C Create Mist Edge
Registration Code

Mist Edge INnvento ry Claim Mist Edge | | Create MistEdge | = @ k
Name
Q 1-30f3
MistEdgeV'M
[J Status MName % Registration Cluster Tunnel IF QOBM IP Address Site Model Connections
(J @ Disconnected MistEdgeVM Unregistered - -- - Unassigned VM 0 I
Model
VM -

Registration Unregistered

HwHLT, AE-LET
Registraﬂon Code T —

F'Sn‘r’SWLEIEJtl:aFF:uSoF'tI-cipth’_leyEEdlI (| L
-
Mist Edge ID | N

00000000-0000-0000-1000-020000cCe O L 9”“/93_5& 7,(]\/7)\
0 meLEe

Cluster

Mo Cluster v

. i

. uniper -t
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Step 1. Mist Edge i

Step 1. Mist Edge &5 c [

c. Create Mist Edge / Registration Code Registration Code

5. Mist Edge ® OOBM IP Address [C ssh TOJ1>ULET
root TEAEDJAITERVDT, —fxI-YTOI1>4&. "su -" ZEITLET

6. JE—UJz Registration Code Z T8IV RTEERUET

Registration Code

7. Mist Edge O1ERs=EEIE. Mist Edge Inventory T _
Registered (B> TWBRZEREZRLET PCIXp 7MiaBPwiXkIrAZ8NKeoqzzthe

root@mxedge:~# mxagent-helper configure --registration-code

PIwpE38zxULBTDVctlyfR .
registration finished successfully (regfile at /var/lib/mxagent/mxagent.req)

Mist Edge Inventory

Q,

Registration Registered

Registration Code

[] Status # Name Registration Cluster Tunnel IP 0OBM IP Address PCjXp-7MiasPwkXkorA28NKebqgzzthe || IO

J e connected MistEdgel Registered | MistEdgeTest 172.27.113.167 10.0.0.11

. uniper -t
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Step 1. Mist Edge i

Step 1. Mist Edge &5 o

SO

1. [Mist Edge] Z0UvIULET
2. [Mist Edge Inventory] T. Mist Edge /' Registered hD Connected THAZEzHERZLET

Q) .
— Clients

m Access Points

Registered THaTLEMERLET
o Mist Edge Inventory a. Claim Code / b. QR Code T(&
' BIRFREEAETT
S5 wist Edges a Z/
</ Location [] Status # MName Registration  Cluster Tunnel IP OOBM IP Address  Site Model

qol] Anaiytics U | ® connected _ Registered - - 10.0.0.11 Unassigned X1

[

® Disconnected
@ organization Mist Cloud TERFEAT]
@ Connected
Mist Cloud CFEREHEN. 5%TE RJEE
® Connected
AP H' Mist Edge (Cbh>xILiEHERIEE

o Site

. uniper -t
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Step 1. Mist Edge i

Step 1. Mist Edge &&xk

Eiia)ﬁﬁmb\
EHRUI Mist Edge DOFFAHIBIFEIC Status ZHERLET

SRR

Status
Last Seen  10:47:29 AM, Dec 19 =18 Ip 7|<|/Z(5:77U|/|\DHCP)
Uptime  37d 20h 56m _- | % JFDHCPERIZT(, CLI TO Static IP O
Version . ’/’ Eﬁib\%\g
P
OOBM IP Address  172.27.112.150 &
S - : ® Disconnected
O0OBM MAC Address | fR:f2:1e:df:92:a0 ) _
. Mist Cloud TFEEARE]
oubnet | - _| @ Connected
Gateway | - b Mist Cloud EERENERN. F2TERIHE
-
Status @ Connected &« ® Conrlec’_ced e g —raE
— AP hH' Mist Edge (Ch>R)ViEHER]EE
anrie 5
Exte IF Address
Tunnel Termination @ Start &4 Tunnel Termination Service
RadsecFroxy @ Start G ————— RadSec Proxy Service
Statistics
nsights | Mist Edge Insights 4_ ______ Insights (:y-\—zpj’bij
nactive eam VLAN | -
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Step 2. Mist Edge 5%7E

Mist Edge SR
1. [Mist Edges] ZJUvILET

Step 2. Mist Edge 5%7E

SRR

2. [Mist Edge Inventory] T. Mist Edge /' Registered nD Connected TH3EZHESRL. FUvILET

Q) .
— Clients

m Access Points

Registered TH3TLERERLET
o Mist Edge Inventory a. Claim Code / b. QR Code T(&
: SREREARETT
S5 wist Edges a Z/
</ Location [] Status # MName Registration  Cluster Tunnel IP OOBM IP Address  Site Model
qol] Anaiytics (J | ® connected _ Registered 10.0.0.11 Unassigned X1
o Site [
® Disconnected
@ Organization M|St CIOUd _C\EQL_HEZ:EJ
@ Connected
Mist Cloud &ER@NEUN. 5% ERIHE
® Connected
AP H' Mist Edge (Cbh>xILiEHERIEE
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Step 2. Mist Edge

Step 2. Mist Edge E%7E

14 ER L e TE
3. [Name] ([T )/\A R&%ZTELET

Device Name

Name
MistEdge01 % Mist Edge D%AE1
Model
» -] — Mist Edge EFIL

Registration Registered

Registration Code

|PNihhﬁjaDl:tﬁH:-:ExLJIFJVS-MSS*J.-’-‘.I&HE! D

Claim Code @732\ Mist Edge ¥
Mist Edge ID VM TfER

00000000-0000-0000-1000-0200002¢ || 1D

Mist Edge %5193 ID
Cluster API RETIEH

Mo Cluster A

oneera® | 2
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Step 2. Mist Edge

Step 2. Mist Edge 557

2 —

) Management PWs
Mist Edge Management Passwords D&ExiE

4. [Mist Password] T mist (—f#%)1—H0D/\XJ—RZ:%7E.
[Root Password] T root (BIE&)D/\AD—Rz2sXELEXT

Management Passwords

Mist Password

Reveal
Root Password & I‘lr‘li_St (—A%)1—HD/){RT—R
‘ﬁ root (BIEE)D/{XATJ—R
FTIAIKThD> NEER
| Model | default user/password | __root/password
Appliance mist / Claim Code root / Claim Code

VM mist / Mist@1234 root / mist

Mist Edge > Configuration > Mist Edge Teleworker Guide
https://www.mist.com/documentation/category/configuration-mist-edge/

. uniper -t
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Step 2. Mist Edge

Y NI — D15k

Srur=an
S IE

Step 2. Mist Edge 5%7E

Y NI —J4@ahpk

5. [Tunnel Interface Configuration] @ [Separate Upstream and Downstream Traffic] T
FIvIBDT. 1231 48Rk (Upstream & Downstream DA >AJI—AZ53EfE) XHELE
FrvIRBUT. 97— LER% (Upstream/Downstream ZUEDDA >AIT—ATHzi)

D7 —hiEnk

1251 bk

Tunnel Interface Configuration

J

Separate Upstream and Downstream Traffic

FIvIHh

—— |

Downstream/Upstream (cC
ENEN 1 DU ED(>5I1—R
ZEIDHTES

© 2023 Juniper Networks

~
Tunneled | Out

VLAM(s) | (upstrean
I_II
‘ Mist Edge
In
A (7]
Interface Downstream Upstream
gel O
ge O

Upstream Port VLAN 1D

uniper Business Use Only

Tunnel Interface Configuration

(J separate Upstream and Downstream Traffic <

I

FIvIRRUL

‘ Mist Edge ‘
In Ot
()
Interface Upstream/Downstream
geo
ge

AN

EBEDA>HII-AZIETET BL
BEIT LAG HMBRENEd
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Step 2. Mist Edge 5%7E

Step 2. Mist Edge 5%7E _ e

O0BM(Out of bound Management) IP Address DR /5%7E

6. [OOBM IP Address] (C DHCP(7JAJ)LE) T IP 7RUANEIDHTENTWAEZMESRLE T
[Configure static OOBM IP] (CFIwJ 93, static IP 7RUAZEZECEET

i
OOBM IP Address o DN P Aodre
0 Configure static COBM IP
Confiocure static QOBEM P ~ .
Configure static OOBM | o Addrass DHCP h'5 static IP AD
= ZE(d. Mist Cloud h'55%
=4 N o
S DHOPGIALY) 2=
Subnet Mask s
Status Default Gateway
Last Seen  11:32:00 AM, Nov 16
Uptime 5d 19h 49m o . DS
Version | 0.1.2638+deb10 SEEM IP 7RV
O0BEM IP Address | 10.0.0.11 =
DOBM MAC Address  2ciea:7fd7:02:3c ® Disconnected
Subnet | -- Mist Cloud TE&EAHR]
Gateway - @ Connected
Connections | - ® Connected
AP H' Mist Edge (Ch>RILIEfERIEE
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Step 2. Mist Edge 5%7E

Step 2. Mist Edge 5%7E

. Tunnel IP
Tunnel IP DSE

7. [Tunnel IP Configuration] T. AP D FRIVIEGICAERATS [IP]. [Netmask]. [Gateway] ZeXELE T

Tunnel IP Configuration

| =]

192.168.1.250 *I%:.;

AP W'SEIEZERJEETHBHIL

Metmask

255.255.255.0

Gateway

192.168.1.1

Mist Edge hMEZIENDINEINSIERE S DIBE.
% Mist Edge (CenNenJo-/L IP 7RL A%
AR 2mENDDET

. uniper -t
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Step 3. PORIVEETE

Step 3. PORIVEETE
Cluster #858% - Active/Standby

Mist Edge (& Cluster B2 F T&{EL. Cluster (X1E&I(Active/Standby) 2 DE&XTETEEXY
L2TPv3 over IPsec

Cluster 8%

L2TPv3 over UDP
L2TPv3 over IP

y )

M wm
‘ Standby Cluster (& Active/Standby @
Cluster 1IE& 2 DE%TFE B

Tunnel Termination Services

Active

Cluster

Tunnel Termination Services

Active Active
Mist Edge Mist Edge

Mist Edge Mist Edge

Cluster AM Mist Edge (& Active/Active T Load Balancing

© 2023 Juniper Networks
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Step 3. PIRIVEETE

Step 3. PORIVEETE

Cluster D:%E

1. [Mist Edges] ZJUvIULE T
2. FEz(CHD [Mist Edge Clusters] O&aim(Cdrd [Create Cluster] Z0UvILES

Cluster

o2 : ORGANIZATION weED, 1130PM 2 Q
— Clients Mist ’ ! =
@ wmonitor Mist Edge Invento [’y Claim Mist Edge | | Create MistEdge | = @
m Access Points @) marvis™ Filter Q 1-20f2
22, clients O Status Name ¥ Registration  Cluster Tunnel 1P 00BM IP Address  Site Model  Connections
Switches O @ Disconnected MistEdge-01 Unregistered - - - Unassigned VM 0

B Access Points
O @ connected MistEdge Registered ME_Cluster 192.168.1.250 172.16.1.103 Unassigned VM 0

(+) waN Edges Stehes

s

(&) wan Edges

O Mist Edges —
[—] o i g v
wl] Anatyoes Mist Edge Clusters
'ﬁf Location
on Site 1-10f1
Name ¥ Mist Edges Mist Tunnels Connections
@ organization
I:Il:||:| Analytis ME_Cluster MistEdge ME-Tunnel 0

Create Cluster

o Site
1-1of 1

EH) Organization

© 2023 Juniper Networks JUﬂIper.11 | 28
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Step 3. PORIVEETE

=JL r=2=
Step 3. PORIVEETE
Cluster DESE
3. [Cluster Name] Z AU, [Select Mist Edges]T 4. [Create] Z9VUvILFET
[+] "BEEFHD Mist Edge Z:&EIRUT. [Donel%
JIILE S

Cluster

Create Mist Cluster - 4 Create Mist Cluster b 4
Cluster Name Cluster Name
MistEdgeCluster MistEdgeCluster
Select Mist Edges Select Mist Edges
MistEdge-01 | X
mistedges |
MistEdge-01 Cancel Cancel

L
M

Cluster (CE&h19 % Mist Edge Z:&IRUF T
BHEDEFRNA]EETT

Mist Edge 18M0D#HTH. Cluster DERHNETY

| UNIPEr -t 29
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Step 3. PORIVEETE

Step 3. PORIVEETE

Cluster D:%E

5. EpkUTIz Cluster ZiEIRUET
6. [Hostnames / IPs] [C Mist Edge @ ~>R)L IP 7RLUAZERELET

Mist Edge x 1

Cluster

Tunnel Termination Services Tunnel Termination Services

fﬂ b RIVEf&iImS S IP 7KL
I'I L o

Hostnames / IPs @ Hostnames / IPs @)

I I B
AP Subnets AP Subnets N
V) 22y N — DB IR BB Mist Edge h' Cluster (&0
2.0.0.00 < 0.0.0.0/0 ‘\"%’EEE%UBEUU ﬁ LTWBiEE. IONXTIDTIIFELET
FFEILIZW AP O IP 7RLAL > SHIETE Y

‘ Cluster Bt @ Mist Edge O IP 7RLAZFIZELEI (RIS IP 7 RLADEEETIEHDFEA)

=
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Step 3. PIRIVEETE

Step 3. PORIVEETE

Cluster D:%E

7. [Save] 20 ILFET 8. Cluster (& 2 DF%TER]JEE(Active/Standby) T
WHERGS. FIRZENRLFT

Cluster

WED, 11:49pPM &2

a_)
-3

Upgrade Service Save Cancel

Create Cluster

1-1 of 1

Mist Edge Clusters

. uniper -t
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Step 3. PORIVEETE

Step 3. PORIVESTE

Tunnel Host Selection

= B0 RI(Mist Edge) i FFHBIEERSZ S, Tunnel Host Selection D& E(CHEDTIEFZIEAN
Cf-\bMiSt Cloud
|
.'I

Tunnel Host Selection

= [BEEFRLERIE. FIACIEERIETTDHER]
AT —IREHR, |

J
UDP 1701 I UDP 500/4500

Tunnel Host Selection

Tunnel Termination Services

Active

Tunnel Host Selection
® shuffle [O shuffle by site

Tunnel Host Selection
O shuffid @ shuffle by site

Active Active

Mist Edge Mist Edge

MACY RLAR=X EfHooHA Me

) o
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Step 3. PIRIVEETE

Step 3. PORIVEETE

Tunnel DSRE

1. [Mist Edges] ZJUvIULE T
2. FEx(CD [Mist Tunnels] OAImICHD [Create] Z0UvILET

Tunnel

ORGANIZATION THU0310PM 2 Q @
- Mist ’ & @ @
Clients
@ wonitor Mist Edge ‘m\/entory (Entire Org) ~ Claim Mist Edge | | CreateMistEdge | =
(=) marvis™ Q 1-40f4
Access Points
2, clients O status # Name Registration Cluster Tunnel IP ODBM IP Address ~ OOBM MAC Address  Site Model  Inactive Upstream VLAN  Uptime
O @ Disconnected MistEdge  Registered ~ ME_Cluster 192.168.1.250 172161103  00:0c29:cl:be:d9 Unassigned VM 10,20 26d 1
[ Access Points
O @ bisconnected ME Unregistered - - - - Unassigned VM — 0
Switches )
[ switches O ® pisconnected MistedgevM Unregistered - - - - Unassigned VM - 0
O @ Disconnected test Unregistered - - - - Unassigned VM - 0
() wan Edges
WAN Edges
© mist Edges
=] B
. 3
5 et Mist Edge Clusters Creme Quser
Mist Edges ,
B ool Analyties a 1-10f1
O . Name Mist Edges Mist Tunnels Connections
oo Site
ME_Cluster MistEdge ME-Tunnel 0

Location

@ organization

Analytics

Mist Tunnels I p— I Create

Q 120f2

Organization

Name Pratocol VLAN IDs Clusters MU IPsec

junperas | a3
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Step 3. PIRIVEETE

Step 3. P FIVEETE

Tunnel D52 E

3. [Name] (Cb>RIL%. [VLAN ID(s)] (C8Fe] 9% VLAN ZAHDUET
4. e RR(CIO UG EZLE T

Tunnel

Name

MistEdgeTunnel

WVLAN 1D(s)

020 F LRORERYNI-ITHRT VLAN ZIRTIIZELES

(1-4004)
L2TPv3 over IP L2TPv3 over UDP L2TPv3 over IPsec

Protocol Protocol Protocol

O upp I @® uDP uDP IPsec # Enabled (CE%TET DL
@ P O P IP HEIR(C. MTU: 1300 (L&
MTU MTU MTU SIS -

1500 1500 1300

IPsec IPsec IPsec

OJ Enabled [ Enabled Enabled

. uniper -t
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Step 3. PORIVEETE

Step 3. P FIVEETE

Tunnel D52 E

5. TWAIAZ1—h5 Cluster #EIRUET
6. HE(CGUT, [Tunnel Timers] @ [Hello Interval] &. [Hello Retries] OfE%REEELUFT

Cluster Tunnel Timers default SN EEEH

F’f"‘"f"“}'i'“TtE" Hello Interval 60 0.5 - 300 sec

MistEdgeCluster -

S Hello Retries 7 1-30

poduse ’ % Hello Retries (FEIEE(C/\yIATKREIN 0.5,1,2,4,8,16,.. THEN
J\WHOADRERID _EBRIZ. Hello Interval ZBZRVEKDIE

#5]) Hello Interval: 30. Hello Retries: 7 DiZEDEK fail over BF]
30+0.5+1+2+4+8+ 16 + 16 =|77.5 sec]|

Tunnel

Tunnel Timers

Hello Interva

&0 *

Hello Retries I‘ Hello Interval ’I Hello Retries
gIElD Hello Interval TRIBEMMEEIEINT . ZDEZ(C PEE 1R Hello Interval (& 30 sec DT,
[EENFEELLIZS. fail over BEIRX(RE)ERD Hello Retries Fita J\wOA TSR D _EPR(E. 16 sec

. uniper -t
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Step 3. PIRIVEETE

Step 3. PORIVEETE

= —

Tunnel D52 E

7. [Create] 7 JUvJLTLEFET

Tunnel

Joneera® | s
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Step 4. T|IRLANGETE

Step 4. HEIRLANRE

3 WLAN Template
WLAN Template DOS7E

1. [Organization] "5 [WLAN Templates] = 2. [Create Template] ZJUvIULET
DIwILET

Switches FRI, 04:32 PM ::' ?

@ WAN Edges Administrators Applications Campus Fabric Device Profiles

Audit Logs Application Policy Switch Templates Labels

O mist Eages Create Template

Client Onboarding Hub Profiles Pre-shared Keys

‘f Location Inventory Network Topology RF Templates

Maobile SDK MNetworks
n[][] Analytics

Settings WAN Edge Templates

o .
Sit ; . .
oo~ Site Configuration

@ Organization Subscriptions

. uniper -t
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Step 4. HEIRLANGSE

Step 4. HEERLANEETE

WLAN Template D&E

3. Template Name Z AU, [Create] #0UvJUEd 4. [Sites and Site Groups] Z:EIRUT. [+] H'5.
WLAN Template ZERI2H 1 MNaiEIRUET

WLAN Template

New Template X Name

MistEdgeWLAN

Template Name Applies to

MistEdgeWLAN Entire Org
+

. uniper -t
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Step 4. BIRLANGEE

WLAN Template @
5. [Add WLAN] Z9UvHILET

WLANSs

551D

© 2023 Juniper Networks

Band

VLAN 1Dy

= — ]

oSt AE

Add WLAM

Step 4. \IFLANES

WLAN Template

. [SSID] &% AU, Security T/NAIL—X%

sXIELET

SSID

Security

MistEdgeWLAM

Juniper Business Use Only

WiFi SLE

() Exclude this WLAM from WiFi SLEs

Security

® WPA-2/PSK with passphrase | seessseses Reveal

O WPA-2/PSK with multiple passphrases
O WPA-2/EAP (802.1X)

O Open Access

More Options

IS
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Step 4. HEIRLANRE

WLAN Template DOSE

7. [Custom Forwarding to] ZF1tw/IUL. FILFI>
AZ1—hH5 [Mist] ZEIRLET
[Tunnel] TYERRUTE R RIVERIEIRUE T

Custom Forwarding

Customn Forwarding to | Mist -

Tunnel | MistEageTunnel -

Create and configure Mist Tunnels

© 2023 Juniper Networks

uniper Business Use Only

Step 4. FIRLANGETE

WLAN Template

8. [VLAN] Zs&ELET
- [Tagged] T4 VLAN % [VLAN ID] T:i¥E
- [Pool] T Pool VLAN %, [VLAN ID(s)] T&%%E

VLAN

O Untagged ® Tagged |[O Poo
VLAM ID

10

VLAN

O Untagged O Tagged |® Poo
VLAM 1D{s)

{VLAN_POOL}}

Pool VLAN (CEXTIE
Site Variables ZF|FHI3ET.
YA MNB(EEEZEECEET

Joneera | 4o



Step 4. FIRLANGETE

Step 4. HERLANEGSE

WLAN Template DOSE

9. [Create] Z7Uv/IL. WLAN DIERZAR TUE T
[Cancel] Z7Uw/JULT. WLAN Template OiRE~%Z
RTUET

WLAN Template

Clone Cancel

. uniper -t
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B {FhERR

V V V VYV V

Mist Edge

Mist Tunnel

Mist Edge Clusters
AP
Clients

IS
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Eb {’FEE ity

Mist Edge

ERXTENTE TIBE. AP h'5 Mist Edge (C b RIViESER]BERRIRRRICIRDE T
1. [Mist Edges] ZJUvIULE T
2. [Mist Edge Inventory] —&h'5. %MD Mist Edge O Status 1 & & (Connections)ziERLE T

2 clients Mist Edge Invento ry ® Connected DIRREDIERTEIN
Connections THY> haNE9
B Access Points @ Z—f
[} Status [ Name Registration Cluster Tuninel IP OOBM IP Address Site Model Connections
Switches
] @ connected MistEdge Registered ME_Cluster 192.168.1.250 172.16.1.103 Unassigned VM 1

(+) wan Edges

& wst eages 188 D AP ¥ Mist Edge (Ch>=RIL
BRI AERARB(CR B L. Status HY

i ® Connected ((BDFEY Tablesexings x
,’ 1. Status . Name . Registration
,, 4, Cluster 5. Tunnel IP 6. OOBM IP Address
THU03ZRM 2 QO 7. [] OOBM MAC Address B. Site a. Model
10. Inactive Upstream VLAN 1. Uptime 12. [[] LastSeen
o . ; — b
. B =J 13. Version 14, External IP Address 15. Tunterm State
4 16. [] D 17. [] Connections 18. [] Serial No
EJ:(]))(:_—L_h\B \ ﬁ/_.l_?:[ﬁ E 0) 19. [] MXOC Proxy State 20. [] Radsec Proxy State
RTENTEFT
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Eb {’FEE ity

Mist Edge

% Mist Edge OFFHIEIFE CHRIBROBIRNMERZTEET

Status
Last s
LUptime
YErsion
OOBEM IP Address

O0OBM MAC Address
Submnet

Gateway

12:21:47 AM, ]an 25
8d 10h 38m
0.1.2653+deb10
172.16.1.103
00:0c:29:c1:be:49

Status

Connections

® Connected

1

External IP Address
Tunnel Termination

RadSec Proxy

Statistics
ns E_"IS

Inactive Upstream VLAN

© 2023 Juniper Networks

]
® Stop Restart

@ Siop Restart

Mist Edge Insights
20

188D AP /¥ Mist Edge (Ch>RIVIESTEIRERR
JREE(C/rBE. Status h* ® Connected (Ci2DF T
Connections T ho> hangd

Juniper Business Use Only

Juniper =
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Eb {’FEE ity

Mist Tunnels

1. [Mist Edges] ZJUvIULE T
2. [Mist Tunnels] MSERLLIZ > RIVZDUYIU. [Connections Status] ZMEs2LES

B3 clients
Mist Tunnels Creste

B Access Points Q, 1-2 0f 2

Name Protocol VLAM 1Ds Clusters MTU IPsec
Switches

ME-Tunnel 1P 10,20 ME_Clustar 1300 @
| MistEdgeTunnel IP N 1500 ®
-I; WAN Edges N

\

is s
&= Mist Edge

® Connected KRREDIEGEINRRENET

-q;? Location i 7_________———-—
Connections Status

|:|[||:| Analytics

Connected B 1
oh Site

Missing Connection [ o

@ Organization

. uniper -t
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Eb {’FEE ity

Mist Edge Clusters

1. [Mist Edges] ZJUvIULE T
2. [Mist Edge Clusters] O—&n5ERUTz Cluster T Connections #t°, sFAHIEIE T
[Mist Edges] ZHEZaLE T

2, e Mist Edge Clusters Creste Custer

B Access Points 1-1 of 1
Switches . . )
MName Mist Edges Mist Tunnels Connections
— sFHfEIEm 72k~ C. Mist Edge
vt/ WAN Edges i a
W/ DOIEE %R ME_Cluster MistEdge ME-Tunnel - 1
’ £
% Mist Edges R ,/ :
L ® Connected AREDIEfE
: 7’
'ﬂ? Location ,/
/, MistEdge Connections x
Analytics .
oof] Anaiytics Mist Edges x ,
Connections
DDD i MistEdge 1 Connection ¥ Default view lists 1000 tunnels, use filter to see tunnels by Site, AP Name, Mist Edge, or Tunne
Add Edges to Cluster \\ Q 1-1 of 1
@ orgenices 3
rganization \\
. g * Site AP Edge Peer Edge Tunnel Remote IP Remote Port Status Uptime Last 5een
ot =+
® Connected ARED#EHEER
S ] B AF_01 MistEdge ME-Tunnel 111.99.175.126 Established with sessions 25 09:42:04 Ph

N
1BRD AP DIEHRERR e

© 2023 Juniper Networks Juniper Business Use Only —ET
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Eb {’FEE ity

AP - Mist Edge Status

AZa1—h5 [Access Points] #0UvIULE 9
EEEJ:ODI\/}\ H—=XZ1—R9> 5 Mist Edge BEDEIRZFR R I DIOGEXEZZELET

I\ =H—=XZ31—N9>%=JUwIUET
Inventory Create Wireless Metworks Claim APs = —_— Z/—
——
—
- Mist Edge BEDATZ3>%F1vIULT
\s\ XAZ1—7ZFUFT
2, clients A e
43. [ ] LLDP Description 44, [] Motes 45, Mist Edges
E] Access Points -
46. Mist Clusters 47. Mist Edge Connection Status
Switches 48. Tunnel Uptime 49. [] Location s0. [] Device Profile
|:| Status Name Site IP Address MNo. Clients Uptime # Total Bytes Capabhilities Labels Mist Edges Mist Clusters Mist Edge Connection Status Tunnel Uptime
P ¥ P B g p
O B connected AP 01  Primary Site  192.168.1.68 2 42d 2h 54m  497.7 MB = MistEdge ME_Cluster Established with sessions 8d11h 14m
¥ g

Mist Edge BEEDEHREMHERLET
Established with sessions T&ilE, AP &
Mist Edge H'boRIVIEFERIREIRIRRE TS

. uniper -t
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Eb {’FEE ity

AP - Mist Edge Status
AP OsFHHIEIEIC [Tunnel Properties] & [Mist Edge Connections] ZHEZELE S

Tunnel Properties
State | Established with sessi...

Uptime 8d 11h 25m

Session O | mxtunnel : Established
h

N
Established T&HhaltztEZRLET

Mist Edge Connections

Mist Edge Connections
ME-Tunnel | ME Cluster | MistEdge

ME-Tunnel

X Mot connected

. i —

Connected THALZMHERLET
Not connected DIFAE.
IEBIGGEENTETCVFERA

v Connected

Jnpera® | e
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Eb {’FEE At

Wifi Clients via Mist Edge

Mist Edge #RHTIEH L TWDIIM 7> MeERLE T
1. [Clients] n5 [WiFi Clients] Z#0UvwJUE S

2. WLAN Template Z@ERBULTL\B [site] Z1EIRL. Mist Edge D SSID TixficL TWSI51 7> MetEERLE S

ﬂ ORGANIZ
WiF

WiFi Clients

Primary Site Live

Guest Marvis =0
Q) i 5GHz 2
rn Clients App Clients
E] Access Points BLE Clients
Q,
Switches 1-20f2
Wired Clients

[ user Connected Time IPv4 Address = MAC Address Device Type Hostname AP Name S51D VianID Role

OJ Galaxy-A7  9m 10,100,107 7e:3d:fb:74:1a:17  Unknown Galaxy-A7  AP_O1 MistEdge 10

()l unknown 1m 10.10.10.108 26:25:d5:02:dd:90 Unknown - AP_D1 MistEdge 10

Client Insights THMERTEET
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Vava =

z]

NS
pL=

=

==

YV V VYV V

(ENlN=EEE
—AEE

Insights

mxagent O7v I L —R
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Mist Edge {EIBIEHE

Mist Edge Di&iR
[Mist Edges] Z7UyILE S

[Mist Edge Inventory] h*5.

[o}] i
— Clients
B Access Points

Switches

(+) wan Edges

O mis
&= Mist Edges

-q;? Location

|:|E||:| Analytics

DDD Site

@ Organization

© 2023 Juniper Networks

%= M Mist Edge Z3&ERU. ERIEELET

® Connected DIREEDIEHTEIN

Mist Edge Inventory :
= Connections TAY> h&N&Ed
[] Status # Name Registration Cluster Tuninel IP OOBM IP Address Site Model Connections
] @ connected MistEdge Registered ME_Cluster 192.168.1.250 172.16.1.103 Unassigned VM 1

Bl D AP B Mist Edge (Ch>=RIL OOBM IP ZRLUAAMERTEET

— HUyHT. Mist Edge OEEil%

Mist Edge OE IR, Tunnel IP, R TEET

j:ﬂ%}b_.l.ﬁgja'lj(:u\h_tiét Status H'
® Connected ([CRDFET

THU,0323PM 2 Q (DA

¥

Claim Mist Edge Create Mist Edge =

—
HLEDOAZ1—hH5, XRIEBHOD
RIENTEES

Juniper Business Use Only

Table Settings X
,’ 1. Status . Name . Registration
,, 4, Cluster 5. Tunnel IP 6. OOBM IP Address

7. [ ©OOBM MAC Address 8. Site 9. Madel

10. Inactive Upstream VLAN 1. Uptime 12. [[] LastSeen

13. Version 14, External IP Address 15. Tunterm State

16. [] D 17. [] Connections 18. [] Serial No

19. [] MXOC Proxy State 20. [] Radsec Proxy State
Juniper = |
swenrymistar
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Mist Edge {EIBIEHE

Device Name/Model

[Name] T. T/N\( ARZRELET

© 2023 Juniper Networks

Name
MistEdge01 % Mist Edge D%AE1
Model
- . ,—\J Mist Edge €7/l

Registration | Registered

Registration Code

|F'NithJaDEEEH:-:EKLHFJVS-Va’-lSS‘.I‘P.kHEl D

\ﬁ Claim Code DA\ Mist Edge {°
Mist Edge ID VM TfEA
00000000-0000-0000-1 DGD-UEDDDGEEI n
~———_ Mist Edge %7373 ID
Cluster API 2ET{ER
Mo Cluster hd N
Mist Edge H"&0NLTWL% Cluster

Juniper Business Use Only
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Mist Edge {EIBIEHE

Port Stats

[Port Stats] T. 1A TI—ADAT—HARZMEZRTEET

Port Stats | ged -

Port Stats | ge1 ~

Link  Up Link | Up
Status  forwarding Status | forwarding
Speed 1000 Mbps Speed 1000 Mbps
TX Bytes 267 MB TX Bytes 843 MB
RX Bytes 971.8 GB R Bytes 83.6 MB
TX Packets 1.7 M TX Packets 677.8k
RX Packets 11.8G R Packets 7856k

Mist Edge data ports link status will be down until
the service is installed by mapping Mist Tunnels

Mist Edge data ports link status will be down until
the service is installed by mapping Mist Tunnels

. uniper -t
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Mist Edge {EIBIEHE

Management Passwords

[Mist Password] T mist (—fi%)1—YD/\XJ—RZ:LE.
[Root Password] T root (BIE&)D/\RAJ—RzsXELEXT

Management Passwords

Mist Password

Reveal
A— T mist (CH)1- 50ROk
T oot (BIEE)D/RT—K
TIAIWNT NI NEER
| Model | default user/password | __root/password
Appliance mist / Claim Code root / Claim Code

VM mist / Mist@1234 root / mist

Mist Edge > Configuration > Mist Edge Teleworker Guide
https://www.mist.com/documentation/category/configuration-mist-edge/

. uniper -t
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Mist Edge {EIBIEHE

Tunnel Interface Configuration

[Tunnel Interface Configuration] T. [Separate Upstream and Downstream Traffic] ZF1vJ9d5¢&

D7 —hiEnk

A2 BN FIV )T EDT DT — MBRKICEDE T

12351 a8k

Tunnel Interface Configuration

Separate Upstream and Downstream Traffic

Downstream, Upstream (C
TNETNAATI-R%EIDHET
X9

~
Tunneled | Out
VLAN() |
I_II
Mist Edge
In
A (7]
Interface Downstream Upstream
ge0 O
ge’ O

© 2023 Juniper Networks

Upstream Port VLAN ID

Juniper Business Use Only

Tunnel Interface Configuration

I

FIvIRRU

U separate Upstream and Downstream Traffic <

‘ Mist Edge ‘

——

In Out
a [)
Interface Upstream/Downstream

geo

gel k

EEDA>IT1I—-RAEIETET DL
BEIT LAG HMBRENEd

eSS e [ 55



Mist Edge {EIBIEHE

Status

[Status] T. BAT—ARZMERTEFT

B IP 7RLXA

® Disconnected
Mist Cloud C:&EAT]
@ Connected

Mist Cloud &FREHERN., 58 TERIEE

® Connected

AP h' Mist Edge (Ch>ILE#HTalEE

AP & Mist Edge DIE#E3K

Status
| ast Seen 01:03:18 AM, Nov 18
Uptime 22&d 6h 30m .
[ ”,
ersion 0.1.2630+debli0 -
&~
OOBM IP Address | 10.0.0.12
O0BM MAC Address | 00:0c:29:e7:0c:18
Subne ,’
,/
Gateway ‘,
Status @ Connected
Connections | 1 ‘- ———————————
External IP Address = I

oxy @ Start  dmm———f——

© 2023 Juniper Networks

p—
® Stop  Restart ==

Tunnel Termination Service

RadSec Proxy Service

Insights (V> TUET

Mist Edge Insights

10,20 p plabalely ik

79747 THUL VLAN

) VLAN10 TrItX95L, 10 WEAFT

Juniper Business Use Only
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Mist Edge {EIBIEHE

Tunnel Termination Service

[Status] @ [Tunnel Termination] T RRIVH—EXD [Start]. [Restart]. [Stop] HNTZXY
[Start] Z9UwJ 93, H—EXZAF—-NUET

Status

Last 5S¢ Confirm start

Upd
Verg
COBM IP Addg

OOBM MAC Addn

Are you sure you want to Start the Tunnel
Termination service on edge MistEdge?

Sul
Gatevwey=r=—
Status | @ Connected
Connections | -
External IP Address [ ENEEEEEEEEEENENN
Tunnel Termination | @ Start
RadSec Proxy @ Start
Statistics
nsights = Mist Edge Insights
active Upstream VLAN | 10

© 2023 Juniper Networks

Start

[Restart] 29y 793¢, U—EXZBRI-NLET

Mo

Juniper Business Use Only

Status

Last5¢ Confirm restart

Uptd

—9

QOOBM IF .é_c-:h;
OOBM MAC .é_cdr;

Are you sure you want to Restart the Tunnel

Termination service on edge MistEdge?

GateWway=r—

Status
Connections
External P Address

Tunnel Termination

® Connected

1

® Stop | Restart

Radsec Proxy @ Start
Statistics
nsights = Mist Edge Insights
nactive eam VLA

IS
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Mist Edge {EIBIEHE

Tunnel Termination Service

[Status] @ [Tunnel Termination] T RRIVH—EXD [Start]. [Restart]. [Stop] HNTZXY
[Stop] Z20UwI g3, H—ERZELLELET

Status
Last 3¢ Confirm stop X
Upt

Vers  Are you sure you want to Stop the Tunnel Termination
OOBM IP Addl Service on edge MistEdge?

O0OBM MAC Addn
Suly Mo
GateWway=r— TIF

Status @ Connected
Connections | 1
External IP Address | [

Tunnel Termination] @ Stop | Restart

RadSec Proxy @ Start

Statistics
nsights = Mist Edge Insights

martiva | lnetraamm W AT
ablLIvE Litrslica -L-'\:

© 2023 Juniper Networks Juniper Business Use Only
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Mist Edge {EIBIEHE

RadSec Proxy

[Status] @ [RadSec Proxy] T RadSec Proxy @ [Start]. [Restart]. [Stop] H"T&%9

[Start] Z9)yJ DL Y—ERXZRXH—-ET

Status & Status
Last 5¢ Confirm start X
Uptl
vers Areyou sure you want to Start the RadSec Proxy
00BM IP Addd  S€Tvice on edge MistEdge?
O0OBM MAC Addn
Subj Start Mo
eviay i3
Status @ Connected
Connections | 1
Exte IP Address | [ NG
Tunnel Termination @ Stop  Restart
RadSec Proxy | @ Start T
Statistics Cluster T. RadSec Statistics
sights  Mist Edge Insights PT:SXy @EEED‘LZ\E‘C?
Inactive Upstream WLAI

© 2023 Juniper Networks

Juniper Business Use Only

[Restart] 29y 95¢, U—EXZBRI-NLET

ast 5S¢ Confirm restart

Are you sure you want to Restart the RadSec Proxy
service on edge MistEdge?

® Connected

Mist Edge Insights

IS
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Mist Edge {EIBIEHE

RadSec Proxy

[Status] @ [RadSec Proxy] T RadSec Proxy @ [Start]. [Restart]. [Stop] H"T&%9
[Stop] ZVUwI T3, U—ERZEIELET

Status |
LastS4 Confirm stop X
| |
versl  Are you sure you want to Stop the RadSec Proxy
M P Adddd  Service on edge MistEdge?
M MAC Addd
Subl Mo
ateway == F
® Connected
1
L]
@® Stop Restar
@ Stop | Restar
Statistics
Mist Edge Insights

. uniper -t
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Mist Edge {EIBIEHE

OOBM 1IP Address

[OOBM IP Address] TEEHMA IP 7RLADEKENTEET

FIA) ME DHCP TEIY(C IP 7RLAZEVEUET [Configure static OOBM IP] Z3&iRUT. A2fY(C IP 7R
L AZERKTETEET
[IP Address]. [Subnet Mask]. [Default Gateway].
OOBM IP Address y [DNS] ZZNENHELET

[J configure static OOBM IP

OOBM IP Address 1
Configure static COBM IP
Status IP Address
Last Seen 11:32:00 AM, Mov 16
Subnet Mask
Uptime 5d 19h 49m ;
fazan 7R
ersion | 0.1.2638+debl10 5 Eﬁq IP / |\|/Z
Default Gateway
QOBM IP Address | 10.0.0.11 —
O0OBM MAC Address | 2cea7f:d7:02:3cC
DMS
Status @ Connected
Canr i

. uniper -t
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Mist Edge {EIBIEEE

Utilities > Tools

Tools

Send Log to Mist

[Utilities] 5 [Tools] ThRILA>ATI—A, LU, AP FFRILOIR—MID A (— Mz Reboot Mist Edge
AU, TV TFBIE)NTEEFT

Release Mist Edge

[Bounce Tunterm Ports] ¥J%&&IR, 1>49J1—2%  [Bounce AP Tunnels] 7J%:#4R. AP ZiERU.
F1wJUT. [Bounce Ports] > %9y [Bounce AP Tunnels] W9>%9')v%

Tools

4 Tools X
Bounce AP Tunnels Bounce Tunterm Ports

Port Status Speed TX Bytes R¥ Bytes TX Packets R Packets Select APs required

® All APs Total 1 connections
geld forwarding 10 kB 49,5 kB 5.2 MB 420 B 37.3kB

(O | 50 | percent of total APs
gel forwarding 10 kB 19.5 kB 7O kB 160 B 252 B - .

) Specific APs

Bounce AP Tunnels

. uniper -t
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Mist Edge {EIBIEHE

Utilities > Reboot Mist Edge

[Utilities] &D. [Reboot Mist Edge] ZJUwIULF T
[Confirm Reboot] T. [Reboot]zUwILET

Confirm Reboot b 4
Utilities ~ | Upgrade Service Cancel
Tools Are you sure you want to reboot the selected Mist Edge?

Send Log to Mist

Reboot Mist Edge Cancel

Release Mist Eage

. uniper -t
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Utilities > Release Mist Edge

[Utilities] &D. [Release Mist Edge] Z7UvILFE T
[Confirm Release] T. [Release]z/UvILE

Confirm Removal b 4
Utilities ~ | Upgrade Service Cancel
Are you sure you want to delete "MistEdge"?
Tools jﬁ'r }r g

Send Log to Mist

Reboot Mist Edge

Release Mist Edge

. uniper -t
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Upgrade Service

1. [Upgrade Service] ZJUvIULE 9

IN—23>%3&IR0. [Start Upgrade] #9vILET

THU, 04:31 PM

Utilities +

Upgrade Service

a_)

Cancel

(7

2.N=232PYTENTVB L2 EBLET

04:39:21 PM, Nov 17

— e

Upgrade Mist Edge Service

Mist Edge: MistEdge01

Upgrade to Version: | 0,1.2638+deb10 ~

© 2023 Juniper Networks

Select Version
0.1.271%+deb10

0.1.2653+deb10

0.1.2638+deb10
0.1.2630+deb10
0.1.2507+deb10
0.1.2449+deb10
0.1.2144+deb10
0.1.2097+deb10
0.1.2003+deb10-dpdk19-1
0.1.1957+deb10

SR 1| Uptime [BUtYENES

172.16.1.103

00:0c:29:01:betdg

® Connected

1

Status
Last Seen
LUptime
Version
QOBEM IP Address
x
OOBEM MAC Address
Subnet
Gateway | -
Status
External [P Address

Tunnel Termination

(o [p—
Oxy

Rads

Iyl

Statistics
NsIgnts

Inactive Upstream VLAN

Juniper Business Use Only

® Stop Restart

® Start

Mist Edge Insights

10

Juniper =
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Mist Edge —1EE&18

128D Mist Edge Z—iEEHE

[Mist Edge] #7UyIULET
[Mist Edge Inventory] 1'5. ##{£9% Mist Edge (CFIvI(— DL L. EEEIRT) AN—EEIBLEYT

[o}] i
i Clients

Mist Edge Inventory

B Access Points

Q,
Switches

[ Status # MName Registration Cluster Tunnel IP OOBM IP Address Site Model Connections
[I] WAN Edges ® Connected MistEdge01 Registered MistEdgeTest _ 10.0.0.11 Unassigned X1 0

® Connected MistEdge02 Registered MistEdgeTest _ 10.0.0.12 Unassigned VM

O wmis
= Mist Edges

.
</ Location BEEIRUT, —18EIETEET

|:|EI|:| Analytics
oh Site

EH) Organization

. uniper -t
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128D Mist Edge Z—iEEHE

BED Mist Edge (CXUT BEEALD More ID—IEFEIETEXT

© 2023 Juniper Networks

| Assign to Site -

Release Mist Edge <--
Stop Tunterm Service ===
Restart Tunterm Service ===
Stop RadSec Proxy <--

Restart RadSec Proxy <--

More s L Claim Mist Edge Create Mist Edge Reboot Mist Edges [l
N

hf 3

Site (CPYA2ULET

Mist Edge ZUU—ALEXT

RIS —ERZAFLELET

bR —ERZBRT—-MET X

RadSec Proxy Z{Z1EUET

RadSec Proxy ZFBAY—MLFET X

X Start AV RIEHDFEEFA. Restart TIRAHTEET

Juniper Business Use Only
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Mist Edge - Insights
Insights DFXx
[Monitor]. [Service Levels]. [Insights] #J%2Uv). FILATIXAZ1—H'5 [Mist Edge]. FROMEZFTEIRUET
o ORGAMNIZATION
Wireless Wired WA Location Insights

@) marvis™ A 2T S EL N o Search by mist edge name Q

Access Point

Primary Site - Today -

_ MistEdge
93 Clients Client MistEdgavM
Switch
E] Access Points WAN Edge
Primary Site wired Clen
Switches Mist Edge
Access Points Asszociated Clients Mbps

(+) wan Edges 1

L

2

E) s
o= Mist Edges

12:00 AM May 11 - 04:20 PM May 11

<7 L ; 12:00 am 3:00 am
=y Location
¥ || Total bytes i
00 MB i
EID[| Analytiu B -:_.:'-'_“E
e

. uniper -t
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Mist Edge Events

[Mist Edge Events] ZWs2TE£9
AN NREEHEOWERN STTHER TEET

12:00 AM Nov 29 - 11:16 PM Nov 29

|| Tunngls

Mist Edge Events 8Total 4 Good 2 Meutral 2Bad

ME service restarted

ME Config changed
by user

ME service started
ME service stopped
ME service started

ME package
installed

ME service started

ME Config changed

© 2023 Juniper Networks

(drag an area of interest to Zoom In)

Service

Description

Cluster

Juniper Business Use Only

=

4:40 pm - 4:50 pm, Mov 29: 1

radsecproxy
ME service restarted

ME_Cluster

Tunnels

Juniker

seivan vy Mist AT
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Mist Edge - Insights

Port
AT ADIEZE (TX/RX) IR a2 ST CHESRTEFT

Port

el bps | Port- ged & bps | Port- gel

0 kly
4.0k 1
@ kb
I S,
22-Mov 7:30 am - 7:40 am: 76 bps TX, 8.0 kbps RX 22-Mov 7:30 am - 7:40 am: 33 bps TX , 427 bps RX
O O O O
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Current Mist Edge Properties
Mist Edge O&ETONT(ZMEZRTEET

Current Mist Edge Properties

Properties

Madel VM

Cluster ME_Cluster

LACP Status

MName Member Port Mode

No LACP status to display

© 2023 Juniper Networks

Status

Status

Connections
External IF Address
Version

Uptime

Last Seen

O0BM IP Address

Juniper Business Use Only

0.1.2653+deb10

3d 12h 31m

11:15:28 AM, Mov 22

172.16.1.103

Juniper =

seivan vy Mist AT
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Insights DFXx

[Port Stats]. [LLDP Stats] zZ#Es2 CEEx9

Port Stats
Paort Mac Address Link State Speed TX Bytes RX Bytes TX Packets RX Packets
el 00:0c:29:c1:be:53 Up forwarding 10000 Mbps 3 MB 316.2 MB 259k 22 M
gel 00:0c:29:c1:be:5d Up forwarding 10000 Mbps 1.4 MB 5.8 MB 1.0k 47.0k
LLDP Stats
Mist Edge Port LLDP PortID LLDP System Mame LLDP Port Description LLDP Management Address LLDP Chassis ID LLDP System Description
Juniper Networks, Inc. srx300 internet router, kernel JUNOS 20.2R3-
gel ge-0/f0 Osaka ge-0/0/0 192.168.1.22 30:b&:4f2c:TecO
52.5...
gel ge-0/0/0 4c9614275200  ge-0/0/0 - 4c:96:14:27:5e:40  Juniper Metworks, Inc. vsrx internet router, kernel JUNOS 21.3R1.9...

© 2023 Juniper Networks

Juniker
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Mist Edge - mxagent ®7vJ>JL—R
Upgrade of mxagent
mxagent O7YIT L —REREBRIZE. CLI IO7yvTIL—RzITVET

1. Mist Edge ® OOBM IP Address (C ssh TOJ/>UET
root TEIZEDTA(ETERVDT, —ARI-HTOT14&. "su -" ZFITUET

2. “mxagent version” TIRTED/\—3> . "apt-cache policy mxagent” THIFARIgER/N-3>—&N
R TEET

root@mxedge:~# mxagent version

Status 3.1.3170
Last 5een | 04:39:21 PM, Mow 17
Uptime 11s . .
o root@MistEdge:~# apt-cache policy mxagent
Version  0.1.2653+deb10
mxagent:
OOBM IP Address  172.16.1.103 Tastalleds 3.9 .51 720=1
OOBM MAC Address  00:0c:29:c1:be:49 Candidate: 3.1.3911-1
Subnet | - Version table:
GE"[E'.’-.'E'_'.-' - 3 . 1 . 3911_1 500

500 http://deb.mistsys.net/edge buster/main amd64 Packages
e 301 F170=1 500
500 http://deb.mistsys.net/edge buster/main amdé64 Packages
100 /var/lib/dpkg/status
3.1.2981-1 500
500 http://deb.mistsys.net/edge buster/main amdé64 Packages

Status @ Connected

Joneera® |

© 2023 Juniper Networks Juniper Business Use Only
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Upgrade of mxagent

3. “mxapt update mxagent {version}” T/vJJL—RUFY
4. BE "mxagent version” ZE{TU. IEBICN\-2a>vTenecezRUET

root@MistEdge:~# mxapt update mxagent 3.1.3911-1

MXAPT FROM VERSION: 3.1.3170-1

Hit:1 http://deb.mistsys.net/edge buster InRelease

Get:2 http://deb.debian.org/debian buster InRelease [122 kB]
Get:1 http://deb.mistsys.net/edge buster/main amd64 mxagent amd64
3.1.3911-1 [4,790 kB]

SERVICE VERSION LOCKED absent /var/lib/mxagent/service version.locked
DBG> 2022-11-17T08:22:23.768873Z2 Gl config-manager.go:121:
ReleaseChannel (apt) "stable"

mxagent set on hold.

MXAPT DONE.

root@MistEdge: ~# mxagent version
3.1.3911

Juniper = | 74
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