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172.16.10.202/24

» SSR-DC (Hub)

(enss)
192.168.202.1/24

172.16.30.202/24

P Docker Web Server (DC)

192.168.202.100/24

WAN Vv
Search
2 WANs
NAME A INTERFACE
ge-0/011
Management
ge-0/0/2

WAN TYPE

Ethernet

Ethernet

Spoke TA—/I\—-L1&#x

IP CONFIGURATION OVERLAY HUB ENDPOINTS
172.16.10.212/24 dcl-wani

172.16.30.212/24 dcl-wan2

Broadband (WAN1)

172.16.10.212/24

®

» SSR-Branch (Spoke)
172.16.30.212/24 ensd

192.168.212.1/24

——&

MPLS (WAN2)

L&

» Client 1 (Branch)

/ Switch
; l
(eth)

192.168.212.100/24

I

p> Client 2 (Branch)
192.168.212.101/24
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Edit WAN Configuration Edit WAN Configuration

Name Name

Overlay Hub Endpoint Overlay Hub Endpoint

dc1-wani dc1-wan2
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Broadband (WAN1)

172.16.10.202/24 172.16.10.212/24

R-Branch (Spok
» SSR-DC (Hub) (ensa) ¥ SSR-Branch (Spoke)

192.168.208.1/24

172.16.30.202/24 172.16.30.212/24

192.168.212.1/24

A—N—-LA | ‘

MPLS (WAN2)

[dcl-wan2] ‘57

Switch

Switch @

—
P Client 1 (Branch)

192.168.212.100/24

Ime_

I
» Docker Web Server (DC)

192.168.202.100/24

P Client 2 (Branch)

192.168.212.101/24
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Failover Policy

(@) Revertible () Non-Revertible

Traffic Class

‘ Best Effort v |

DSCP Class

Maximum Latency

L ‘I

Maximum Jitter

o |

Maximum Loss

[s

REITANINA-IN—

bytes from 192.168.202.101: icmp_seq=14 ttl=62 time=0.810 ms
bytes from 192.168.202.101: icmp_seq=15 ttl=62 mns
bytes from 192.168.202.101: icmp_seq=16 ttl=62 ns
bytes from 192.168.202.101: icmp_seq=17 ttl=62
bytes from 192.168.202.101: icmp_seq=18 ttl=62
bytes from 192.168.202.101: icmp_seq=19 ttl=62
bytes from 192.168.202.101: icmp_seq=20 ttl=62
bytes from 192.168.202.101: icmp_seq=21 ttl=62
bytes from 192.168.202.101: icmp_seq=22 ttl=62
bytes from 192.168.202.101: icmp_seq=23 ttl=62
bytes from 192.168.202.101: icmp_seq=24 ttl=62
bytes from 192.168.202.101: icmp_seq=25 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=26 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=27 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=28 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=29 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=30 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=31 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=32 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=33 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=34 ttl=62 time=201 ms
bytes from 192.168.202.101: icmp_seq=35 ttl=62 time=201
bytes from 192.168.202.101: icmp_seq=36 ttl=62 =,
bytes from 192.168.202.101: icmp_seq=37 ttl=62
bytes from 192.168.202.101: icmp_seq=38 ttl=62
bytes from 192.168.202.101: icmp_seq=39 ttl=62
bytes from 192.168.202.101: icmp_seq=40 ttl=62
bytes from 192.168.202.101: icmp_seq=41 ttl=62
bytes from 192.168.202.101: icmp_seq=42 ttl=62
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® amazon.com

d |

Broadband (WAN1)

172.16.10.202/24 172.16.10.212/24

» SSR-DC (Hub)

192.168.202.1/24

172.16.30.202/24 172.16.30.212/24

MPLS (WAN2)

Switch
» Client 1 (Branch)
192.168.212.100/24
- . . - ﬁ
O] =
—

» Client 2 (Branch)

e
o

> Docker Web Server (DC) 192.168.212.101/24

192.168.202.100/24

URL J1JL9YU>YJICL&HT lamazon.com]

AND5T1vI%HIRY S

NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY)
‘ x .
Edit Application X
Name
amazon

Description
A

Type

() Custom Apps () Apps (@ App Categories

App Categories

Shopping | x 4+

917 B4 MOFIEART]
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& Problem loadingpage X | +
€)>C B @ https://www.amazon.com we '@ o noe =

Secure Connection Failed

An error occurred during a connection to www.amazon.com.
PR_CONNECT_RESET_ERROR

« The page you are trying to view cannot be shown because the authenticity of the
received data could not be verified.

« Please contact the website owners to inform them of this problem.

Learn more...
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Broadband (WAN1)

172.16.10.202/24 172.16.10.212/24

172.16.30.202/24 172.16.30.212/24

MPLS (WAN2)

—
P Client 1 (Branch)

&) 192.168.212.100/24

——
» Docker Web Server (DC)

192.168.202.100/24

» Client 2 (Branch)

192.168.212.101/24
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v [ Mot

Standard

central

Strict
Alert

None

AN Ml

Secure WAN Edge IDP/URL Events | o o ~ [ e e | (IR 7 | 565

a

ses v | () ) = )

Time Device Name s Source Address  SoarcePert  Sewrce interface  DustinationAddress  Destination Fort  Dastination interface Attack Wame. Thrast Severicy
2232023, 1153:29AM  SSRSpokel-Branch!  branchl 192168212101 54110 03 192.166.202.101 a0 02 HTTPIS EXAIR-DO5 ® Major
233023, 115329AM  SSRSpokel-Branchl  branch! 192062212101 54110 ge03 192.168.202.101 80 02 HTTP2ASSHTMLSCRIPTN-URLVAR ® Major
2232023, 115329 M SSRSpokel-Branch!  branch1 152168212101 54110 03 192.166.202.101 80 02 HTTPIS SAMPLE-ACCESS. ® Minor
23023, 115329AM  SSRSpokel-Branchl  branch! 192062212101 54110 03 192168202101 a0 g0z HTTPSQLINLGENERIC ® Minor
2232023, 1153:29AM  SSRSpokel-Branchl  branch! 152168212101 54108 ge03 192.168.202.101 50 ge02 HTTPKS5:HTMLSCRIPTIN-URL VAR ® Major

2732023, 115329 M SSASpokel Branchl  branchl 192168212101 54110 ge03 192.168.202 101 50 ge02

® Minar

HTTPSQLINEREQVARS

Signature Detail

HTTP: Generic SQL Injection Detection

This signature detects specific characters, typically used in SQL, within an HTTP connection. Because these
characters are not normally used in HTTP, this can indicate a SQL or command injection attack. However, it can
be a false positive. To reduce False Positives, it is strongly recommended that these signatures only be used to
inspect traffic from the Internet to your organization's web servers that use SQL backend databases to
generate content and not to inspect traffic going from your organization to the Internet. Some attempts at
Cross Site Scripting attacks also trigger this signature.
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J59RTRRAIZFIVT1 - 1O512EFIMAT YR

m G amazon o
salesforce 0= 1] Office 365

129-2y I\l 17 J59R7IY (SaaSs)
* n
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o . API
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TEUIZL Y AT —%TIFv (Juniper Secure Edge FIAHF)

o S

Secure Edge Security Director Cloud

Management

IPsec

Broadband (WAN1)

172.16.10.202/24 172.16.10.212/24

R-Branch (Spok
» SSR-DC (Hub) (ensa) » SSR-Branch (Spoke)

(enss)
192.168.202.1/24

172.16.30.202/24 172.16.30.212/24

192.168.212.1/24

MPLS (WAN2)

-

Switch
¥ > cnem 1 (Branch) l
192.168.212.100/24
E

!I
» Docker Web Server (DC)

192.168.202.100/24

Swnch

» Client 2 (Branch)
192.168.212.101/24
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Create IPsec Profile @ X Create IPsec Profile @ X

&3 Secure Edge

i Name® @ Aide.tsc.lab.sst ° Name * @ aide_tsc_lab_ssr o
Service Management _tsc_lab

Description @ i
_ . Description @
Service Locations
%

Sites IKE Settings IPsec Settings

IKE Settings IPsec Settings
IPsec Profiles
IKE Auth Method @ PSK v
Encryption algerithm @& AES_128_GCM v
Diffie-Hellman group @ GROUP_14 v
Lifetime seconds @ 3600 [
Encryption algorithm @ AES_128_GCM v
Lifetime seconds @ 86400 o Perfect forward secrecy gr... @ GROUP_14 v

Cancel

IPsec BES{E7IIVX AT OT7A I &E%E

Juniper Business Use Only J U ﬂ | pe r ‘ 25
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IPsec JOJ71) RN JSE 94— SD-WAN 7R — JSE K> —

C reate Site @ Prerequisite: Two active Service Locations
create s ite @ Prerequisite: Two active Service Locations

Service Locations o Service Locations
j———————
Site Traffic Site Summary : . . f g
Primary service location * @ jsec-tokyo vO Details Forwarding Configuration Primary service location Jsec-tokyo
&> Secure Edge Secondary service location jsec-singapore
Secondary service locatio... @ jsec-singapore vO Traffic Forwarding Number of Users 5
Service Management .
Tunnel type @ (® IPsec Estimated provisioned bandwidth: 2 Mbps
* (35
Servicellocatione Number of Users * (3 5 GRE
5 (®) Dynamic . .
Sites Estimated provisioned bandwidth: 2 Mbps IP address type Static Site Details
IPsec Profiles ° iPsec profile * & aide_tsc_lab_ssr « | Create IPsec Profile Name csodemo2
ity Poli Site Details ipti -
Security Policy Pre-shared key * & Juniper!l @ Description
i ipti Count K2 Hong Kon
Security Subscriptions Name * @ csodemo2 o IKEID* & alexchan@juniper.net i g Rong

Postal code -

Service Administration

Description @ Site address -

% Protected networks 192.168.212.0/24,192.168.202.0/24
Country * @ 3 Hong Kong
create Site @ Prerequisite: Two active Service Locations Traffic Fgrwarding
Postal code @
. L] [ ] Tunnel type IPsec
i Site Traffic Site summal .
Site address @ Details Forwarding Configuration IP address type Dynamic
% IPsec profile aide_tsc_lab_ssr
Site Configuration
Protected networks * @ + 2 6 g Pre-shared key ke ko k
Devices Type * ) Juniper Device IKE ID alexchan@juniper.net
(®) Non-Juniper Device
L Protected Networks

No configuration input required for Nen-juniper device. You may proceed to the next step.
192.168.212.0/24

192.168.202.0/24

POP =B DY Me{Fhrk

Juniper Business Use Only J U ﬂ | pe r ‘ 26
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IPsec JOJ71) HA bk

@) Monitor WAN Edges branch1 =
(@) marvis™ m Config Success I m Version Compliance I

9 Clients
4 Clients

[*] Access paints (+) s5R-Spoke

Switches

@ WAN Edges

SECURE EDGE CONNECTORS  BETA

0 Providers

NAME PROVIDER

There are no Providers defined yet

Add Provider |

Name

Provider

Juniper Secure Edge (IPsec Only)

Local ID

alexchan@juniper.net

Pre-Shared Key (Clear Text)

PRIMARY
IP or Hostname

54.249.176.94

Probe IPs

Remote IDs

8de4fcd7-c7b5-4a39-8820-3a934ee4dc66.jsec-gen.juniper.net
WAN Interface

wan1

Reveal

JSE JR945— SD-WAN 7RI — JSE RS —

SECONDARY
IP or Hostname

3.1.57.240

Probe IPs

Remote IDs

fa8a3008-abc2-47eb-ad8c-5d981be79e78.jsec-gen.juniper.net

WAN Interface

wan1
Add Interface
Mode
®) Active-Standby Active-Active

Secure Edge IR 5%&1ERY

© 2023 Juniper Networks

Juniper Business Use Only

jsec-singapore jsec-tokyo (/) Deployed
@ Tunnel Status @ Tunnel Status Tunnel Configurations
For Juniper Device MIST Managed Device

To configure tunnels, copy the commands and paste it to the device.

Local ID alexchan@juniper.net
Primary
IP 54.249.176.94

8dedfcd7-c7b5-4a39-8820-3a934ee4dc66,jsec

Remote D -gen.juniper.net

Secondary

1P 3.1.57.240

Remote ID faB8a3008-abc2-47eb-ad8c-5d981be79e78 jse

c-gen.juniper.net

WD Z R 10

Juniper | -
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TRAFFIC STEERING Vv Add Traffic Steering X

» Name

ISE

JSE )XAT h574vODOHIEHI OT7 A I & {EBk e

Weighted

Add Traffic Steering
2 Traffic Steering g

ECMP

PATHS Add Paths

Add Path v X

Type

Secure Edge Connector v

Provider

APPLICATION POLICIES v Juniper Secure Edge (IPsec Only) v

Name
JSE v

search ( )
Import Application Policy Add Application Policy Edit Applications ‘
Displaying 1 of 1 total Application Policy

NO. NAME NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) 1DP TRAFFIC STEERING

N1y IBlIEZT7IVT—2aYRUS— L3193

Juniper Business Use Only J U ﬂ | pe r ‘ 28
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2

17.1K hits

csodemo2

[[] csodemo2 L1 Any
A Any

tF1VFrREREZRBIME

IPS profile

Decrypt profile

Web filtering

Content filtering

Secintel group

Anti-malware

B Any
Ik Any

Create New

Create New

Create New

Create New

© 2023 Juniper Networks
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vANESE D [ETHE

- WS AN—BMI—H— TS5 FF1)51)/WIDIIE

« Y¥A{9¢ Marvis h* WAN Assurance #f#s

« Al RUJ> SD-WAN Ot—0—4#87T GRLLLWWTERENEZI§ET | )
DIEF—&AIAYH

« AT X RBLAE : Mist AL RUT>D>1=){— SD-WAN T
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https://www.youtube.com/watch?v=SA8D2WNO0v4
https://www.youtube.com/playlist?list=PLGvolzhkU_gRy-2j9F4Aw-pLfxKRXzpSU
https://www.juniper.net/us/en/dm/sd-wan-hero.html
https://www.juniper.net/us/en/forms/ai-driven-demo-128t-session-smart-on-demand.html
https://www.juniper.net/us/en/forms/sdwan-federal-fireside-chat.html?utm_source=JuniperField&utm_campaign=AMER_SSDW_22Q4_AWB_WBR_SDWAN_FED_Fireside&utm_id=7013c000000uB2mAAE&utm_term=sdwan_for_federal&utm_content=webinar
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