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Simplified Operations
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WAN Assurance
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A1wFDGroup Based Policytge

o Fv>IN\ZT7TUYIIP Closh7T JOA B RAWFICGroup
Based Policy (LI'FGBP) ZiXTE. BHIBENTEXT

+  GBPEZERRORY M-I NRODICARIFE T JOERARZRRY S

T D=7 )RR —ZVERR T DECED. RyhD-ID¥ ()0t

— IADT =23 %eIREELET
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. EX4400. EX4100. EX4650. QFX5120-32C.
QFX5120-48Y

@ + GBPIETOVWINHDBEELDEERIEETT

o ZAWFI2T4TL—-33>57>TL—bk (Organization >
Switch Templates) (#X)

o ZMYFAHYTIR—R (Switches > Z(vF$)
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 Ports to enable on your firewall — Mist
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R—KUp/Downi@4[l

Mew Port Range

Invalid port ID range

Port Aggregation

¥es & Mo

Port IDs

(ge-0/0M, ge-0/0/4, ge-0/1/1-23, etc)

Configuration Profile

AP

Enable Dynamic Configuration

Allow switch port operator to modify port profile

default(1]), trunk, edge v

| Enable "Up/Down Port™ Alert Type €)

lanage Alert Types in Alerts Page

Description

© 2022 Juniper Networks
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WAN Templates (Organization > WAN

Edge Templates) OLANFZ(FWANEETELTS3

~(CTIEnable “Up/Down Port” Alert Typel®

F IV IR I R EIRTTE L

AYFDIZE :

Switch Templates (Organization > Switch

Templates) MSelect Switches Configuration

PIDPort Config”JICTIEnable “Up/Down

Port” Alert Type|DFIw iy Az EIREE0)
(£X])

I
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Applies to Scope Cancel * EQE (%}El..g)

2. Monitor > Alerts > Alerts ConfigurationR—(ZT.
Email Ret;ipients Settings | | Mo recipients selected LX_F@?'I“J/]/ \“J’]Z’ELTR?%ZC(:J:D\ 7|_:— |\0)75— |\
P TC.'?lfgéfnljzatlonlaldml.nsfl D T??;T:SDT;TS %E_I’ﬁlétbasa' (E)
To additional email recipients . Crltlcal WAN Edge Port Up

« Critical WAN Edge Port Down
Alert Types

@ Critical Switch Port Up a ® Crltlcal SWltCh Port Up

K]
&l

® criocoiwanageporup @ «  Critical Switch Port Down
@ Device restarted O O
@ Switch restarted D O
@ Virtual Chassis Member Added D D
® BGP Neighbor Down D O
@ Critical Switch Port Down
@ Critical WAN Edge Port Down

. Jniper 1
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Mict @ uweoewo «  Premium Analytics®Single Sign-On (LATFSSO) HiR—
&) Monitor - - NZ&D. MistiR—A)ILhSEEPremium AnalyticsOLR—7 1
_— Premium Analytics >y - RADBIE A AT AR B0 E U
- - + Analyticsh5Premium AnalyticsA7JtCAB]EETY (£
) Crients AP Insights & v )
resn & tlaton = T e LUTof%El (Role) OHERRZIFDI—YNSSONEIEELRDF
m— Wireless Client Events © b 9
(3] WAN Edges Wireless Client Sessions @ v . Super User
e Wireless IDS @ v * Network Admin
Wireless Network Insights o hd * CH)blsegvel:
* elpaes
Wireless Site Comparison & v .
- Reporting (Premium Analyticst®ADLR— DT
PoE Switch Details © A tx%u BEED)
- i o TOMOEEIZERINLEI-YEINFTERBRICLL T OURLY
Sustainability Analytics @ v B7IEAL. LiR—TF1>20 5y 1R— Re R aIRE TS
Switch Insights & v premiumanalytics.mist.com
Wired Network Insights @ h
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SiteLNJLPSKDImport/ExportA 723>

Pre-Shared Keys Primary Site =

Create pre-shared keys for groups or individual clients for additional security

« SiteLN\)LDpre-shared key (LATFPSK) M
Import/Exporth ] gE&RDE T

- — « Import/Exportl(c(d. Super User&lz(dNetwork Admin®
1ERZF D1 Y THIVENDDEY

«  SiteLNIVDPSKZZFRRI B(C(E, Site > Pre-shared Keys%
EIRIZEW (X))
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: I BT RN TEET (£ LR)

- MSPHIFEAE(TE—. £(3EEFHEE (Organization)
NEBRN) %z ZIEEL CEE I BENTEFT

o TPRIA. PRIVEmail7RLR, O Xvtz—o%F—-0—R
EUCEEBDI ZIRZRI BEDEIEETY

« EEEDNJ(IMSP > Audit LogsTRIERIBETY

« BIRHUT3>#847/X—2 (Transfer Subscriptions) T#
1770, #4754 (Organization) %ZJ4)L5—9 31kEE%18
paLfeCE(CED . MSPRIRENEGECH T RT3 %8179
BIENTEDRLIICRDFELUE (ETFH)
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e - pemmns o Lo PIFOWLANTF 1T/ DR TERFC. [Guest Access with Mac

@) Monitor

ws - New WLAN Create Template Cancel

Authentication Bypass] #4723 L TGEIRTES &
ssip Security @ onywhsasonEwLksaresionesnsG | Apply to Access Paints 5 fd: U 35 './ 1—: (ZE)

New WLAN Security Type All APs AP Labels Specific APs

BT - « WPA3 Personal - WPA3+WPA2 Transition

+ Enterprise (802.1%) Personal (SAE)
(+) wan edges L OW E
Passphrase | sssssess Reveal

D Mist Edges WiFi SLE O Enable WPA3+WPA2 Transition Isolation

[J Exclude this WLAN from WiFi SLEs Prohibit peer to peer communication o O W E I ra n S I tl O n

® Disabled O Same AP O Same Subnet

IE MAC address authentication by RADIUS lookup

onl] Analytics

WLAN Status Use EAPOL v1 (for legacy clients) Filtering (Wireless)
® Enabled O Disabled [ Prevent banned clients from associating [ arp
i clie Network Security P )
(J Hide ssip ' e R [ Broadcast/Multicast
@ organization O Broadcast AP name [ ignore Broadcast SSID Probe Requests
Fast Roaming
i DTIM Period
Radio Band ® Default
24GHz K4 5GHz M 6GH: O DTIM Period | 2
Band Steering
U enable VLAN Custom Forwarding
. . ® untagged O Tagged O Pool Dynam| )
Client Inactivity O custom Forwarding to
Drep inactive clients after seconds: | 1800
Guest Portal )
SSID Scheduling
-
Geofence ® No portal (go directly to internet) O Enabled ® Disabled
O custom guest portal
=]
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Create Profile

gu-- [ BROhFELE (X))

Templates

)

o

3 Clients . Templates WLANS
i Clients Live Demo

WLAN_Template_DO_NOT_DELETE UK-WFH-Edge-Demo UK-WFH-PSK
[] Access Points WLANs

Live_demo_do_not_remove, Mist_loT,

Live_dema_only, Guest Wi-Fi,
=] ches ! !
Salpes Live_demo_6G

Wanuarsuarsane
() wan edges
= Prod LD APs 12 Live Demo WLAN_Template_DO_NOT_DELETE Live_demo_da_not_remove, Mist_loT, Live_demo_only, Guest Wi-Fi, Live_demo_6G
D mist Edges AX APs
_ BostonHQ

<7 Location

WD-TEST-APS

onl] Analytics

i Jniper 1
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SSR/SRXDApp-IDT —ANR—=XA VA= )VEFDAT T 1— ) #EE

+ SSR/SRX WAN EdgelcSiteL X LDIDP/App-1DF —4~R—

WAN Edge Advanced Security REAVAN=ITBEFEZRAT 1) TERLIRDELE (£
IDP / App-ID Upgrade Schedule B3))
ECSET
Time of Day required Day of Week - BHZET (Da||Y) (CEXTELRIEETT
2:00am ~ sunday v o ATT1-)OYIEAMEFHER OFFI2BFEBOTVET

App Track license is required to manage and collect data for applications
and service levels (SRX only)

My SRX devices have an App Track license

Log Source Interface (SRX Only)
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