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User & Device ID, or device belongs to? Experience across Full Stack J— —_ ~ — ~
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Org Policies
Each user/resources session is evaluated according to the list of Policy rules. The policy for the first matching rule is applied. . o I ~ N N
. >— )1 |
i) [ N2
O e Name Match Critaia (match on location, 15, User Policy Assigned Pulcies (VLAN, Roles, Session Timeauts, et
7 ol VA o N =
o Deny Banned Devices x Network Access Denied - i ﬁﬁ‘i ° ﬂﬁ‘]ﬁ : /r ) / 0) /\ / 1§ IE
o 2 Approved Wired Printers + v Network Access Allowed +
] 3 Approved Wired Cameras + v Network Access Allowed e
o e Mist Access Points v Network Access Allowed o
QO s Wired Cert Auth v Network Access Allowed
m] 3 Employee BYOD v Network Access Allowed
a 7 Employee CORP Devices v Network Access Allowed
Last x
Client Events  127Total 119Good 2 Neutral 6Bad =
Gateway ARP APHX-BRQLAB-1
Success SSID mist-aa VLAN 750
DHCP Success APHX-BRQLAB-1 Certificate Serial Number 8bbc1f01739ab6e9 User Group employee
Authorization & APHX-BRQLAB-1 Authentication Type 802.1X User Name user1@deaflyz.onmicrosoft.com
Association
Certificate CN user1@deaflyz.onmicrosoft.comCertificate Issuer /C=US/ST=CA/O=Mist/CN
NAC Authorization ~ APHX-BRQLAB-1 =ca.deaflyzonmicrosoft.c
Sccess Certificate Expiry 2033-02-06T09:55:322 om
NAC IDP Group APHX-BRQLAB-1 EAP Type EAP-TLS IdP Roles UNCG-Portal-
Lookup Success UsersEmployee
APHX-BRQLAB-1
NACF"’“' Q Auth Rule Employee CORP Devices
Certificate
Validation Success

Junieer,

© 2022 Juniper Networks Juniper Business Use Only arrvmn sy MISt AT




Simplified Operations

. L]
© 2022 Juniper Networks Juniper Business Use Only JHOL&:@[I‘ |



APV I HEZHSY

« AP O7YTIIR— bR ZEAR T DA T3> MEMENELIZ

AP Config Persistence . AMEERERICTRE. APRTY T —H 3y NR— R DU X
Enable F—HAEEBL. CIBTIFCIZE BB CWLANZEN(CLET

o APZY-RAE-RTHIAIIERE, BERIBCTZYIU TSRS
NTOVRUVMA THEER I ABR(CIEAMEBEZ A TICL TIZ&L)
-  AHEBE(E[Organization]->[Site Configuration]®R—>0
FIVIRYIATEML - L TEET
AP Uplink Monitoring + TIADTEAEEESEMTY
Enable
T ABEBE(C(Z0. 10D T7— LADITHETY
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MistGUINSSRXDDHCPY —NAT 23> a8 TE TEDLI(IRDELL

L]
Add Server Option v
. Code is required Edit Server Option v X o %E y 0) D P 3 /% E - a_
DHCP Server Options <5 HCPAT: X ] g C
Code
- e ) Y Value must be a valid IPv4 address (xxXX.JX.XXX.XXX)
Configuration
DHCP CONFIGURATION Code
DHCP Option 125 (vivso-suboptions) v
None () Rel interface-mtu 2
st static-routes n
Enterprise Number Sub Option Code
172163100 ntp-servers 2
— vendor-encapsulated-options a3 4562 7
172163200 titp-server-name 66
P boot-file-name 67 Type Value
172.163.10 smtp-server 69 ipv4-address v 99
ONS Servers pop-server n -
17216310 vivso-suboptions 125
Edit Server Option o
DNS Suffix (S
Code
Add Server Option v X
" perated Option 125 (vivso-suboptions) v
Server Options (SSR Only)
Code
ot - o - Enterprise Number Sub Option Code
Option 26 (interface-mtu) v
= 4562 77
No options defined
¥ 2l Type Value
Type Value
uint16 1500
ipv4-address » 172.16.31.1
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1850 SSR

B  [MIST CSQA] 128 EU PROD SETUP

12:00 AM May 10 - 07:30 PM May 17

Total bytes

WAN Edge Tunnel
Up

WAN Edge Tunnel

VVAN CUBE CVETITS 57 19t 735000 4 NeUTral 11130 | AIevent ypes

Text

117 23

nlv

WED, 07:31 PM

WAN Edge Events

Porf Erron

a2

7:00 pm - B:00 pm, May 17: 121 MB. 0 Port errars

| veAN toge ports R

Tunnel ipsec-sunnyvale1-vpn zscalerbeta.net up

Model SSR
Down
Version 6093
WAN Edge DHCP  ge0-1
Suecess Protocol IPsec
Canfig Changed by
User
Config Failed
Config Changed by
User
Appll(ations 21 Categories 120 Apps (All) 4 Apps (Configured) 4 Clients Q
App Name A Number of clients Total Bytes Percent Bytes R Bytes T Bytes
Pinterest 1 38 MB 0.4% 3MB 35.1 MB
sjc-home-c 1 44MB <0.1% 3157kB 4MB
Twitch 1 4422 M8 2.9% 234M8 4183MB
Youtube 1 85GB 94.6% 66.4MB 84GB
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Mist Edge Clusters e
. N o— »
: Mist EdgeXR—J(CLAT ORgEMMENIEN U
J esm . f ) . Tun ;:n:;rIEh:aS::ec Z)!m? iy
I -tunnel-premp, AWS-Tunnel-90-100 o | 10216199117 huffl ®
¢ Shuffl ®
o Z e . « Mist EdgeV3R5712 3> ([CATFOFIMEMENELZ
Z = > « Tunterm IP
page t il ®

o BRIVRAMZLIS 3>
Mist Tunnels ® RadseC on:I:F:/_

«  Mist FRIVEIZAS(ICBLTOFIMNENENELZ
« P2H—Misth>RI)

‘ | o A-RJUIDTa> IR
Radius Proxy
Enabled Disabled

O Match ssip « Mist Edge/5 X915 >3>T. "RadsecTO0F>"DERR=
%#"Radius JOF>"(CEELFUE

2
ONCHONCE

®0 @61

RADIUS Authentication Servers Add Server

Hostname Port Key Wrap

No authentication servers defined
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