Paragon Active Assurance

Packet Capture#gE D& E FIE

Ak

34300 oA
- s iiA
- ey

aZN—Ry FD—0 AR &£
2023/05/10

Jun

IPE(

NETWORKS

} i vt

-
——

Driven by
Experience-



Non-live packet capture & Live packet capture

* Non-live packet capture
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* Live packet capture
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1. AZa—m“Apps"~#EIL. “Remote Packet Capture” & ER

=—  PARAGON ACTIVE ASSURA? =—  PARAGON ACTIVE ASSURANCE

Applications

DET L GETL

e — Speedtest

Use browser-based speed tests to simplify customer
support.

Monitoring

Apps

Test Agents

Accounts
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Remote Packet Capture

Troubleshoot app problems using remote packet

capture and analysis.
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2. FEBZEAL., "Start’Z22 ) vV, N5y kX ¥ TF v, "Download’z9 ') v,
Ay 0— K LT 7 74 JLIEWiresharkE THEER A ATRE,
Remote packet capture

_ (G ©TA1L: ethl (192.168.5.2/24)
Capture interfaces: @

Frame size (bytes): @ 1,518

Number of frames: @ 100 Max number of captured frames for 1518 = 9881

Capture filter: @ ip - Al IP ~ Remote packet capture

Capture interface Captured frames

TAtcetht L o ]
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Live packet captureZE{TF|E

1. SHIEE
« Wireshark{ > X k—JLBEFIZ"Sshdump and Ciscodump”&ERL. 41 > X —JL

« Wiresharkz 4 X b—I)L 9 BHim=KIZ WinPcapZE f=I1&Npcap Z“Install Npcap in WinPcap API-compatible
Mode"TA4 VA —JL

- - () Npcap 0.992 Setup - X
M Vireshark 3.6.6 63-bit Setup - X M Wireshark 3.4.9 64-bit Setup - X —
Installation Options
Choose Components Packet Gapture Please review the following options before installing Npcap 0.992

Choose which Features of Wireshark 3.6.6 64-bit you want to install. Wireshark requires either Npcap or WinPcap to capture live network data. M

The following components are available for installation. Currently installed Npcap or WinPcap version
Weither of these are installe
I e i A el [] Automatically start the Npcap driver at boot time

[ support loopback traffic ("Npcap Loopback Adapter™ will be created)
Select components to install: i iver' ini
5 Paichark 2 (Use Add/Remove Programs first to uninstall any undetected old Npcap or WinPcap D Resfrict Npcap driver's access to Administrators only
awsharl
Randpkt [CJsupport raw 802. 11 traffic (and monitor mode) for wireless adapters
P I Important notice
MMDBReso e If your system has crashed during a Wireshark installation, you must run the command
‘net stop npcap' as Administrator before upgrading Npcap, so that it doesn't crash again
- v
Description Get WinPcap
Space required: 224.7 MB Position your mouse over a component to see its Learn more about Npcap and WinPcap
Wireshark® Installer Mullsoft Install =
Wireshark® Installer -
<Back |[ Next> | | cancel <gock [ sl | | cancel
< Back “ Next > | ‘ Cancel

juniper | s
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https://www.winpcap.org/install/
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1. BHIKE - &S

« Wiresharkm 5 Test AgentIZIEfEAMEL =6, J> FO—)Lt 25 —h Slive packet captureZHXIIZ L
f= U \Test AgentlZxf L TWiresharkiii R D SSH/A B B0

SSH key4E Rl 51
$ ssh-keygen -t rsa -f key file -b 4096 -C "test-agent-key” "cat key_file.pub” T2 FASE

Generating public/private rsa key pair. 7 ANOREERTL
Enter passphrase (empty for no passphrase): JE—LTHL

Enter same passphrase again:

Your identification has been saved in key file.Your public key has been saved in key file.pub.
The key fingerprint is:

SHA256 :w6gKxgzBDOKFDBmKp9+3Y3a437J0IUiM3/0NQac/a2s test-agent-key

The key's randomart image is:

+---[RSA 4096]----+

|Bo.. |

| Xo.o

|++0 o .

| + 0o+ =

|
|
|
|
|[+. . o+ o0 |
|
|
| . o+0B+. |

$ 1s key file*
key file key file.pub
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« Wiresharkm 5 Test AgentIZi A EL-H, a2 FAO—J)LE 24 —H Slive packet captureZ B XM
f= U Test AgentlZxf L TWiresharkim R DSSHZNBRASE Z B0 - e =

= PARAGON ACTIVE ASSUR/

Dashboard

BT

Monitoring

232 Apps

Test Agents
Test Agents

Accounts

© 2022 Juniper Networks

Test Agents

‘ INTERFACE INFO ‘

Test Agents

Qv » v

Name

TA1
TA2
Bem

Page 1 of 1

LICENSE INFO

IK < >l

Live packet
capturexH %2
9 B Test Agent
ZER

Management IPv4
172.27.112.6
172.27.114.53

172.17.0.2

Juniper Public

Management IPv6 Public IP
172.27.112.6

172.27.114.53

172.27.112.142

® Ready In use Offline

m Online | Offline | In use | Free]

Applications @

Share

Q

Test Agent Appliance Test Agent Application
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« Wiresharkh 5 Test AgentIZ#EGAMEL -, 2> O—I)Lt > 2 —h 5live packet captureZEHxhIZ L

f= U Test AgentlZxt L TWiresharkifm R DSSHARISEZ BN - f =

TA1

[Click here to add a description]

INTERFACES INTERFACES (METADATA) APPLICATIONS NTP STREAMS LICENSE UTILS

PLATFORM INFORMATION [ SSH ACCESS

/A Info: When adding SSH keys to a Test Agent, an SSH server will be started. Please be aware of the security implications of this.

© 2022 Juniper Networks

ADD SSH KEY

Load avg: 0 (1 minute Name:

EFEDAFIZR
AL. OE—L
THUL =%
DT—2%=/hY
fit 1+ C"OK”

L

GPS LOCATION

Key:

OK

=3

Juniper Public
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2. A= a—hn"Test Agents"~FEE) L Test AgentZER%. Live remote packet captureZEZHIZF 5

PARAGON ACTIVE ASSUR/

Test Agents

Dashboard
‘ INTERFACE INFO ‘ LICENSE INFO .
: - ) Live packet
Alarms Ay =
capturexH %2
rest Ag 9 S Test Agent
est ents N
ZEiR
v » Vv Tags m Online | Offline | In use | Free]
Monitoring Name Description Management IPv4 Management IPv6 Public IP Applications @ Share
TA1 172.27.112.6 - 172.27.112.6 (‘\
Apps TA2 172.27.114.53 172.27.114.53
® TA3 172.17.02 172.27.112.142
Test Agents
Test Agents . .
Page 1 of 1 1< < >l ® Ready In use Offline Test Agent Appliance Test Agent Application

Accounts
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2. A= a—h5"Test Agents"~FE) L Test AgentZ:#EIR# . Live remote packet capturezEFHIZT 5 - it &

TA1

[Click here to add a description]

INTERFACES INTERFACES (METADATA) APPLICATIONS ‘ NTP STREAMS

PLATFORM INFORMATION SSH ACCESS

Uptime: 4 days 02:31:53

Version: 3.3.1.23

Memory: 26.61% CPU: 2.06%

Load avg: 0 (1 minute) 0.03 (5 minutes) 0 (15 minutes)
Login towards: 172.27.113.169:6000

LICENSE UTILS GPS LOCATION

[ © To understand what an Application is, please refer to the support documentation .

Name (S Speedtest @ Proxy for management traffic

eth0

eth1

[ Live remote packet capture @

Capture interface Connect to interface

Unsaved changes

FrTF¥EITN NS U2 —T T —REER

wireshark|ZiEfi s b
AR —T T —REFEIR
(TFIAILPREFIARA—D AV MM VA —T 2 —R)

CONFIGURE SETTINGS FOR LIVE REMOTE PACKET CAPTURE X

Capture interface: etht Vv

Connect to interface

(optional):

Tip: The remote live capture process will be stopped automatically after 24 hours, if not manually
stopped before.

In wireshark when you add the remote interfaces use the IP address of the selected connect
interface as host and 2002 for port. The default connect interface is the management interface.
Note, that you can select only a single remote interface in wireshark at a time for capturing.

eth0 v

© 2022 Juniper Networks

=ZRIZ"Save"&#9 1)w Y

Juniper Public

Jjuniper |

NETWORKS

10




Live packet capture
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3. WiresharklZRemote Interface # & &

M The \Wireshark Network &nalyzer
File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tools Help
am2® | H® optons. ik |El@aaq
A [apply a display filter .. < A St Ctrl+E
B Stop Ctrl+E
! Restart Ctrl+R
‘ Lzl 2 Capture Filters...
Captu Refresh Interfaces F5

...using this filter: [ [Enter a capture Filter ...

~] |AII interfaces shown ¥

Local &Area Connection™ 8

Local Area Connection® 7
Local Area Connection* 6

Ethernet0

Adapter for loopback traffic capture

Cisco remote capture

®e

SSH remote capture

Learn

User's Guide * Wiki Questions and Answers

Mailing Lists

‘You are running Wireshark 3.6.7 (¥3.6.7-0-g4a304d7ec222). You receive automatic updates.

© 2022 Juniper Networks

M ‘Wireshark . Capture Options

Input Output Options

Interface

Local Area Connection® 8

Local Area Connection® 7

Local Area Connection™ 6
Ethernet0

Adapter for loopback traffic capture
Cisco remote capture

SSH remote capture

v v

Traffic

Link-layer Header
Ethernet

Ethernet

Ethernet

Ethernet

BSD loopback
Remote capture dependent DLT —
Remote capture dependent DLT —

NSNS

default
default
default
default
default

Promi: Snaplen: Buffer (v Monit: Capture Filter

2

R R R

[ Enable promiscuous mode on all interfaces

Manage Interfaces...

Capture filter for selected interfaces: [N [Entf:r a capture filker ...

v ] i Compile BPFs l

Juniper Public

| Start H Close H Help ‘
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NETWORKS



Live packet captureZ=E1TFIE

3. WiresharklZRemote Interface #%5E - =

M Manage Interfaces X

Local Interfaces Pipes Remote Interfaces

Show  Host/ Device URL

- Remate Settings

This version of Wireshadk does not save remote settings.

II OK || Cancel || Help

Remote Interface & BN .
"OK"%(%901) vy

2022 Juniper Networks Juniper Public

"Connect to Interface”|ZE%5E L 1=
AR —D1—ADIP7 LR %
HostIZEE A

M Remote Interface

Host: | |

Part: [2002

Authentication
(® Mull authentication
(O Password authentication

Username:

Password:

II OK I [ Cancel

Juniper
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Live packet capture3E

4. Wireshark CLive packet capture # Bilt4
XEIR M 5 24FMZRICBEMICELELTLES DTS

M ireshark . Capture Options

Input Output Options

=1TFIR

Interface Traffic Link-layer Header Promi: Snaplen: Buffer (v Monite Capture Filter
Local Area Connection* 8 Ethernet default 2 — not port 3389
Local Area Connection® 7 Ethernet M default 2 — not port 3389
Local Area Connection* 6 e Ethernet %) default 2 — not port 3389
> Ethernet0 | Ethernet %) default 2 - not port 3389
> Adapter for loopback traffic capture Ao BSD loopback ™ default 2 — not port 3389
Cisco remote capture Remote capture dependent DLT — — — — not port 3389
SSH remote capture Remote capture dependent DLT — — — — not port 3389
> fpcop/ G =t Ethernet M default 2 —
rpcap:/ | R/ sbrmon Unknown default 2 —_ not port 3389
rpcap: _/usbmonZ P, Unknown E default 2 — not port 3389
rpcap:/ | R/ oo Unknown M default 2 —  notport3389
rpcap:/ [N sbond Unknown M default 2 —  notport3389
] Enable promiscuous mode on all interfaces \Manage Interfaces...
Capture filter for selected interfaces: [d ]Enter a capture filter ... '] [Compie BPFs
Start Close || Hep

© 2022 Juniper Networks
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