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MSP Name

The Mist Demao MSP

MSP Logo Homepage
https:/fen.wikipedia.org/wiki/IEEE_B02.11

MSP Logo

Single Sign-on

Identity Providers Add IDP
Name Type Issuer signing Algorithm SSOURL  Custi
ewefsd  SAML
test SAML

Roles Create Role
Name Access org.

Org-Glaser-Home-Network-Admin ~ Network Admin  Gla:
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Syslog

SYSLOG
| Override Site/Template Settings
(v

(® Enabled () Disabled
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Files
test_script.log >
test_script2.log >
test_scrpt3.log >
Search X ] Add File
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SNMP
Override Site/Template Settings

(® Enabled () Disabled
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General USM  VACM Notify =~ Target  Views

Name

[ test ]
Location

(10#s )
Contact

(1@#s#s )
Description

[test123 )
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SFEAI02Z, 11:00:45 Akt
W28/2022, 11:00:42 AM

9/2B/2022, 10;

1M

ZRB/I022, 10:58:27 AM

/2802022, 10:56:

WZBI0IZ.
22022, 10:53:00 AM

&AM

2022, 10

0:51:45 AM

WZBI02Z, 10:50:27 AM

/262022,

o

SUZB/I02Z, 10:47:02 AM

erts

Nert

URL blocked
DP attack detected
URL blocked

IDP attack detected

gress Ports | ge0/0/2.0

Device Mame
wsrobranch?
wira-branch2
warebranch
wsrnbranch

varebranch2

wsrebranch
wanebrancha
wars-branch?

warohranch?

wirwbranch

A wsrcbranchi

wire-beanchz

vare-branch

ware-brancha

Branch 2 Orlando «

site
Branch 2 Orlanda
Branch 2 Orlando
Branch 2 Orlanda
Branch 2 Drlanda
Branch 2 Orlando
Branch 2 Drianda
Branch 2 Drianda
Branch 2 Orlanda
Branch 2 Orlanda
Branch 2 Orlanda
Branch 2 Orlanda
Branch 2 Drlanda
Branch 2 Orlanda

Branch 2 Orlanda

Today ~
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Secure WAN Edge IDP/URL Events

Entire Org

Source Addren

101023

101022

mnz2

101022

101022

> IDP/URLAANZ b

(Entire Orgl ~

site

SoocePert  Source Interiacs  Destination Addreu Deatination Part  Dastination Interfsca  Attack Name
ge-0/20 312: bk 5443 e U0 SSLOPENSS
00020 18121 bb:3:5443:5000:c5345:5256 V000 SSLOPENSSL-
20020 16k 5256 e 0000 SLOPENSSL
2000720 18121 b3 5443:5000:6: 534515258 o000 ENS S
£e-0/072.0 312:1bb3:5443:5000:0:5345:5256 [ SSLOPENSSL-
20000720 18121 b 354435000 653455256 peDV00 SSLOPENSS
Fe-00072.0 IN2:10b3: AT 00053455256 D00 SSLOPENSSL
£e-0/2.0 18121 b3 5443500005 e LI000 ENSSL
Fe02.0 e 00 SELOPENSS
Fe02.0 18121 bk 5443500065 3455256 e D00 SSLOPENSSL
2e-0/72.0 bbs: LT
£e-0072.0 8121 b3S pe-00/0.0 SSLOPENS5L-
020 312:10b:3:5403:5000::5345.:5256 ey SSLOPENSSL
go-00i2.0 18121 bb3:54435000: 053455256 o000 SSLOPENSS

t ecurlt
B vornie
Recurrence First Seen Last Seen
1 09728 11:08:49 am 09/28 11:08:49 am
1 carsn d 09/28 11:03:56 am
77 09/28 10:52:41 am 09/28 11:02:50 am
14 8 10:47:12 am 09/28 10:56:16 am

- B -

e g | [ 7ous | 4o

Minar

WS IR— RELUT5—

% Theeat sevrity
v ® ajor
CVE
CVE
CVE-2017-37
CVE-2017-37 ® Major
CVE-2017-373
CVE-2017-37 ® Msjor
CVE-2017-3
CVE-2017-3
CVE-2017:

L-CVE-2017-3731.C
CVE-2017- ® Magr
CVE-20T: ® Major
CVE-2017:3731.005 @ Major

Action

nane

nane

nane

nang

nane

nane

nane

nane

nane

nane

nane

nane
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Network Security

Network Security
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WAN Edge Charts Ite-0-0 v

&% Control Plane CPU

% Data Plane CPU

« WANIv

7-5ep 10:00 am - 11:00 am: 61.0% Max , 57

B Max B Ave

% Memory Utllization

i Bytes | Ite-0-0

7-5ep 10:00 am - 11:00 am: 0.0% Max , 0.0% AVE

oo
.
e ——————
20k
o
20w
7-Sep 10:00 am - 11:00 am: 66.0% Max , 64.8% Avg| 7-Sep 10:00 am - 11:00 am: 405.5 kB TX, 43.1 kB RX
B Max B Avg < |

&L Port Errors | lte-0-0

7-5ep 10:00 am - 11:00 am: OB TX, 0 B RX

SILTE RSS! (Received Signal Strength Indicator)

7-5ep 10:00 am

1100 am: =70 dBm max, -70 dBm avg, -70 dBm min
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Client Raw Data Webhooks

Raw data webhooks are a special subset of webhooks that provide insight into raw data packets emitted by a client, identified by their advertising MAC address (assets, di ble, wifi, wifi). The data that client raw data
webhooks encompasses are reporting AP information, RSS! Data, and any special packetsftelemetry packets that the client may emit. Note that client raw webhooks are the raw data coming from the client and do not contain the X,Y location data of the
client. In order to get the location data for a client please see our location webhooks. Clients can be identified uniquely across these client raw data topics and location webhook topic using MAC address as the Unique identifier (client identifier).

Client Raw Data Webhooks Topics

Topics that correspond to client raw data for different client types. To be included in the http-post message for /api/vl/sites/:site_id API 1.
discovered-raw-rssi - Raw data from packets emitted by passive BLE devices 3. wifi-conn-raw - Raw data from packets emitted by connected devices 4. wifi-unconn-raw - Raw data from packets emitted by unconnected devices
(passive)

Rules for configuring client raw data webhooks

1. Only one instance of a webhook object containing a client raw data webhook topic is allowed. (a site level entry will override an org level entry for the client raw data webhook topic in guestion)
2. Only one client raw data webhook topic is allowed per "http-post™ message to webhooks api

Example of valid http-post Webhook for configuring client raw data webhooks
POST /api/vl/sites/:site_id/webhooks
s

: "test-asset-raw",
“https://xyz.abc”,

Response

HTTP 200 OK

Allow: GET, OPTIONS, POST
Content-Type: application/json
vary: Accept

{

“test-asset-raw",
“https://eoipjcp8ktxjosp.m.pipedrean.net”,
“enabled": true,

“topics®: |
"asset-raw-rssi"

1e

"verify cert”: true,

"id": "£1££49e8-9£77-420a-9854-cTded6d7c£80",
“for gite": true

- Raw data from packets emitted by named and filtered assets 2.

« UITOMBEIBIRICEST 2 Webhook®d NEWHZ(ZREL T, API#RE
THFT—H%Z2webhook TIXEFTBENTEBRLSICRDFELE

» asset-raw-rssi

« discovered-raw-rssi
« wifi-conn-raw

« wifi-unconn-raw

o EHRELATOYA bDClient Raw data webhookszZHEL TK

L)
https://api.mist.com/api/v1/docs/Site#webhooks
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