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SDN (Software Defined Networking)
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CONTAINER OVERVIEW

App 1 App 2
Bins/Libs Bins/Libs

App 3

Bins/Libs

Guest OS Guest OS

Guest OS App 2

Infrastructure

Infrastructure

L8 &

Virtual Machine
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CONTAINER ORCHESTRATION

kubernetes
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CONTAINERIZED APPLICATIONS

ENABLE HYBRID CLOUD
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global organizations will be
running containerized
applications in production

* Source:
Gartner
Global Application Container Market , by Region
2019-2027 (US$ Bn)
2019 2020 2021 2022 2023 2024 2025 2026 2027
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MIND THE GAP

monolithic microservices

architecture

microservice @
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APIs talk a lot--:
network becomes more
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2022 Juniper Networks Juniper Business Use Only JUH LBQ! ‘

APIs talk a little




KUBERNETES REACHES BEYOND CLOUD-NATIVE

Traditional Stack

Containers m

kubernetes

Optional VMs l ‘ I

& €@ T nutanc

vmware  RedHat openstack.

Metal, private IaaS _
or public IaaS A\\\\\\T.
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Kubernete
S

is eating

the Cloud!

Future Stack

Containers + VMs %

Many K8s distros + 0

Kubernetes on
metal or public
TaasS
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Security is Top Challenge for Kubernetes Users

Security

Networking

Storage

Monitoring o
Among organizations only

deploying containers to
on-premises servers, 54% cited
storage as a challenge but
only 9% cited scaling
deployments based on load.

Complexity
Logging

Reliability

Scaling deployments
based upon load

Difficulty in choosing
an orchestration solution

Finding vendor support

% of Respondents Facing Each Challenge
(select all that apply)

Source: The New Stack Analysis of Cloud Native Computing Foundation survey conducted in Fall 2017. Q. What are your challenges in using/
deploying containers? (check all that apply). n=527.Note, only respondents managing containers with Kubernetes were included in the chart.
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KUBERNETES CNI
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Cloud-Native Contrail Networking (CN2) for k8s
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Grafana
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CN2: CLOUD NATIVE CONTRAIL NETWORKING
CN2 IS RZATATRYNI—F2))

JATVWR-RILFIZVRTO—BUIRYRND =T

g AT A K8S/OpenStack \MJUYRSDN <50
=’ ...®  Public Cloud Infrastructure investment protection and evolvable
gfg'—:;? infrastructure
on-prem b ‘ NetOps Driven Automation
é é [;,Jj GitOpsIZ&3CI/CD/ 1 F54 > (Contrail/\4 F51>)
] Virtualizeq| | Cloud Native NIVFISAI—=T1I7L—33>
Traditiona 8—Contrail ControllerCK8STILFIS5 RS —EIR

VM

Virtulalizatio } \‘(l (77" _7>Z
n layer
Hardware HW or Cloud DPDK / SmartNICXH/i

Microservices

BMS VM Container Juniper
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LOME e
Advanced Advanced

Networking Security Extend-ops. Multi-cluster  Automate

FRRRERYNI—-I(L2/L3, TF3E) K8s/DevOps/GitOps&DFE VR HITE

vRouterDSHEERT7>I>3> > S
(SNAT, QoS, IPAM, S-Chaining, BGP etc.) k8sVIFISAT—/IITV—>3>

B TERNREFIVTIRYS— B2 BB LM (k8s deployer, test suites etc)

N—=ROYTPH — N NITAEE 7RIV ARNW EcRPD, Apstra, SR-IOV etc)

1SR DIRENWE — S iSE /(74 —%>A(smartNIC, DPDK, eBPF etc)

% roadmap
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WHAT MAKES CONTRAIL UNIQUE

2022 Juniper Networks

Advanced Networking

« Overlapping IP virtual networks

* Hub/spoke and mesh virtual networks topology
« Traffic mirroring and flow analytics

« Advanced routes and peering

« Multihoming uplinks (L2 or L3) + cRPD* w/ SR
« BGPaaS for 4G/5G workloads

Advanced Security

« Multi-tenant and namespace network isolation

« Concise Contrail policies w/ groups/tags/rules

« Drop/deny alerting and visibility

« Service chaining transparent insertion of L7
NGFW and other network functions

« IPsec data plane encryption*

Better Federation and Multi-cluster

* One Contrail to many clusters CNI and
analytics

+ Edge/remote compute* model with worker
nodes using local gateway

« KubeFed policy federation net/sec objects

« BGP cluster-to-cluster peering

« EVPN and BGP overlay to router peering

—>—>

Juniper Business Use Only

Extends

« Prometheus collection and alert manager
« Grafana dashboards

+ Lens Kubernetes GUI's Contrail plug-in

Spans

« Both OpenStack* and Kubernetes, many
distros

« Private, public, and edge (remote compute)

« SmartNIC, DPDK and eBPF* forwarding

« Overlay and underlay/fabric forwarding

« Connects virtual workloads and metal/SRIOV

Automates

« Argo-based Contrail Pipelines for GitOps

« Validation and CICD with Juniper’s test suite

« Easily extends DevOps “as-code” management
repositories

* Roadmap for new or Contrail “Classic” feature parity in CN2

Juniper

NETWORKS
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CN2 FEATURE-BENEFIT SUMMARY

OPENSHIFT

c Amazon EKS E
RANCHER openstack.

Ops Experience
Works with existing tools like kubectl, k9s, Prometheus, Grafana
Extends existing GUIs: Lens GUI, OpenShift GUI
Runs inside workloads cluster or in a separate controller cluster
1 SDN to rule all multicluster ops. Optional BGP+Kube federation

Multi-tenancy for OpenStack and K8s namespaces

Dev Experience / App Experience

Contrail Pipeline to automate infrastructure as code and CI/CD for your
full-stack validation testing and ongoing config changes

Overlapping networks for dev/test/stage/prod with same networks
Troubleshoot with traffic mirroring and flow analytics
Developers don’t need to bother with policy rules, can use tags

Security
Flexible micro-segmentation with K8s or Contrail-native policies
Consolidate policy sprawl and overload with Contrail policy language
Watch-and-learn mode of policy generation
Service Chaining L7 Security Services with cSRX/vSRX

Encrypt* traffic inside and between clusters

Connectivity:

Virtual networks, load balancing, BGPaaS, remote/edge sites,
federation

High-performance / scale on physical routers/firewalls as gateways
Data planes: k-mod, DPDK, SmartNIC, Multus and SRIOV compatible
Connects VM and containers across OpenStack*, K8s, KubeVirt
vRouter L2 and L3 multihoming

2022 Juniper Networks

* Roadmap for parity with CN cjesSiPe |
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CHALLENGE OF SECURE NETWORKING FOR

KUBERNETES

g <cNi

OPENSHIFT

Kubernetes is the modern “kernel” for application
architectures and container stacks

- For networking: CNI is the plug-in interface
- For security: namespaces, NetworkPolicy

- For load balancing: Ingress controller is the
interface

- OpenShift is an open PaaS on top of Kubernetes

2022 Juniper Networks

CNI is not enough
CNI is generally used for pod networking only
DNS is yet another add-on
Inter-Service networking is done with proxies and IPtables
Hard-to-impossible to get visibility into policy and blocked threats
Multi-purpose clusters drive up resource efficiency, but are
insecure without multitenancy, which CNI doesn’t provide

You get nothing by default
« Flannel CNI is quasi-defacto, but primitive and dead slow
No NetworkPolicy
No Ingress load balancing
No Services load balancing
No namespaces isolation on the network

Writing security policy in Kubernetes is a pain
Security policy as code is good, but developers may make
mistakes
NetworkPolicy objects have drawbacks of usability/complexity

Services meshes help, but aren’t a panacea
Service mesh L7 policies don’t protect L3/L4 threats
Enable service discovery between clusters, but not interconnect

juniper | =
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SECURE KUBERNETES NETWORKING WITH

CONTRAIL

Connect
Namespaces are enabled with Contrail multitenancy or vNetworks
Optionally assign anything its own vNet or IP e.g. overlap
test/stage/prod
DNS, Service and Ingress load balancing is portable and included
No LB proxies and no upcharge or pay per use (unlike cloud LBs)
Federate multiple clusters (Contrail controllers easily peer with BGP)
Multiple interfaces per pod (with or without Multus)
Container service chaining i.e. Juniper cSRX containerized NGFW

% % w « Place bare-metal servers or VMs on same subnet

See
@ @ @ - Contrail visibility of all policies and threats, including blocked traffic
« Fits into existing observability tooling and K8s GUIs
Secure
. Secure microsegments as both NetworkPolicy & Contrail policies
Can run on any underlay IP network, even across distance . Contrail can associate policy with arbitrary apps with K8s object tags

Auto-generate policy with new watch-and-learn mode

Can run on any compute infrastructure, anywhere

Deliver--- in automated lock-step with Kubernetes

High-performance secure networking Kubernetes and OpenShift

Juniper
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n Lens < 10.87.102.244

Operati d Analytics in CN2 & ==
e ra I 0 n S a n n a I CS I n g B§@ Nodes Router Config ~ System Config ~ BGP
p y / & Workloads ~ -
E_ ‘ @ gysnven BGP Router
Pods
e Lens GUI W/ E ‘ E:::Z::::: O Name ~ IP Address
extensions for Contrail - — StatefulSets O ubuntu2004 10.87.102.
° kUbeCtI or k9S = ReplicaSets
C AL r— Jobs
° Any other tools i’ uuﬁ S CronJobs
supporting K8s API e = cortoaton 5
» Contrail mixin A et .
for Prometheus @ Storage .
and Grafana € Namespaces
® Events
i Apps v
. . . . e Access Control v
« GUI and analytics is fully optional. Works with standard Prometheus and g9 Custom Resouwoss .
Grafana to unify monitoring Contrail, Kubernetes, OpenStack and workloads Q@ suvom
tarboar v
« Uses state-of-the-art telemetry, logging and time-series collection FluentD, & Contrail Networking
Elastic Stack (Logging, Flows, Events), Prometheus, Grafana MITASUChi
Security
« BYOA (Bring your own analytics) - CN2 will stream analytics data to your :::::’“"9
existing Prometheus/Elastic and other analytics collectors (DataDog, Splunk, Dachboard
GrafanaCloud, etc.) e
Juniper o
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Y| Extends-tool

2
HOME

CN2 changed to k8s operation

CN2UY—-AEk8sUY—REUTK8SANL -3 EHIC

SFTIRITASATAY-ILEF,

k8s %
controllers

KUBERNETES API

«(. N 2
Contrail resources by k8s yam! —

AJHE

CN2
k8s CLI k8s GUI -

: S — "L =
: A LENS =)
. . contrail plugin —

CI/CD Monitor

i O

Ong Prometheus
, a\
1t
Grafana
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Extends-tool

CN21 VR k=)L &:

RDIE

Classic Contrail

o ETRIFIVINA T
« Compute resources
« DNS
« Server reachability
o NSIWNZa-FT12TDEMS
« Analytics components
« Local log at each node
« Docker install failure
o ETBFIVINATD
o BREMNBH—RILIN=T3>HR-K

2022 Juniper Networks

=)

CN2 Install

+ K8s custom resources

« Manifestz#ABULES>TIVAAR=)L
o E{TRI/RFIVIV-IL

« K8s control plane®t8BE{EH

K8sA > AM=JVZICIATFIN RTAA =)L
$ kubectl apply -f cn2-deployer.yaml

Deployment model

juniper |
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@ advanced networking /security
KIRBAY NI -8l EiE

Flexible and network isolation

for each applications and projects

- PODBOEEMBRERYRNT—
« K8s namespaceD E(CLBYILFTF> MNVRFIE)
« SNAT¢floating-ipZzFI BB U9 BB 155t

o N\=ROI7GWZFRBUA—-/N\-L 19 EBiE%E

o B )—-RNBEET Y- LA IEGDINEDIERE

174
Q

Project B with existing /non virtualizg

© 2022 Juniper Networks

Default Isolation
Namespace Isolation

Virtual Network Isolation

/Q\

NAMESPACE - A NAMESPACE - B
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@ advanced networking /security
KIRBAY NI -8l EiE

Flexible and network isolation

for each applications and projects

- PODEBOEE|BMRIERYRNT -

« K8s namespaceD E(CLBYILFTF> MNVRFIE)

« SNAT¢floating-ipZzFI BB U9 BB 155t K8s Service
7

o N\=ROI7GWZHRBURA—N\—-L 15 EBHH
o B )—RHBEEY Y- LB OINEBIERT

|M| POD 1

[

_ — : oating-ips
Project A with Virtual Machin / 4 with ECMP

*

K8s Service

Project B with existing /non virtualizgd

Junper |
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@ advanced networking/security

PODYIWFAHII—R

NIFA 2P II—-ATiEHGEDE

WEEDOPODIE 11> IT—RITH,
1BEA>971— A% FI FPIEE(C

MAT-A
o E—O>TFORIRYNI—JiEk
o THEEEOA>HIT-A3E
« VNF/CNFO#EEA>HI1—X

{RAERY RTJ—2(L2)%ZVNR:Virtual
Network Router(L3)¥Route
Targetlc KD B z#Hcn] gE(C

wEwro- P .. . it S )
GREEN [=D)

192168.128.0/24 192168.255.0/24

POD-GREEN POD-RED

FIANMPODRY NI -
10.234.64.0/18

VNR:Virtual Network Router




&

- -
L VIRV oYL i S | W 74
vINOOCTUTTEITG7T 7°\ L= |

advanced networking/security

JE{RAB(EIRIE / A EPIRIRE D EIRE(S

T—hkDOIA %N Ul - FFA—/\—L 1 - SR- IOV*'J, :

3'51&&;\“./&%1% C\:- G)}SZ ‘Jb:E) %EA

Intel
pstra AP
@ Contra|l
Contrail Apstra
Networking Controller ODS[I'O

SRIOV
Controller
@ GW %’%@7\4 wFDVXLAN

1 */ I Y

A=N=LA

Intel SRIOV CNI WVLANFETE

& Pods @

vRouterOR W\ BEFIRIE

o J

VLANRAER

SHRABIEIRIR

@ A=N=b15 =PI AER
F—KITAFTA=)I\=LAUL. \—RDI1Y
J— NI 1A T ERIHIAE

@7 >H—-L1i&E(overlay-less)
JD—h—)— ROSEIEYIE (v FiEHt.

®SR-IOV/Apstra
SR-IOVZA AL, Apstrai@i&(cLhmE
IRVLANZESTE

% roadmap




2% : Juniper Apstra&(d

T AR N - DB ENESE/ SR /2N
NIVFARUARGEZ— T EIR

pp—

&3¢ Juniper Apstra

5«:\ Boz >
. w \ 7z A
R . . 2
S 2] '_‘d 2% ] '_‘oc >

JjuniPer $eISONIC  ARISTA  CISCO

EVPN/VXLAN R#£7—-+57IFvFI A




@) Extends-tool
7 % roadmap

LOME

CN2 - L7 Ingress Service interaction

. CN2(FL2-L4%Z12HU. Ingress(L7)&EHE

. Service meshiEEDTNN{IMEIRL -

CN2 FHiliE#Ingress—EX
(HAProxy, NGINX, Contour)

A
A 4
@,CNz CONTROLLER [+f - .
. BGP

@ (D

© 2022 Juniper Networks

gRPC

BGP
NetConf

Physical IP Fabric

Juniper

A

- SMI
A 4

A Istio f'f§|‘1 LINKERD (+ Consul

. API to service
Service mesh control plane proxy
‘‘‘‘‘‘‘ - tlteel (e.g. Envoy)

< app svc prOX)\/ < app svc prOX)\/

SVM?G Pods @

o

@ vRouter  Host OS 1

v
ateway

Business Use Only

DC
Computes

< app svc prox>< app svc prox>
ﬁv.'".'.si Pods @

@ vRouter  Host OS n

aws
) —

Junper |«
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@W—

NIWFIS5 A9 Kubernetesh'lhih'dkubesprawl
K8s7S5AF WL BKubeSprawl (BikRFICihAY 3 )R

IBINTBk8SISARY : MHNSHMBEDISAIZ/SIILBIMATETND

. 1 cluster FEFEMIF F—AIC1 cl
Enterprise . = * F—AL#mlc1 cluster
Kubernetes . i c:us:er ;Ztrf‘!?ﬁ‘r']b‘ « 72Us—-23>8(c1 cluster
Multicluster custer 27—~ 2718 - TF¥1UF1IRHRSBIC1 cluster
» Al « U—-33>8BIC1 cluster
EMEEA—IN—AY RDIEM
EEN-Y3>T YAOMELE

1T E R SBOFYTIL—K BEY— LD AT VY71

oNRer |
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IIWFIS5AS KubernetesDiFiZ=1{t
K8s5S5AF NN ZKubeSprawl (SEHkEICEA T 3 R980) DIEM S & B

CN2 Multi cluster Solutions

malRryrI—-2 &t+1V51

T RIIIVISAIDIDDCN2T
ZEDT ATV - I5A % E18
NamespaceZRBACZFRAUNILFTF> Med
BISZANDOO-RNZ>2 )

L3#EEE(VNR) TERBD IS AIDIRIERY NI — )%
HEfES

BGPJ17 L —23> THMEBORIV SR AL DEEHE

>@o

VRouter VRouter VRouter VRouter

s only s only s only

s only

XCN2 J17L—23>TISRAMED
R BEBYR-MFE

2022 Juniper Networks

[[centos@testl-central-cluster ~1$ kubectl get ns -A

NAME STATUS AGE
aap-project-sut Active  6h27m
contrail Active  3h4m
contrail-analytics Active  6h33m
contrail-deploy Active  3h4m
contrail-k8s-kubemanager-kubernetes-contrail Active  3him
contrail-system Active  3h3m
default Active  6h4im
isns—et-3-ip-fabric Active  5h52m
km-distributed-clusterl-distributed-clusterl-aap-project-sut Active  6h27m
km-distributed-clusterl-distributed-clusterl-contrail Active  174m
km-distributed-clusterl-distributed-clusterl-contrail-analytics Active  6h27m
km-distributed-clusterl-distributed-clusterl-contrail-deploy Active 6h37m
km-distributed-clusterl-distributed-clusterl-contrail-system Active  6h37m
km-distributed-clusterl-distributed-clusterl-default Active  6h37m
km-distributed-clusterl-distributed-clusterl-isns-et-1-6d7696a2 Active  5h53m
km-distributed-clusterl-distributed-clusterl-kube-node-lease Active  6h37m
km-distributed-clusterl-distributed-clusterl-kube-public Active  6h37m
km-distributed-clusterl-distributed-clusterl-kube-system Active  6h37m
km-distributed-clusterl-distributed-clusterl-multus—support Active  5h33m

Namespacett>J): Cluster-namespaceTimiE5) |
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DO automates
>

&%, GitOps with SSoT

©

App A S
App B
App C

-

@ gitops —>

CD tool

Manifest 0

&

review
commit

repo ;
4“ main

®

:-I' Staging

©

Production

(pull)

.

Staging
&

1Y production

v’ GitOpsl&2017&(CWeaveworks H12Ig
v Gitz SSoT ELT7IVEA>ISEESNICERE
v B

ERREDOT BN HDE . BNV B ENRY(C[EHE
E ZEMX. S5 —&M. tF1)74h'E

I

Fr Y

Desired state ‘Eﬂ» Real state

Continious Deliver

LINK : GitOps - Operations by Pull Request (weaveworks)

LINK : The History of GitOps (weaveworks)

2022 Juniper Networks
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https://www.weave.works/blog/gitops-operations-by-pull-request
https://www.weave.works/blog/the-history-of-gitops

automates

{H@(%

&% Traditional CI/CDh5Container CI/CD(CIops, Gitops)

@OCIOps CI%ps — s
customize 3
Developer g | g : v CI Y=L E#ET 704 (push)
4 pnfest | perstorn] Steding | CI y-eT IO S BHERINLE
(@3 — @ —— (ZF1UT1387H)
Lol source C1 tool — Production | ¥ BRENT IO AENER%
: S0 _ - _ BRI DMNEN DD,
Continuous Integration Continious Deliver v O=JL)\wHo—BMHHMRE IS
®Gltops Operator g .} GitOps —
/SREmerge @
— ] - v CDY—=ILAT 04 (pull)
Pevecper @) b Staging | v CreCDOIERMBAFELEEHE
% — @ —| CI tool | CD tool . (?T'J_Faﬁ%o%(CI)t
) source Production 4/77\7|-/\|/_9_/SRE(CD)0)
repo DEEERE)
Continuous Integration Continious Deliver

Jjuniper |
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Extends-tool
LOHE

.« BERET R b~

SRILDT7PT R,

Contrail Pipelines&ERUGitOps
v ISoL—

« ArgoCDZEFRALEET A K/I—Y ’7— S DR «

1. D-970- 2.

. K (GitHook *) i SRIHERD

: ,
J55F. Qr 90 E P
NAIIAX Workflows/CD

3. ISEEE%
Jw31
kubernetes

Contrail Pipelines
CICD FARJRT M)

- CN2 yamIE%

© 2022 Juniper Networks

TR DBE#E

IYi—-3>
TARO

&

Ia1—-3>
TAM

&

Y)1—33>

MEZH)

&

HAS Ly
TR

a

28 VR

r Business Use Only

AT=2>7 [FERE AR
IITAR

F(F

RIS ADRZEERD *

HEEET A B

 Pod RyNJ—-DZFE*
+ k8s H—EX*

LB

» Deployment scale out/in
« TFIUTR)S SR

FEtERET A B
« NTA—=N>R
« AT=)b

JUnieer
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@ Extends-tool

~,

L

Next release plan

" AUTOMATE RELIABILITY with CN2 and GitOps

« The test suites will automate to qualify Contrail with supported Kubernetes distribution
« Initial test cases are built around standard networking services and functionality, Ingress,
Service Load balancing, VN creation, BGPaaS, etc.

Contrail Pipelines

2022 Juniper Networks

ArgoCD
Continuous Delivery, designed specifically for K8s; Already included in some distros like OpenShift
Facilitates GitOps
Single source of truth and change reviews and tracking/auditing orgo
Rollback to any previous state version
Runs in cluster
More secure with user access only to Git
Tracks config drift: can overwrite manual changes or alert on them
Group configs into Argo Applications and Application Projects

Sequence config application with Argo workflows

Contrail Test Suites
Licensed and Juniper supported combo of our test packages with qualified Argo versions to auto
Validate day-0 with unique distros, versions, infrastructure and middleware in cluster
Validate artifact change: upgrades of Contrail or other major components
Validate config changes: all Contrail configs as code and templatized for work with DevOps
Run your unique scale/boundary testing cases
Create and easily template test / staging vs. production environments

juniper |
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@ Extends-tool

CN2 ARV =337 EEhiE

LO

v CN2 R=3YIARL—33>
v' Contrail k8s API

v CN2 YXZJIZARI7AIIWG> T
v LENS GUI CN2T351>

v' CN2 with GitOps(&=#D—)

v Argo CDICLDGith5CN2UY—-ZE7 704
v Gitek8sII RN ZEEZRK]
v EEZBEMEE

20220528-CN2-CODT.mp4

CN2
GuI

k8s CLI

k8s @
controllers

k8s GUI CI/CD Monitor

T

ontrail plug Q Prometheus

@D

Grafana

Manﬁ’est
repo

CD tool <->

ﬁ Qrgo

cluster scope deployment

wwwwwwww
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CN2D5—=J5Y P 1—AT—RA

-PRBURDK8SD1Y NI —J - LF1UT(REZ AR (KSR, BRE, Y-ERIEHE etc.)

-TLIJ3DIR TYS I35 R, VNF/CNF, 5G RAN

A—-AT—2R: IeKTBSIINISAH—LER /538 GW

Stretched cluster and networking Stretched cluster and local network gateway

mt and Worker

Centralized SDN 3
central site
gateway

Worker nodes Worker nodes iy Worker nodes
= sitel site 2 site n

Centralized SDN
gateway

Local SDN
gateway

Worker nodes Worker nodes
site 1 site 2

Worker nodes
., Ssiten

A-RT—R: IVFISA9—-DERER

optionally combine use case optionally combine use case
A

It ! \ A
1 Contrail : Many CNI Unified Analytics Multicluster Unified Config Management

CN2 ctrl
plane
and vRouters

1-RF—Z: FLAISYR

1—10'—2: IvII59R/UE-b)—R

Primary site with OpenStack/K8s

Edge/Remote site(s)
.. CO, PoP, edge DC, ...

No Contrail controller,
No OpenStack/K8s masters

8GP
er/FW Gateway(s)|

1—-As—2A: 5G RAN

| Contrail Networki
Remote/Edge Compute

........ E‘ G"( _JL)RW!«IFW Gatewayls) |

Fronthaul

Backhaul

Virtualization and Containerization Platforms: Kubernetes (K8s) AWS Azure GCP OpenStack

© 2022 Juniper Networks Juniper Business Use Only
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USE CASE: Wide-cluster - One Cluster, Multiple Sites

Stretched cluster and networking Stretched cluster and local network gateway

Centralized SDN SUETIE G ey Centralized SDN Mgmt and Worker
nodes central site nodes central site
gateway gateway

Local SDN
@ D

Worker nodes Worker nodes Worker nodes
site 1 = site 2 site n

Worker nodes Worker nodes Worker nodes
site 1 _ sSite 2 site n

Central site runs K8s primary/mgmt nodes, etcd, Contrail controllers - Each distributed site has its own local SDN gateway for
Distributed sites run K8s worker nodes only ingress/egress into the overlay

Central and distributed sites nodes all have vRouter
No Contrail controller at remote site

vRouter offers node-local gateway with underlay/fabric breakout too

Next slide: Contrail’'s Remote/edge compute

2022 Juniper Networks

. JuniPper
Juniper Business Use Only
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USE CASE: Multi-cluster - Reduce and Wrangle K8s Sprawl

optionally combine use case optionally combine use case

A
( r N )
1 Contrail : Many CNI Unified Analytics Multicluster Unified Config Management
CN2 ctrl CN2 ctrl
andp\I/aF]{rg)iters @.g 6 andp\ll?{g)euters

EEEMNE &6 N
000 © 000 O

VRouters VRouters VRouters VRouters
only only only only

Use one Contrail instance to serve as the - Main cluster may or may not have - Primary KubeFed cluster distributes all policy
CNI and load balancing for several K8s workloads (Contrail included) to secondary clusters
clusters and optionally an OpenStack cluster . Federated Prometheus unifies telemetry and - Unifies policy and control
Reduces the number of Contrail controllers centralizes analytics through Grafana
Lighter deployment for multicluster - Main cluster uses Thanos and/or Cortex for

analytics HA/storage and multi-tenant views

Simplifies incident management, chatops,

Common across any deployment: + BGP federation for extending network connectivity

«  Namespace RBAC/multitenancy improves cluster sharing + Lens GUI and K9s help with multicluster ops

Juniper

NETWORKS
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USE CASE: Telco Cloud 4G / 5G

BGPaaS

VM

@ Control node

BGP

vRouter Agent

SRIOV
/4
() 1)

Hypervisor/CRI

/0 MMU vRouter

SRIOV PCI device (NIC)

Smart NIC

O‘ =]

Many telco VNFs are BGP speakers (e.g. 450
subinterfaces attached to a P-EGW instance)
BGP speaker gets peered to Contrail

controller/external peers to advertise routes

vRouter agent accepts BGP connections from
the VMs and proxy them to the control node

SRIOV workloads can co-reside on the same
server
Multus+ Intel SRIOV plug-in in Kubernetes
supports running with Contrail CNI
CN2 interop with Apstra today; roadmap ‘22
automating Apstra with K8s SRIOV

B oostra.

vRouter data plane offload support on
Mellanox / NVIDIA

Intel
Fungible (future)

Also frequently in use:

« Advanced networking (MAC learning, customer RTs, fat flows-:-)

© 2022 Juniper Networks

Service chaining

Juniper Business Use Only

DPDK data plane tested to 100Gbps

Juniper

NETWORKS

58



Primary site with OpenStack/K8s

primary control node
containers

{ {

Zontrail controller

remote control node
containers

XM PP,..’

_S g 009 -
N .Contra|l vRouter

OpenStack 0{ K8s worker nodé

BGP v, oo €BGP
” 1|\ Router/FW Gateway(s)
D

hLTT .

USE CASE: Edge Cloud / Remote Worker Nodes

Edge/Remote site(s) coe
e.g. CO, PoP, edge DC, -

No Contrail controller,
No OpenStack/K8s masters

566 000
XMPP Contrail vRouter

OpenStack or K8s worker node

e BSP 0 Router/FwW Gateway(s
Y,

Workload orchestrator controllers and Contrail controller and their
containers are distributed across several master/main nodes

No primary site worker nodes are necessary (optional but shown)

iBGP between control nodes and between their nodes and their site’s

gateway. eBGP between remote site’s control nodes and main site’s
gateway

© 2022 Juniper Networks

Remote sites have a lighter footprint for worker/compute nodes only
Remote sites do not have Contrail controllers nor workload
orchestrators

In primary site, only Contrail controller’s “control nodes” are replicated
per site: 2 remote control nodes per remote site

Juniper Business Use Only

junieer |
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USE CASE: 5G RAN

For clusters of one node containerized use JCNR - For larger clusters use Contrail with K8s
For one node HW use ACX Series - Can interoperate/span SDN for K8s/OpenStack which is often the case for 5G/4G
For 2+ node clusters use Contrail, with remote - Contrail and K8s or OpenStack controllers here can manage remote/edge compute
compute (no Contrail/K8s controller necessary) nodes and remote Contrail vRouters with local gateway

~Contrail Networking:

Remote/Edge Contrail Networking

Alternative Software:

Juniper CNR

Alternative Hardware:

Juniper ACX

5G Functional Elements:

RU DU CuU Core EPC

Backhaul

\ 4
A
\4

Fronthaul

A

Virtualization and Containerization Platforms: Kubernetes (K8s) AWS Azure GCP OpenStack

Juniper

‘ 60
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Supported Platform (22.1)

Contrail Networking Release 22.1
Orchestrator Platform

Ubuntu 20.04.3—Linux Kernel Version 5.4.0-97-generic

1.235 .
Deployment Tool: Ansible

Kubernetes
1223 Ubuntu 20.04.3—Linux Kernel Version 5.4.0-97-generic
- Deployment Tool: Ansible
Red Hat Openshift 4.8.39 RHEL CoreOS 4.8.39 — Linux 4‘18..0-305.45.1.e|8_4.x86_64

Deployment Tool: Redhat Openshift Al

System Requirement

Storage
Control Plane Nodes ! 8 32 GB 400 GB
Worker Nodes? 4 16 GB 100 GB

Juniper | o«
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CN2 LICENSING cloud-native / IaaS use cases

S-CN SKUs

License tiers (standard/advanced/premium; 1 is Contrail Networking without Contrail Pipelines; 2 is with Contrail

Plpelmes)
S-CN-S1-* = standard tier, includes multi-tenant network overlays, service chaining for OpenStack or Kubernetes use cases, Insights

* S-CN-A1l-* = advanced tier, adds DPDK and SmartNIC vRouter, BGPaaS, remote compute architecture
®* S-CN-P1-* = premium tier, adds cRPD support with vRouter routing. cRPD sold separately

®* S-CN-S2-* = S1 tier with Contrail Pipelines full CI/CD support and Contrail test suite

®* S-CN-A2-* = Al tier with Contrail Pipelines full CI/CD support and Contrail test suite

®* S-CN-P2-* = P1 tier with Contrail Pipelines full CI/CD support and Contrail test suite

Class types (map to product integrations)
®* S-CN-*-C4-* = Certified and integrated OpenStack (Red Hat RHOSP, Canonical/Juju)

®* S-CN-*-C3-* = Red Hat OpenShift Operator integrated
®* S-CN-*-C2-* = Pre-integrated K8s (Juju/Canonical, Rancher)
®* S-CN-*-C1-* = Vanilla non-integrated or upstream Kubernetes. Integration may be self-tested with Contrail Pipelines tier

Duration terms
* S-CN-*-C1-1
* S-CN-*-C1-3
* S-CN-*-C1-5

1 year of support and software subscription
3 years of support and software subscription
5 years of support and software subscription

Examples sold per vRouter compute node (controller node not licensed)

®* S-CN-S1-C1-1 = standard tier license for 1 year for OpenStack
®* S-CN-S1-C2-5 = standard tier license for 5 years for for OpenShift
®* S-CN-S2-C2-5 = standard tier with Contrail Pipelines license for 5 years for for OpenShift
®* S-CN-A2-C3-1 = advanced tier with Contrail Pipelines license for 1 years Kubernetes integrations such as Canonical or Rancher
©2°0221umsp-rgelgv;é2-c4-1 = advanced tier with Contrail Pipelines license for 1 years Kubernetes integrations such as upstream K8s or Amazon EKSJUNIPE[ | 63
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Let’s Try CN2

Free Trial
Minikube+CN2ZMacBook ETh3147)LE

https://www.juniper.net/jp/ja/forms/cn2-free-trial.html
JUNPEM  sgevva—vay  r—pr—  vazr—iout BR-K RL—zv/  AxVRE
959 R2RA 7+ 7 DContrail RN 51 7O
Networking (CN2) ZERITHHL

<fEgwn

NIFI T ROBHICET 2 REBFENCN2IC &
STEDLSRINT NS, SRS,
FERN T4 7L T BK10/ — R DKubernetes”
FRAY—ICBVWTHEA, FEELLT, BIIT(
Y3y (202269 Y—-2R) 2HATEET,

CourseraA> 5Ty RMN—=2%

IRTE(FREBDH/FERHD
https://www.coursera.org/learn/juniper-contrail-networking
coursera 8l | 7=>=.= B} i FvUTERT

B > WERl > /ZUR3IYEa—-FTavY Rt -

Z @ —X (FIntroduction to Juniper Cloud Concepts & Contrail _J U I | | | e r

NetworkingEFIFBEEIC/E L =9, NETWORKS

Introduction to the Juniper
Contrail Networking

Solution

T
6H1E £ DMH ikl

Minikube install guide
https://github.com/Juniper/contrail-networking/

User Guides, Install Guide, Support Platforms

https://www.juniper.net/documentation/product/us/en/cloud-native-contrail-networking

X RFIA MIERIDEFEER THASERRARE

X B 1Y —H4 MBERZE)OIER - AF

https://www.juniper.net/jp/ja/local/solution-technical-information/software.html

2022 Juniper Networks
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https://github.com/Juniper/contrail-networking/
https://www.juniper.net/documentation/product/us/en/cloud-native-contrail-networking

Thank you
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