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CloudShark OBiZ

CloudShark (3 h v TFv—DF7—4 (PCAP J71)) ZRReED Web J5whIA—ATY
202289H 12HLABF. CloudShark (& Mist tDFiEZZEEL. BRIOD CloudShark 7h7> MW ELIRDET
(8¥#l : Mist Dynamic PCAP - FAQ - https://www.gacafe.com/resources/mist-dynamic-pcap-fag/ )

7547 > b0 Insights #IME(CHD Client Events (CEEEkEd Bad LANILDAARD ME
Al QHIFFTTRHESUTEEIMIC/ Y M T Fr—HEEEN PCAP J741)LH Mist Cloud EICfRFENET
CD PCAP J74)UE CloudShark Z{EHI3ET Web JSUUNSEIERRISEBIENTEET

& csEnterprise I

. https://s3.us-west-1.amazonaws.com/ap-logs-production/ap-es/ap/d420b0c16463/dt%3D20
Client Events 163 Total 117 Good 24 Neutral 22 Bad

. B3IV usZUiDUied4EslOC 0 TTTTTT Start typing a Display Filter « Apply | Clear Filters *
DHCP Terminated  Pixel-6a
RSSI -45 dBm WEIEEE [ E No. Time Source Dest inat ion
Excessive ARPing Pixel-6a ‘
o Wit Capabilities 1 0.000000000 86:e6:66:3f:ff:81 Mist ed:a8:6c
Excessive ARPing Pixel-6a 2 0.000174000 Mist_e4:a8:6c BB:ef:66:3f: ff:81
3 0.007382000 86:e6:66:3f:Ff:81 Mist_ed:a8:6c
Description -
Excessive ARPing  Pixel-6a e EO2 ? 4 0.007726000 Mist_ed:a8:6c 86:66:66:3: FF:8]
5 0.026726000 Mist_ed:a8:6c 86:e6:66:3F:FF:81
DN Failure zen-640G1 NIBHFERLENS 2 ,, 6  0.176061000 96:e6:66:3f:F:8] Mist_ed:a8:60
o ,/ 7 0.132282000 Mist_ed:a8:6c 86:e6:66:3f:ff:81
DNS Failure ZEN640G Crgoet g 0.140523000  86:6:66:3f:Ff:8] Mist e4:a8:Bc
o P 9 0.146807000 86:e6:66:3f:1f:81 Broadcast
DNS Failure zen-640G ,
P 1n N 14RA48NMNN  RR-eAR-AR-3F-FF-R1 | 1irentTe NN-01-N0
DNS Failure zen-640G1 4 Download Packet Capture /’
/’ Frame 1: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface unknown, i toto - DOT0072b
DNS Failure 7en-640G1 - £ Analyze Packet Capture ) | Interface id: 0 (unknown) ] 0010 b8 f6 ed
Encapsulation type: IEEE 802.11 plus radiotap radio header (23) 0020 00 48 00
| Arrival Time: Jul 22, 2024 05:16:55.030540000 UTC 0030 20 B0 e
[Time shift for this packet: 0.000000000 seconds] 0040 Be 20 33
Epoch Time: 1721625415.030540000 seconds c

[Time delta from previous captured frame: 0.000000000 seconds] 0050 00770700
[Time delta from previous displayed frame: 0.000000000 seconds]
[Timo cinca roforonca or firct froma- O ONONONOND —onon. A=

JUniper =
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1. [Organization] h5 [Settings] ZERULET

Juniper Mist

' LIVE DEMO

Monitor | wirsiess | wirea | wan EEEEES Primary S

@ Monitor
@ Marvis™

o) ;
— Clients

E] Access Points . N
Primary Site

Switches

(+) waN Edges

Administrators Applications Campus Fabric

S5 st Edges

Audit Logs Application Policy Switch Templates

{/' Location Inventory Hub Profiles

Mobile SDK Network Topology

|:|I:I|] Analytics
Settings Networks

[m] -
Sit . ) ,
[ETa) =M= Site Configuration

WAN Edge Templates

@ Organization Subscriptions
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Juniper Mist”

@ Monitor
Marvis™

,9;".. Clients

[] Access paints

Switches

@ WAN Edges

% Mist Edges

4 Location
I:II][I Analytics

oy site

@ Organization

Juniper Business Use Only

a LIVE DEMO

O Require 2-factor authentication

Session Policy
Session Timeout after | 1440 minutes

Inactivity Timeout after | 0 minutes

Switch Management
Switch Proxy
O Enabled ® Disabled

Mist Edge Management

FIPS

Enabled Disabled

Auto-Provisioning

2. [CloudShark Integration IOIERI(C
API b—=D>& URL Z AHILET

View Certificate

RadSec Certificates

CA certificates for use by Mist APs to validate
certificates presented by RadSec servers.

Add a RadSec certificate

AP RadSec Certificate

Signed certificate for use by Mist APs to identify
themselves to RadSec servers.

Add AP RadSec certificate

CloudShark Integration

CloudShark APl Token
0318c421d8bfc80abb1cbf4b1cdetcds
CloudShark URI

https://www.cloudshark.org
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CloudShark OFIRB75E

3. [Save] 27 WILEERNTZREFLET

Change language (en) = | FRITO:09AM 2 © (3

Delete Organization ‘m Cancel
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CloudShark OFIRB75E

1. [Monitor] N5 [Service Levels] #iEIRLFET

’ LIVE DEMO

Service Levels

Juniper Mist”

@ Monitor
@ Marvis™

Wireless Wired WAN

Alerts

123\ Clients
E] Access Points
@ WAN Edges

g Mist Edges

Associated Clients

15

Access Points

12:00 AM Jul 22 - 2:55 PM Jul 22

w

4 Location

|:||][| Analytics
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2. [Insights] z&ERU. YUARD [Client] n'5

EROIFAT7> Na#ERUE T

Live-Demo =

M on |tD [ | Wirsless | Wired | WAN

Site

Access Point

Today =

Live-Demo

Swiitch

WAM Edge

Live-Demo

17

Wired Client

Arcess Points Mist Edge

14

Cellular Edge

0:54 AM Jun 24
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android-8eb7e670e5250. .  40EIdes

Anonymou

5
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Anonymous

s

Anonymous
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CloudShark OFIRB75E

3. [Client Events]ICTIEE® Bad LRILDANRS MziEIRU. [Analyze Packet Capture] Z2UvIUE 9

(drag an area of interest to Zoom in)

@ Monitor 1200AI‘\:‘I Jul 22 - 5:48 PM Jul 22 — .
“”:ro[a\ Bytes o o

Marvis™ i

4 Mbps
22 clients 3
(2] Access points 4:20 AM - 4:30 AM Jul 22: 323.1 kB, 0.00 Mbps
Switches

Client Events 163 Total 117 Good 24 Neutral § 22 Bad
@ WAN Edges i

DHCP Terminated@  rixel-6a

i Excessk Pixel-6a
% Mist Edges g
Ping Pixel-6a

Sy N T Fr— RSN AR NCld PCAP
IANOEEERT I T — I renNE S

I DHCP Terminatec@

I DNS Failure zen-640G1

@ Organization

I DNS Failure 7en-640G1
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‘:.“‘;\ T o Data Rate
/' i — > | || T P W
1 [ 1 [ 1 N 3 [T o |

Client Events | AP Events

W
ra
8]

1

B3>I1U aalZulpuieqidsiot 0 TTTTTTT 7 T
-~
RSSI 45 dBm Transaction ID 2823775779
SSID Mist Capabilities 80Mhz/40Mhz
Protocol 802.11ax Description Failing DHCP OFFER for
86-e6-66-3f-ff-81 to
Number of Streams 2 e e
with Xid 2823775779
™ Analyze Packet Capture
+ Download Packet Capture 7
£ Analyze Packet Capture =
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CloudShark OFIRB75E

4. NI Py I TCHRESIEHNRRINDDT
[OK] Z0UwIULE T

CloudShark Data Notice X

By clicking on the CloudShark link, you are consenting to allow
CloudShark to open (using HTTPS) the selected PCAP file to
CloudShark's platform in order to perform packet analysis. For
security purposes, after an hour the URL to access CloudShark
will expire, and CloudShark will permanently delete your PCAP
file. For more information about CloudShark, please go to
https://cloudshark.io/mist.

Don't show this notice again.

J/\\

CEEEIE)
CloudShark (AN URL (& 1 BRfEZZ(CHIBREN.
gErixanfz PCAP J71 L& CloudShark Eh55EE(C
HIffENF9

5. CloudShark T PCAP J7A()ILhRZFT

’ CS Enterprise

https://s3.us-west-1.amazonaws.com/ap-logs-production/ap-es/ap/d420b0c16463/dt%3D20
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Start typing a Display Filter « Apply | Clear Filters *
= Mo Time Source Destinat ion
1 0.000000000  85:eB:66:3f:F1:81 Wist_ed:ad:0c
2z 0.000174000 MWist_ed:a3:6c 85:e0:66:3F:F1:81
3 0.007382000 86:eB:66:3f:F1:81 Mist ed:a8:fc
4 0.007726000 MWist ed:a8:fc 86:e6:66:3f:FF:81
a] 0.026726000 MWist_ed:aB:6c 85:e0:66:3F:F1:81
] 0.126061000 85:eB:66:3f:F1:81 Wist_ed:a3:06c
7 0.132782000 MWist ed:a8:6c 86:e6:66:3f:FF:81
g 0. 140623000 86:eB:66:3f:F1:81 Mist ed:a8:fc
] 0. 146807000 85:eB:66:3f:f1:81 Broadecast
mn N 14R042NNN  QR-~R-AR-2f - £ -R1 | iirentTe ON-0T1-N00
Frame 1: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface unknown, | 0000 00700726
Interface id: 0 (unknown) 0010 b8 76 ed
Encapsulation type: [EEE 80Z.11 plus radiotap radio header (23) 0020 00 d8 00
Arrival Time: Jul 22, 2024 05:16:55.030540000 UTC 0030 20760 &4
[Time shift for this packet: 0.000000000 seconds] 0040 Be 30 23
Epoch Time: 1721625416.030040000 seconds S
[Time delta from previous captured frame: 0.000000000 seconds] 0060 00 10 00
[Time delta from previous displayed frame: 0.000000000 seconds ]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 89 bytes (712 bits)
Capture Length: 89 bytes (712 bits)
[Frame is marked: False]
[Frame is ignored: False] -
[Droatacnle in frama: radictan-wlaon radio:wlan]
»
L |
Juniper Business Use Only JHQ!EEII’

8



Thank you

JUNIPESL o5t

driven by Mist ﬂI



	スライド 1:  Mist 設定マニュアル  - Settings - CloudShark の利用方法
	スライド 2: はじめに
	スライド 3: CloudShark の概要
	スライド 4: CloudShark の利用方法
	スライド 5: CloudShark の利用方法
	スライド 6: CloudShark の利用方法
	スライド 7: CloudShark の利用方法
	スライド 8: CloudShark の利用方法
	スライド 9

