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https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
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FANSFUA Day2 (GER)

APEIS4 7> hMDBIRIE HALF=VINTY "NV I Fv
1-F1YUF71 (FAMNY=)) PS5—PMeRE/EX—JViE
=t O 21 IN—APEARIEAPDIRH
SLE RCA L ih— MER 4 RE

I:I b A H H

REFRBBEDO NS TN a—FT4>0 AP J7—AUTFD

Y A7V 7PYvIIL—R

BT 50D B BhERK R

Apa) %%Fﬁﬁﬁmﬁ\
AP ZHFDFIE

Marvis

Marvis Action

IS



APLOUSA4 7> pDRIFRIE

% Mist (CLD 'j’ﬁﬂ/l;?\“ I\'j ’]@T*ﬁ'fb’i’ﬁﬁwbig' Access Points Hatsudai ~
—EE ———
AP Y0547 MHIEDISICBIFREEN TV DMMERLE T
Filter Q
D Status Name MAC Address Site IP Address
[ ijllﬁ 0 ’CC'T'TECIEE: 45.1.104 A 5c:5b:35:1e:7e:86 Hatsudai 10.233.45.123
- & Conncted ’E LIV;rI;EMID
AP tgalr?\/ hm_%ﬁ/j__\b InSightS @E%ﬁﬁmb\b ig_ E :zz:::: MOonNILOr | wireless | wired | wan | Location 5c:5p:35:0e:bfif1 Today ~
%%7:1 7) l/ 2 :Ez:::: Accche:tr search by name or MAC Q
switch 5c:5b:35:0e:bf:f1
TIEZRA >~ Z 1B ERERTFIE - |
Mist Edge LD_GPS_AP
POCAMNA > b OJHEERFIE

LD_Kitchen-2
LD_Marvis

ive-Demo
o N —
77 ‘l Z > 77 —_< > % = ﬁ =X "E 12:00 AM Feb 21 - 09:20 PM Feb 21 LD_MCB_AP
} /I\ / } I \/3 /L = u:b\ = i200am S00am Go0am LD_RS_Support
Total bytes LD_Sales_area
LD_Testbed_MD

THCRRA S IS4 T b iR F B a1

12:00 am - 12:10 am, Feb 21: Bytes: no data, 0.00 Mbps

@iﬂ AP T eI EEN 3L T EREENO NI ILMEH I ZR(EENF T

) Uniper <
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-01-access-point-procedure-for-checking-information.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-02-access-point-log-confirmation-procedure.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-03-access-point-application-communication-confirmation-procedure.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-04-access-point-connected-client-confirmation-procedure.pdf

APLOUSA4 7> pDRIFRIE

— —_ —_ LIVE DEMO
AP LEIHEIC, SISIS1 7> NoRIBEENES wie
@ wonitor WiFi Clients Live-Demo ~ Live = Guest  Marvis
1. [Clients] M5 [WiFi Clients] Zi&iRU. (= v
Wire
r o= — — = 23, ciients S
U TWBIS1 7 M —EZHEZRLET - App Clients
E] Access Points BLE Clients Q
Switches
Wired Clients
IPv4 Address # MAC Address Device Type
e O android-d626bcdafo2d17ce 192.168.1.64  40:83:de:deid5:7b  Zebra TCS51
<7 Location [J LAPTOP-8H85]035 192.168.1.80  68:ecc5:09:2e:87  ThinkPad X1
MISt ° LIVE DEMO
- \\ [ . ] N T
2. [Monitor] »5 [Insights] Z:#RU. & vonir Monitor [ T v T oo o] vocey -
H f— Site . -
[Client] DIEBNS. [ROISATMOBIRLET [l
w et = = O Client Client a
Dg b{ﬁ% bt?jljb__ >3 \/%O) EETEI%EH %EEEI}JULJ ia- - Switch acc.ncag.la :
[*) Access points | WAL Eee jleilanilr-cs a38bhf31a27...
|_|V€- De mao Wired Client a:d:z:de:es&bzf31az?...
Switches Mist Edge android-d626bc4af0241...
Access Points Associated Clients anselmallenj-mbp
[E] WAN Edges 1 2 1 3 fgz:z
P:pole
<7 Location F.leE
12:00 AM Nov 1 - 05:02 PM Nov 1 | f-thLIEON
”DI] GO ;;i;:;ltytes e :rg ";éz-'l"i
LGB / \—‘ . denali
:'-'u: SN N I."'./'\/"_/..-""-.\_ — everast
O | —~ | ) Falaks-MBEP

OPer | s
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APLOUSA4 7> pDRIFRIE

AP LEERRDSA 7> bOBRIRAE

« AP VEIRISATIID—EFRRTE —ETHRRIDINEZHRIVA AHRFT

CNICED, =EHERURVVEREZ, FEICEYI 7Y T I 2ENTEFT

Table Settings

Guest

T ALY

THU, 04:55 PM

Marvis
202.11n Unknown P
Device Type
Tl T T

o o7

1-10 of 10

AP Name

i | P

© 2022 Juniper Networks

Auto Refresh

Off m 10 sec

1.
7.
10. []
13. []
16. []
19. ]
22. []
25.
28.

31,

O oo o

34,

37.

kY

User

IPv4 Address

Device Type

SDK Version

BS5ID

Protoco

Band

RX Bit Rate

RX Bytes

R Packets

RX Retries

Username

Pre-shared Key

20.

26.

29,

32,

35,

38,

O oo oioooo

Rl® OO

Connected Time

IPv6 Addresses

Hostname

AP MName

S5ID

Security

RS551

TX Bit Rate

TX Bytes

T Packets

TX Retries

Vlan ID

Classification

2 O
3
0. [
2. [
1s. [
18, []
21. 0]
2. ]
27.0]
2. ]
=[]
3. ]

Idle Time
MAC Address
Device 05
AP MAC
Authorized
Channel
SNR

Total Bytes
Total Packets
Total Retries
Labels

Last Seen
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1-71UF71 (FAMNY-=))

< 1-74)71 (FAN-)) ZfERUBREHEERZITVE D, AP Testing Tools
Hostname Cl .
Utility @ [Testing Tools] Z{ERU. AP 5517 bk, 162189.200.1 23 o | K

AP oA 25— MEDADIERIBIEZ S ZENMUE T

BUFONZ17)WESE(C, Testing Tools ZERAUIERERZITVED
7OCAMA > b Ping=EhaTFIIE

724> b Traceroute i FIIE

721>~ ARP T#SRFIE

02022 Juni ‘ niPer 4
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-05-access-point-ping-execution-procedure.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-06-access-point-traceroute-procedure.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-07-access-point-apr-confirmation-procedure.pdf

E— kv

* E-bMyIRHERUET . : .
RSSI

B#Y

EBROEE. H\Ly> ERFrRIBEDEER(E
t— MY TICHIREM(C—B TSR I DENTEFT

B TR

NZ17)\=2ESBU. b— Ny I zEsRLEd Y s S}y
F - —‘—l *“t b “;U“l'?h 45.1.10)
3 o¥n o e FEET RN

E—bxwT HERFIE r i) -

D347 > NOERZASHEE T, SHRIBEMERTITANISA 7> M7 VA AICRRL

A BN NHRCEEMTITOVSDONMETR T DIENTEET

© 2022 Juniper Networks
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/4-04-heat-map-confirmation-procedure.pdf

SLE - Root Cause Analysis

% SLE $&U Root Cause Analysis (L& TRYNI—ID@EBH A HILENE T, R

Monitor m Wired | WAN | Location | insights

LiveDemo »  Today v
Users

SLE &&U Root Cause Analysis (C&oT. .
EDLS(CHARAY RO - DERENBIR{LEN 20N 2L E T m R
— R HIEEE e IEPEE RV KOS
b ERREORE = T
SZXZ17) ———
Mist Wi-Fi Assurance SLE (Service Levels Expectation)
@ NIN1—F7424 | e o
PSK $RsF &/l 802.1x SRIFKMIENSLERREMERL TS ‘85%\ i
Radius B —/\zFHU TL\SIRIEDIF802. 1XFREEN FIRE TS

SLE (C&D. FREMICEDHDPIL ECT- E‘ODJ::)HF'DEJF'E?D“%EUCL\ng)b‘ﬁﬁnﬁ“&ib“(%i?

&Iz, Root Cause Analysis (C&DSS(CZORREDFHNMESERIRETY
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2022-1/mist-sle-202206.pdf

PSK SBSEXBSDO NS I NS 1—FT1>Y

% AN DN Z2F4ESHE., PSK PSR ENEEFD SLE #iE2LET
« IREEFTE
Ry ND—DFEEEEC. DAL\ RD— REBHEZ R N —JiEki e KBS EF

BUTFONZa17IVEHE0. SR REEFD SLE ZHE2LET
XIRIB(CL DT SLE NDFEROKRR(IBFRININ D ENHDDET
sosll 17— MERFIE (BT )

sosl L o— HEERTFIE (D54 77> hEEAT)

o . , niPer 4
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-09-authentication-error-checking-procedure-per-site.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-10-authentication-error-checking-procedure-per-client.pdf

PSK SREEKBISDO NS I NS 1—FT1>00

< BN EFESE. PSK FRAERMEFD SLE ZHERLET

. $EER :
Client Events (CTCATFoOI M HESNET
Event title : Authorization Failure

Client Events 20 Total 12 Good 5 Meutral 3Bad

Authorization AP43

Failure @ AP

Authorization AP43

. . Reason
Failure 0!
I DHCP Denied @ AP43 RSSI

Protocol
Band

Description

-46 dBrn
802.11ac
5 GHz

Reason code 2 "Previous
authentication no longer
valid" WPA 4way
handshake timeout(15).

Last Association
BSSID

551D

Number of Streams
Capabilities

Channel

4.0 sec ago

d4:20:b0:ed:a8:6¢

Mist

1

80Mhz/40Mhz

108
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802.1x SREELMBED ST N>1—FT1>4 (Radius H—/\FIA)

% BN T EFAESE. 802.1x SREFLENMFD SLE #MERLET
« }REEIE :
Ry ND—DFEEEEC. DAL\ RD— REBHEZ R N —JiEki e KBS EF

PUFONZa7IERRL . FRRERENFD SLE ZHEERLE T
XIRIB(CL DT SLE NDFEROKRR(IBFRININ D ENHDDET
sosll 17— MERFIE (BT )

sosl L o— HEERTFIE (D54 77> hEEAT)

o . , niPer 4
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-09-authentication-error-checking-procedure-per-site.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-10-authentication-error-checking-procedure-per-client.pdf

802.1x SREEKLBED ST N>1—F1>Y (Radius H—/)\FI)

o SN ZFAESHE. 802.1x FREEKRINESD SLE 2MEE2LET

. $EER :
Client Events (CTCATFoOI M HESNET

Event title : Authorization Failure

Client Events 40Total 23 Good 10 Neutral 7 Bad
I
Authorization AP43
Failure AP AP43

Authorization AP43 o
. Last Association 1.2 sec ago
Failure

DHCP Denied AP43 Reason 23

Failure
Protocol 802.11n
Authorization AP43
: A
Failure Band 2.4 GHz

Authorization AP43
Failure @ Channel 6

I Authorization AP43 RSSI -40 dBm

DHCP Denied [ AP43 <

Auth Server IP Address

Server Port

BSSID

S5ID

Number of Streams

Description

192.168.0.5

1812

d4:20:b0:ed:a8:81

radius

2

Reason code 23 "IEEE
802.1X authentication

failed” AP deauthenticate
STA, before authorization

complete(771). 802.1x
Auth Fail{23).

© 2022 Juniper Networks Juniper Business Use Only
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SLE - Root Cause Analysis

< SLE LU Root Cause Analysis DEER

e SLE (C&D. REBICEDNDPIL, ECT - EOLOIRBIRENMRELUTVBDOMER I DENTEET
&Iz, Root Cause Analysis (CEDES(CZDRIBEDFFHINHESROIEETT

CNUCED, EEFETAFINECTE AA— AR EERTH EIEE
mARNNSIRDIA Gy, FERFE CRIRED B R 2R TEFI

- REBEMENTED, 1-Y—-1

"\j’loﬂitor Wired | WAN | Location | Insights Live-Demo ~ Today ~

System changes

© 2022 Juniper Networks
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twANAUES)

T|me to Connect

Root Cause analysis select s metric o anaiyze B :

Service Level Metrics. assifiers
Time to Connect 85% Association
Successful Connects Authorization
Coverage Internet Services
Roaming DHCP
Throughput

Capacity

AP Uptime

Statistics ~ Timeline  Distribution  Affected Items  Location

85%
3.1 seconds avg.

Juniper s
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RRM

< RRM (#E#R{&#R:Radio Resource Management) #HEsRLEY, e e ——

-9z dBm a 0 o0s 0.8 03
HVG. NOISE NG # NEWGHBORS HVE. # 00 CHANNEL NEWGHBORS HVE. # APS PER CHANNEL CHAMNEL DIST. SCORE AP DENSITY

E H’J Distributicn m Pawer
— \

RRM OFRFATZHEBLET

Current Radio Values TR n

13 4Ps onthe floarplan o LD Sales ares

— L

o LOEEC

o LD_RS_Support

o LD_MCE_AF

o LD W AP I B0A0ERED

UTOXZ17 )0 %2S2E(C. RRM ZHEFRLFT

SIS (RRM) HESRFIE s

Radio Events m 7 days

ur Channes hanneiWidtn  Power Event "

LD_RS_Support 36 »60 20 10 »10 Interfarenca co-channel externa

LD_RS Support 5 GHz 20 10 10 Interfarenca co- SXTEMa

LD_RS Support 5 GHz 20 10 »10 Interfarenca co- SXTEMa

LD_RS Support 5 GHz 20 10 »10 Interfarenca co-ch SXTEMa

LD _Testbed MD & GHz 20 8 »8dBm Interfarence SXTEMa

== :& %t E_I_,l\ $ b% == :&qﬁ: 7—\ t‘ 31:-% ( —EE M. Mar 14 LD RS Support 5GHz SGHz »5GHz 36 »100 20 »20MHz 10 »10dBm Interference co-channel extema

%/ 0) ‘} b E ﬁ E A P 0) %/ /R d a 1 ‘m (—- m M, Mar 14 LD Testbed MD S5GHz S5GHz »5GHz 112 »100 20 «20MHz 8 »3dBm  Interferenca co-channel externa
M, Mar 14 LD _RS Support 5GHz 5GHz »5GHz 100 »116 20 «20MHz 10 +10dBm Interfarence co-channel externa =

unpergs | g

Juniper Business Use Only actvant Mist AT
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/4-03-radio-information-rrm-confirmation-procedure.pdf

RRM &R0 BEENEREREE

< BRUNCERZTSSE. Mist FEEIN(CERZAZBULFrRINEESNSEZHERLET

Eliy
Mist DFEIRK B ENREEMEEZHESBLE T

— = =S [ Band Channel Channel Width ~ Power

Tt 7 5GHz—=5GHz | 108—>149|20—=20MHz 9->10dB
[AP_01] ER—0OFvxILZ [AP_02] (CFEESTEL 7 5GHz—5GHz | 149—-40 |20—=20MHz 9—9dBn
[AP_01] i"E#NCFrrI 2 ZE I 5B HRLET g 2 GHz—=5GHz | 48 =165 120~ 20MHz  10—8dB
(X FNEOEMM (TR IE(CEE 2) 7z 5GHz—=5GHz 36 =161 |20—=20MHz 8 —8dBn

7 Disabled =5GHY 128—=128|120—=20MHz B8—=11dB

i o
FrRUNEBREEN, O (CEEsENE T

7z 5GHz—=5GHz 56 — 56 20— 20MHz 13—=14d

BEZITVWET

) Uniper <
© 2022 Juniper Networks Juniper Business Use Only J«...m«mlslﬂl -1. | 17



RRM &R0 BEENEREREE

1. AP OF v Zsm@bLES
[Site] @ [Radio Management] ZFEE 9
wigz [5GHz] (C&NHHE. [Optimize 5 GHz Now] 27w 3 3L Fr I EREtENEd

@ monitor Radio Mana geme Nt Live-Demo ~ | | 24GHz 6 GH PEMeerl | Optimize 5 GHz Now

(D) jg™™

) marvis 0 0.5 1.0 0.2

AVG. # CO CHANNEL NEIGHBORS AVG. # APS PER CHANNEL CHANNEL DIST. SCORE AP DENSITY

Q2 ;

i Clients Switch Configuration 3rd Party Tunnels

[3 Access Points Labels Power
Mist Edges

Switches

. Packet Captures

(+) wan Edges Policy
Pre-shared Keys

"‘f Location

I:I[] Analytics -

o Security
WLANS

© 2022 Juniper Networks ; : Juniper '|.l | 18
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RRM &ERTFS$0BEENERREE

2. AP-01 OF v bR LET

[Radio Management] @ [ Current Radio Values] ®IEEHT AP_01 ® Channel ZHZRULET

EBRTE [1004+104] £BOTEFT

Current Radio Values

Name # MAC Address Status

hd H AP_D1 5c:5b:35:be:2b:25 . Connected

[l External APs [ Site APs ] Non Wifi

&0%
) I I I I
095
36 40 44 48

Channel Occupancy
&

1

Radio

5 GHz

MNo. Clients Channel

0

100+104

100 104

Channel

Channel Width

40 MHz

112

Power Radio Enabled Config Override FS

8dBm Yes Mo

Sort By | Channel v| m UNII-1 ‘ UNII-2 ‘ UNII-2 Ext ‘ LINII-=

120 124 128 132 136

116

4

© 2022 Juniper Networks
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RRM &R0 BEENEREREE

3. AP-02 OFvRINZEITELET
[Access Points] iS5 [AP_02] Z:#IRU AP D% EBEIEZHAEET
[5 GHz Configuration] ®IEEICT. BIIETHEEZULZ TAP_01] TEAF® Channel ((BEULET

(TIANPDERTET(E [Use site setting] (CR>TWVET)
BUTFOECEELFT

Enable : Yes
@Monitcr ACCESS POlﬂtS RE (FH) - Channel Wldth : 40 MHZ
Channel : AP _01 ® Channel

E‘] Marvis™ 2 0

Access Points = Wireless C

100% [ 5 GHz Configuration

See Radio Management for site settings

o) ;
—n Clients

I B Access Points ‘

| = "
== | Switches Filter Q, N N
Enable | Yes v
(&) wan Edges Channel Width | 40 MHz v

O Status MName & MAC Address Site IP Addres f' Channe 100 (dfs -

i - Channe 00 (afs)

"-f Location P

O B Connected AP_O1 5c:5hi35:herzbi25 #;E (£ 192,168 PR

/’
- D LR fEr

|:|III[| Analytics O B connected AP_02 5c:5b:35:be2bide | (Fi) 192164 b= [;,

Lise site setting

Juniper s

Juniper Business Use Only - |
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RRM ERTHHOBSHERRE

4. BE AP OF v Zzexi@ bLE T
AP_02 DS EREANBzRIREE DI, BE [Site] @ [Radio Management] ZFHEE 9

iz [5GHz] (CEHE. [Optimize 5 GHz Now] ZJUvIUFv I ZExiE

desicEse)

) wonior Radio Management

@] Marvis™

O i b Confi -
i Clients Switch Configuration

E] Access Points

Switches

(+) wan Edges
S

‘Tf Location

::EI[] Analytics

oy Site

@ Organization

3rd Party Tunnels

Labels

Mist Edges
Packet Captures
Policy

Pre-shared Keys

Security

WLANS

Live-Demo 24 GHz

0
AVG. # CO CHANNEL NEIGHBORS

o
(]
T

0.5
AVG. # APS PER CHANNEL

Radio Settings

1.0
CHANNEL DIST. SCORE

Optimize 5 GHz Now

0.2
AP DENSITY

Power

© 2022 Juniper Networks
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RRM EBiRETi5G0EENEIRAEE

5. 280 AP HEU Channel (> TWAE#ESBULET

Current Radio Values Clear all 5 GHz over
MName 2 MAC Address Status Radio MNe. Clients Channel Channel Width Power Radio Enabled
~ : AP_01  5c:Sbi3s:be:zb:zs @ Connected SGHz 1 100+104 § 40 MHz 14dBm  Yes
A : AP 02 5c:5hi35:be:zbide [ Connected S5GHz O 100+104 | 40 MHz 18 dBm  Yes

6. JAT7OMEBEZITVET
AP_01 ELLIE AP_02 (Z0514 7> Me Wi-Fi iU EZ1TV\ET
HRBEII TS ERL . MR (OBEZIT I D (CRNEB £ FD@EZ1T o TEEL

o

L~ -
-

]

\

Internet

Juniper s

Juniper Business Use Only artvanog M b |
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RRM EiRTiSI50D BB EIREREE

7. Channel "EEENCEZMERLEFT
[Site] @ [Radio Management] ZBAE. [ Current Radio Values| $&U [Radio Events] ® Channel DIEETAP_01
M Channel hMEEEINTL\BENETRTEXT

Current Radio Values

Clear ali 5 GHz|

Name MAC Address Status Radio No. Clients Channel Channel width Power Radio Enabled Config Ove
~ : AP_O1 5c:5b:35:be:2b:25 B Connected 5 GHz 2 60+64 40 MHz 14 dBm Yes No
A : AP_02 5¢:5b:35:be:2b:de B Connected 5 GHz 2 100+104 40 MHz 18 dBm Yes Yes

Radio Events
Date ¥ AP Radio Band Channel Channel width Power Event
11:58:55 AM, Mar 16 AP O 5 GHz 5GHz = 5GHz 100—=60 40 — 40 MHz 14— 15dBm Triggered site RRM
11:58:55 AM, Mar 16 AP_02 5 GHz 5GHz = 5GHz 00— 100 40 — 40 MHz 18— 16 dBm Triggered site RRM
11:42:54 AM, Mar 16 AP_01 5 GHz 5GHz = 5GHz 52—=100 40 — 40 MHz 14— 14 dBm Interference AP non wifi
11:20:53 AM, Mar 16 AP 01 5 GHz 5GHz —=5GHz 00—=52 40 — 40 MHz 15— 15dBm Triggered site RRM
. a1
© 2022 Juniper Networks Juniper Business Use Only Jywqﬁglr-.l |
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RRM &R0 BEENEREREE

8. UTONZ17 )WV aEeZE ([l ERTSOBEEZRELET
BT BEOHRFIE (BlmEf])
BT BEOHRFIE (V547> ME])

< SLE @ Capacity T Wi-Fi Interference QEIGH

% [Site] ® [Radio Management] T
EBHILTWB R FER [Site] @ [ g ]

BEOF AT I3FrRIICSite APsOEIEHN BTN EZTER

Mict a LIVE DEMO
IS Current Radio Values E \s
if\::: Monitor ) ) .
X/ Ca p a (: |ty Name MAC Address A Status Radio No. Clients Channel Channel width Power Radio Enabled Config Override
~ : LD_Kitchen 5¢:5h:35:0e:06:6d B Connected 5GHz 2 100 20 MHz 12dBm  Yes No

I@ Marvis™

5c:obi33:0e:3cfs B Connected 5 GHz 0

v : LD_EBC 149 20 MHz 10dBm  Yes Mo
B

Root Cause anaIySiS Select a metric to analyze

22, Clients

a [ ] SortBy | Channel = Wl UNIFT | UNIRZ | UNIZExt | UNI3
Service Level Metrics Classifiers
ime to Connect terference
[ Aacess Painis Time to Connect Mon WiFi Interference
Successful Connects Client Count
Switches Cove rage Client U 5age

(+) wan Edges

-.f Location

onl] Analytics

Roaming

Throughput

Capacity B5% |
AP Uptime

wWhiEi +arfaram o
[ WiFi Interference

© 2022 Juniper Networks
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-03-verification-of-radio-interference-for-per-site.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/1-04-verification-of-radio-interference-for-per-client.pdf

RRM ERTFiSE0EBERHAE

% RRM BLUBFERRAZRCDOVTOER

B&#R(CEIFRAEIN. ZOWTBFrRIVICHINEZSE T, SIRLOBEZITVET

- Iy BE. =Ty NTA-YDRIRED RF [EHROMEREZ 1Y -CEICHCUNEE

- TA—=T5-2(CTF —A%=IBH7

- U7 WAL LAOBHFICEDVWTEEIZE EZXE

- Wi-Fi U —EXMEBNB(CERE{LEN 3L, CNSOEE DS E%HIE
COTOTRICLD “self-healing (BSE1E) WLAN” ZiHUET
N, HFZYD. E— Mist DHHEIRLZ. RRM OFEFTI

ARFUATIE Channel DB ENAEEZIEZZ I B18D(C. AP D Channel ZETEUEUH.

BEOERTHERIIERAHNENED Channel DEIEZITIEEFHDFEFEA
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Marvis

- - A\ E ~
0:’ Ma rVIS (j: M'St ClOUd D\TE{#\:LJTL\é AI _Ca_o MARV'S Natural Language Query Language

Count events by type

RANEK EventTypes BY ClientEventCount DURING "Today™

)
Marvis (CRIVEDE T, TORREFHRLEY

[ *ﬁ%ﬂiﬁ‘;ﬁ AP Deauthentication (D
802.11 Auth Denied ()

MarViS /\U)Fnﬁb\ébﬁwu . Client Deauthenticati... () 309

MAC 7RLUADUAME - -+ [List MAC addresses] ¢ AN |.

AL TRIARS MDYZXME - - - [Count events by typel &£AF :
ZZURL : <
https://www.mist.com/resources/mist-marvis-overview/ : |5
https://manage.mist.com/admin/vnadocs.html ' } :
@fgi Marvis(d. BASEIE, RFEEA - JI( (LD EROFNEZR(CICIRIL TAIEN TEET
JONESia™ | 26
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https://www.mist.com/resources/mist-marvis-overview/
https://manage.mist.com/admin/vnadocs.html

Marvis Action

< Marvis Action TXILINZRIEZETEL. BERTTEZIRELET .

m e

. . “ ' POC

Marvis Action TXJLIAREEIRBEZYFEL. AR

ﬁg\;ﬂﬁiﬁ%ﬁﬁgﬁb ig_ ACTIONS Y Org M Sites
o 0 Clients Application

= S, E Switches 0 Layer1 Security
— B H b J !

4 Taeation 0 Connectivity 0 Gatewa: y

%%U RL : ul][l Analytics 1 AP 0 Switch

https://www.mist.com/documentation/cate o §

gory/marvis-actions/

@QL Marvis Action (&. FIRENFEE T BRIICTFAILIED. MSIIEBRRICIGIIEET

) Uniper <
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Marvis

% Marvis LU Marvis Action [CDVWTOER
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Marvis (F. BREFEBUE, RFEELM2H-TI( R RREDT T3> RBSNIENILT T RIHBEEEICED,

DIAT> MBI RFTORMEE T, SRR DEBBbEIRHEL. ERZMERUSRELLET

ALCED, T—IHERDIAENBICON THRAICFE B U BRI Z & AL CREEZ) 7L A ATRERIAEIELIED.
RN FEAE I DRICTFRILED, NSO Foy b efBRUETS

I34T7>MAILORY NI - 1%KL IV R -OF NI ANSERANY MF v TFrUET

RREEENTZ Mist AL RUT>HR—NIED, I-F—(CdoTHERMEN 2 F oy Meix K90% A & B3 L ha BE
UPWALLADAHA N D470 TIARA BFUTA AR TONS IS 1-F1>2 ) ZfEREL. U—EAmEBZE ELET

RS | 28

Juniper Business Use Only



1TV Ny by T Fr—

< MistTEERBRER(CVE(CRDIFTIFr—T —9Z2BEBNCEUSLTOET

B#Y

BEESINLFY I Fv—T —9%HRLET

ECERSII TS Bad Event OFvIFv—7—45%245D>0— KU THESR
LEFd

CloudShark (B#)ZzZZ#ILUTW\3I55(E. WEB THHEERTEET
SEZIZ1T7)

CloudShark®#! A

Client Events

success

Authorization &
Association

11r FBT Failure @
DNS Success

Gateway ARP
Success

11r Reassociation
11r Reassociation

11r Reassociation

DNS Success

CloudShark(B&#})

86 Total

75 Good

LD_Sales_area

LD_Kitchen
LD_EBC

LD_EBC

LD_EBC

LD_Kitchen

LD_EBC

5 Neutral 6 Bad

A>0-R

AP LD_Kitchen
RSSI -85 dBm
Band 5 GHz
Description Status code 79
"Transmission failure”
<P Download Packet Capture L

T
(4w Analyze Packet Capture |
p >y

‘- --‘

Ir1UR \EE) FTM

BEG) FIFQ SRA) HES BBy #EW v-kMm ALTH)

Am2® BE &= - =aaqrf
N[Fr 211 ... <Cul-/> E@A 0 -+
No. Time Source Destination Protocol  Length Info &
44 2022-10-18 ©7:23:19.5.. 0.0.0.9 255.255.255.255 BOOTP 176 Boot Request from 26:25:d5:02:dd
45 2022-10-18 07:23:19.6.. 26:25:d5:02:dd:90 Mist_e4:a8:61 802.11 71 Null function (No data), SN=2742
46 2022-10-18 @7:23: H Mist_e4:a8:61 802.11 71 Null function (No data), SN=2743
47 2022-10-18 @7:23: . ff02::fb MDNS 176 Standard query ©x0080[Malformed
48 2022-10-18 07:23: .. ffe2::fb MDNS 171 Standard query ©x0000 PTR 1b._dn
49 2022-10-18 07:23: :02:dd:90 802.11 71 Null function (No data), SN=2744 | o

<

Mist_e4:a8:61

> Frame 45: 71 bytes on wire (568 bits), 71 bytes

> Radiotap Header v@, Length 43
> 802.11 radic information

> IEEE 802.11 Null function (No data), Flags: ...

captured (568 bits) on interface unknown, id @

P...TC
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00 00 2b 00 of 08 00 co
a@ ad b7 eb @0 00 60 00
00 00 00 10 18 00 03 00
20 b0 ed a8 61 26 25 d5
61 60 ab 76 31 7f 73

91 00 90 00 00 20 00 00
12 @c 1c 16 40 01 b6 a2
02 00 00 438 11 3c 00 d4
02 dd 90 d4 20 be ed a8

.. a8%.
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2022-1/1-07-organization-settings-integration-with-cloudshark.pdf

HNALF=ZVD Ny b v T Fr—

& IFII) Y TFr— OB

o IRTONTY bOAYHIEEROH N Mist Cloud ([SEESNTVET (R1O— BRI EF 17 L DOIEHDHINESNFEA)

« SLE Z FEIBRBEBEZLHIMENTIZ S, /NIy MMRIFEN Mist Cloud THEERTEF T
o E—FREFRELUUBROEELUNTY MIEEENDGZENHDET
o MERBIRMNEZNTVILD, BROBIRGEEARETT

259

THHRIR

R m

v BERIREE. Y100 [REDHZFETITOBENHD
v YN YT FYERATOIDICEROBRZF OMHENDD. BREOFFE (BN NS

~—
0

Mist AI N . RS

Q4
5 N )Xy v I Fr
L) (=

v RIERLERCEENC/ YNy T FrT — 5% B3
v BEREBFEEZEFOLHEER REDFNTTLTVS
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— NastFE / EX =)Ll

o WRAUVW7S5—MERTEL BE(CGUTX—ILBRZERTES DIEN TEET

Eliy
75— MDEKTELT S5 — MBRIA—)V 2 iEZLF T

ST

75— NBIHIA-IL DX REGH LB TTZEREUET
2. Device offline ODUZMEZS D EREUET
3. AP BT —J ) zikiRUET

o

75— MNABENA—ILBRENET

S50fEL LD 5 MERETEEXT

T — kR

ez fESCeT. BEEEDSIteRl [SARINBEBZHAINVAATEFT
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’ LIVE DEMO T
A| 2 rtS Live-Demo - Today = Any Type
CRITICAL m INFORMATION
Alert Recur
- @ Client Connection to rogue AP detectad 1
@® Rogue AP detected 1
.25 1
Mist
1
Device offline
r Added 1
EEEEEEEEEEEEEE
gue AP detected 2
Organizat Tue M 222022, 03:37:20 PM JST
Last Seen 1
Primary Sit Tue, Mar 22 2022, 03:37:20 PM JST
gue AP detected 2
Detail
aps
a1
RS | =



75— PNEE/EX—)LiBA]

< 77— MNBIIX=)L O REBEIC B TTZRELETT
1. [Monitor] 15 [Alerts] Zi#IRU. [Alerts Configuration] Z7UyIULFE9

o ORGANIZATION TUE0513PM 2 Q (3@
Mist

@' Monitor Service Levels B Primary Site = Last 7 Days = Any Type = Alerts Configuration | €

@ Marvis™

3 7

23, Clients CRITICAL WARNING

@ Show .ﬁ.cknowleged Acknowledge All Unacknowledge All

2. A—JLBAIXISREFE (Organization®fk, YA M) LB ZEELET

Applies to Scope

Email Recipients Settings

[] To organization admins  [&] To site admins
My Account

To additional email recipients

=S JVANREEBAN LU CEERAIBETT

|
Juniper -

Juniper Business Use Only ameosymistal M |

Email addresses (comma-separated)
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75— PNeXFE /EX—)ViEH]

o%

¢ 75— NEHIA-)LOXSREBFH BT ZEELETT

3. Alert Types OIEENS “Device offline” 75— beX—=)L@BRICFIvIZ AN, ULEMEZI 55 | TR TELET

Alert Types
Alerts Enable Alert Send Email Notification =
v [ *] Infrastructure = =
@ ARP Failure (beta) [+ L] : . .
Edit Device Offline Threshold X
@ DHCP Failure (beta) @ D
' SAVILLTT TESTAaT LS —J —J
Device offlinefor | 5 minutes
@ Virtual Chassis Member Added D D
@ Device offline u@ u@ This g etng - It = - 5
(alert after 2 minutes when device ofﬂile SoETTmTETEEEEEEEmEEmEmEmEmmmm————— '> o -
@ Gateway DHCP Pool Exhausted D D l':" Cancel
- /i
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75— PNeXFE /EX—)ViEH]

< APZUIDEEL 75— MBRIX— )V S8 E T

4. AP WST—JIIVetkiRUES
BRRUX—I T RURISEA SN T 5 — MBAIX— ) 2 HEEBLE T

Alert Mail

-
-n
mmm,
(\3 d Mt
1 AJunioer COMDany
See Alert Details

Device offline

Organization Tue, Mar 22 2022, 03:37:20 PM JST
Site Last Seen
Primary Site Tue, Mar 22 2022, 03:37:20 PM JST
IRHR
Details

aps

From : no-reply@mist.com
Subject : [Mist.com] Alert Device offline in B4 ~&
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1 IN—=APLARIEAPDIRE

* FAN—APERIEAPZIRELE T

B#Y

ZAIN—APEARIEAPZIRH L. Mist AP DISMEEIRIELE T
AEAPHMRIESNIIZ ST 517> b ZTOvILET

—

NZ17 WS8R 2 /\—APE AR IEAPZREERLE T
EEIDAP, SSID|E# M2 FIIE

YA bOEE AIEAPDIE
Ox 5l FFIR(LRIA(CE )

Security tve

Threats  Neighbor APs

AT
]

6 B Rogues
0 B spoofs
2 Honeypots

aaaaa

CEEERE L]

ooooooo

Approved APs  Clients List Location

d4:20:b0:92:c8:41

8c 3b d e(47.44

d4:20:b0:8c:64:02

| 5c:5b:35.00:58:34

E=H3 Honeypot AP D% (FUS. i

UTFRDAP, IEARCEERANEROHSN TRV A R—ITHEER®

SEIBNMNFIEEIN S IoTHERDBI LN TEFT
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/4-02-wild-wi-fi-confirmation-procedure.pdf
https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2021-1/1-20-site-settings-security-settings.pdf

21 IN—APEARIEAPDIRL

< FAN—APERIEAPDMESETTIE

1. RAN—APERIEAPOIERKNZBEZME 2. Security Configuration ®IEET
[Organization] H5 [Site Configuration] Z&RU Detect Rogue and Neighbor APs (74l NERN) &
PoC TERULTLS Site Z&EIRLFT Detect Honeypot APs (CFIVIZ ANET

B Access Points SECU”T}’ Caniguration

Administrators Applications Campus Fabric Device Profiles Detect Rogue and Neighbor APs

Switches

Audit Logs Application Policy Switch Templates Labels Meighbor RSSI Threshold | -80
(+) wan Edges

Client Onb di [P EETA Mist Edges . . .
ient Onboarding Hub Profiles - ISt Edges Meighbor Time Threshold 0 mins

-ﬁ' Location Inventory Network Topology Mist Tunnels
Detect Honeypot APs

Mobile SDK Metworks Pre-shared Keys

ooll Analytics Approved SSIDs

Settings WAN Edge Templates RF Templates

| [
oo S'te WLAN Templates

Approved BSSIDs

@ Organization Subscriptions

[ Auto-Prevent Clients

unpergs | g
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21 IN—APEARIEAPDIRL

& AN —APEARIEAPOIESR T

3. IEAPOHEER

[Site] M5 [Security] Zi#iRU. POCTERL TS Site ZEIRULET
[Threats] Z&E3iRU Type RogueZztEs2UET

. ActionZ|DU>H%I UL, [Terminate Rogue] 7
Security Live-Demo ~ | | T#r BRI BCET. BIRVEARIEAPILERTANTVS

| IRTDIFA T MIRY NI =INBFYIATEINET
Threats | Meighbor APs  Approved APs  Clients List | Location
S51D A4 Type No. of Clients B55I Band Channel Avg. RS5 Seen By Nearest AP Location Action
@) wmarvis= Rogue | 1 EAROMNEBIREMEEREUIEVMES(E H4Bm 1 APs LD_Kitchen-2 01 - Office
&, Clients Switch Configuration 3rd Party Tunnels il v | rocuzl 0 [Locatlon ] GDE/T(Lt)JD ngg- dBm 1 APs LD_RS_Support 01 - Office
E] Access Points Labels
Mist Edges vlan10 | Rogue] O 5c:5b:35:20:64:61  5GHz 52 -74.0dBm 1 APs LD_Testbed_MD | Unknown
. Packet Captures R 8fa9:46:fd:d8  5GH 01 - Off
oguel 7 ac:8t.a9:46:td: 3 : =5 - Office
@ WAN Edges Policy - 4§E®4ﬁ|§’|%$&%ﬁ&ﬂlb\btb\i%l/fl\(j:
4 Pre-shared Keys Location§UODU\/U%OU\JOL/an
Location
Radio Management
n[][] Analytics
oy Site
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21 IN—APEARIEAPDIRL

< FAN—APERIEAPDMESETTIE

4. FAI\-APDHEER
[Site] M5 [Security] Zi#iRU. POCTERL TS Site ZEIRULET
[Neighbors Aps] %#&EIRU MistOEB T ICRVWEBRO7ITEARA K, SSID, ChannelztEs2UET

Security Live-Demo ~ || THr SO EREERLLVSS
[LOCE]’CIOI’]]@%H’\(L.UJDEZ%?

Threats | Neighbor APs] Approved APs  Clients List |Location
551D # BS5ID Band Channel Avg. RS5| Seen By Nearest AP Location
@ Marvis™ N
d4:20:b0:8c:68:39 5GHz 36 -40.5 dBm B APs LD_RS_Support 01 - Office
2, Clients Switch Configuration 3rd Party Tunnels -
5¢:5b:35:54:4d:81 SGHz 108 -67.9 dBm 1 APs LD_MHMD 01 - Office
E] Access Points AR
Mist Edges ac:2316e:fcacd3 S5GHz 149 -39.0 dBm B APs LD_RS_Support 01 - Office
Senes Packet Captures -
ac:23:16:fcdocd 6GHz 69 -65.2 dBm 2 APs LD_JswW 01 - Office
(+) wan Edges Policy
7 tocats Pre-shared Keys d4:20:b0:ac:06:ch 5GHz 35 Ad B N LD Tasthad MD Unknown
Radio Management =3 ISAN B
[ Anatytcs d4:20:b0:ac:26:42 5GHz o HEOMIERMETLWEEE 01 - Office
0 LocationZ|DU> %)L ES

oy site

unpergs | g
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L iR— MERNHHEE

< Lik—MERHEREZERRULR— MERRLE T

—EEE
Engagement Analytics £fz(& Network Analytics Z{£FE0L.
TOPJZ4 7>~ TOP WLAN. =i DOEREDEIS . $EZHiE D% VAP,
TOPY T -3  REDMEBRIEIREESFRULIN— NeERRLE T

R

NZ170WZ8RU. LIR— M ERRLFET
I =X NP FITAIADEETE

£% URL :
https://www.mist.com/documentation/network-and-
engagement-analytics/

E] Access Points

Switches

(+) wan Edges

-

"-‘-".i;"" Location

|:|I:I|] Analytics

Engagement Analytics
Events

Network Analytics
Occupancy Analytics

Premium analytics £

Client Dwell Time Trend

91

Client Dwell Time Trend
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2021-1/1-18-site-settings-engagement-analytics-settings.pdf
https://www.mist.com/documentation/network-and-engagement-analytics/

APJ7—LADUIFPDI=1F7 N7V IL—R
< AP OJ7—LD17%FEITIVITL—RUET,

MAC Address: 50:5b:35:be:2b:25

production H5 rcl A, GUI £S5 AP OFENT7YITI L —REEITL.
Wi R g 2 MR LE T e e

Upgrade to Version: | 0.11.25907

Upgrade AP Firmware

4 ap4 Select Version

Jisconnected Al econnects
= < Suggested
B *ﬁ EIE jj_ ;f 0.10.24070 {rc1)
0.8.21602 (rc2) Start Upgrade Cance

Y170 ESBU. AP Jr— AT 7EEETIvITL—RUES
J7—LI1T EE8TYTH L — REIE

UTFON=23aoA7yTIL—RUET
IB7ED/N—>3>  : production firmware O&HT/\—>3>

-y \N—>3> :rel firmware O/ -3

COZFYATRFEI TN -2 ZEELFUN BREFIEELIIIZSTI(IC

BEIT7YIIL —RENBIEHERIANHIZSENAIRET T

0.11.25907
0.10.24125
0.10.24070 (rc1)
0.10.24028
0.10.23865
0.10.23793
0.10.23712
0.9.23219
0.9.22801
0.9.22325
0.8.21730
0.8.21628
0.8.21626
0.8.21602 (rc2) ~
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/4-07-firmware-manual-upgrade-procedure.pdf

= = =
APOD B PhiE:S
& Locating HEEREVAPDREBISFIAISELET .

m e

[Locating] R7>%&IUvIU. AP @ LED mkT/I\NA—> %R F T
Locating #&EE(L. AP DIZFRZYFIE I BDRRICIGIIEET

o) i Access Points #i8 (ki)

E‘] Marwis™

03 ;
— Clients

E] Access Points

Switches Filter Q,

= B
(+) wan Edges

[ACCGSS POlntS] b\’s 4E%®AP%%¢RLJ$3_ ‘? : D Status Name A MAC Addrd
AP SEBIEA LT3 [Locating] RI>EIUyILES 0 [@eomen | won sesoas
wy — _ qoll Analytics O ﬂc-:=~me:te}¢’ AP.02  5Ci5b:35

AP O LED BH3J)UC=4TUE S et

’
B/ [Locating] RI>&IUvI T3, BEOLEDERICRNES R
e T [ -
‘z

Litilities = Sawve Cancel

BIZ(E. APUTL —RVEERF(C, IRMDVEZEEN,

FREC RV ROAPERES 3 ENTIEETY
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AP 3ZHabFDFIR

% AP DEHEEMELET, - [Uﬂ 1 s |
_ Testing Tools |

i
EROULAD AP £UTL— 2T BEREL . AP DUFL—2EHELET el Band A1
- ERORRT AP 2L~ IBLREL LS DualBand R age rmure... |
LA AP EBUSZATVFEEB A FRRL . WIHER BB ESEL esere. W1
AP DIl —IVEATVES T -
FIRCAM DS 27 IMBSEE, Y217 M HEBREELTVET S °

Lise site setting

Replace AP — X
— R s

Replace "HQ-AP-01" AP with unassigned AP
Configuration will be copied from AP "HQ-AP-01" to the

AP Z1E8EFEERL. 158 AP ELTIRL), AP o)ljjol/_x%;ﬁﬁbasj replacement, and AP "HQ-AP-01" will be unassigned.
BUFONZ17) 22880, AP DUTL—RZ2EMUET

MAC Address of unassigned AP

7’7‘&1/1{’(\/ |\ ﬁ?ﬁiimﬁ d4:20:b0:c1:63:f5 v
d4:20:b0:c1:63:f5 ' \\\
Replace | Cancel

T —ANREICROIZELTE AT AEESENMLR(CENDIRE(ERL,

SHREELHECITIENTEEXT

ol
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https://www.juniper.net/content/dam/www/assets/additional-resources/jp/ja/2-08-access-point-replacement-procedure.pdf
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