LR Sese Sees cees
L‘u. e
= 0 v

—

Drjveit by
EXDErienCem

*/

ilx%‘

-

!

unEer

-

A

_—
BA

uniper. SRX

S B

-

- " 0

ey e ..-\.
R o
.

y %1, ...\\ .,

=
T

g

EREEE REBEE ot

»

%



(FUSIC

& AYZa17)UIE. System Logging @ CLI 3%E(CDVWTERBALE T

¢ FIEARZE(L SRX300 . Junos 21.2R3-S2 ([CTHEERZEML THNET

¢ EBROFEARABTPLNIA-ATEAN T IRIELEKICSOTERDET
BB TEARNBTOFFMIE T 2V IDTHERRTTE L)

https://www.juniper.net/documentation/

¢ MRICEZED SRX HARGEYZ1 7)) 1—23> TV ZHIVIEERY A MISHEEHLU THENET

https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

2022 £ 8 H

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs


https://www.juniper.net/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/security.html

System Logging

U T OREZITIIHZEDOIN > RMIERRDFT

« SRX _E® messages J71 VTR TE
Facility : any
Severity Level : error

» Syslog H—/{(192.30.80.76 ) [GXAE
Facility : any
Severity Level : any

« TIAIPDEREF T ECERDFT

user@srx> show configuration system syslog | display set
set system syslog archive size 100k
set system syslog archive files 3

set system syslog user * any emergency

set system syslog file messages any notice

set system syslog file messages authorization info

set system syslog file interactive-commands interactive-commands any
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System Logging

1. SRX _E® messages J7 A IWARFELEFT

user@srx# set system syslog file messages any error

2. Syslog H—/\(C Syslog ZXEUET

user@srx# set system syslog host 192.30.80.76 any any
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System Logging

a5 TE DHEER

user@srx# show
syslog {
host 192.30.80.76 {
any any;

}

file messages {
any error;
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System Logging

messages J71 )OO HESR

user@srx> show log messages
Apr 22 02:33:22 srx mgd[2405]: UI CMDLINE READ LINE: User 'user', command 'configure '

Apr 22 02:33:22 srx mgd[2405]: UI DBASE LOGIN EVENT: User 'user' entering configuration mode
Apr 22 02:33:24 srx mgd[2405]: UI CMDLINE READ LINE: User 'user', command 'exit '

Apr 22 02:33:24 srx mgd[2405]: UI DBASE LOGOUT EVENT: User 'user' exiting configuration mode
Apr 22 02:33:32 srx mgd[2405]

.. (AF&EE8)

UI CMDLINE READ LINE: User 'user', command 'show log messages
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System Logging

NIV TOWESR

user@srx> help syslog

Syslog tag

AAMW ACTION_ LOG action info

AAMW ACTION LOG LS action info
AAMW_CONTENT_FALLBACK_LOG content fallback info

AAMW CONTENT FALLBACK LOG_LS content fallback info

AAMW HOST INFECTED EVENT LOG cloud event host infected info

AAMW HOST INFECTED EVENT LOG LS cloud event host infected info
AAMW IMAP ACTION LOG IMAP action info

AAMW IMAP ACTION LOG LS IMAP action info

AAMW MALWARE EVENT LOG cloud event malware detected info
AAMW MALWARE EVENT LOG LS cloud event malware detected info
.. (BUTEHE)

NIV DFFHAEHERR

user@srx> help syslog UI LOGIN EVENT

Name : UI LOGIN EVENT

Message: User '<username>' login, class '<class—-name>'
<local-peer>[<pid>], ssh-connection '<ssh-connection>"',
client-mode '<client-mode>'

Help: User started CLI session

Description: The indicated user started a Junos OS CLI session.
Type: Event: This message reports an event, not an error
Severity: info

Facility: ANY
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